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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User’s Guide for a series of products. Not all products support all frmware features. Screenshots
and graphics in this book may differ slightly from your product due to differences in your product
firmware or your computer operating system. Every effort has been made to ensure that the information
in this manual is accurate.

Related Documentation
* Quick Start Guide
The Quick Start Guide shows how to connect the Switch.
* Online Help
Click the help link for a description of the fields in the Switch menus.
* Nebula Switch User’s Guide
Go to support.zyxel.com to get this User's Guide on how to configure the Switch using Nebula.

* More Information
Go to https://businessforum.zyxel.com for product discussions.
Go to support.zyxel.com to find other information on the Switch.
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CHAPTER 1
Getting to Know Your Switch

1.1 Introduction

This chapter introduces the main features and applications of the Switch. The XGS1930 Series consists of
the following models:

» XGS1930-28
* XGS1930-28HP
* XGS1930-52
* XGS1930-52HP

References to POE model(s) in this User's Guide only apply to XGS1930-28HP and XGS1930-52HP.

The Switch is a smart managed switch with one power sloft for single power supply. The Switch provides
four SFP+ slofs for uplink. By integrating static route functions, the Switch performs wire-speed layer-3
routing in addition to layer-2 switching.

The Switch supports NebulaFlex for hybrid mode which can set the Switch to operate in either
standalone or Nebula cloud management mode. When the Switch is in standalone mode, it can be
configured and managed by the web configurator. When the Switch is in Nebula cloud management
mode, it can be managed and provisioned by the Zyxel Nebula Control Center (NCC). See Section 8.12
on page 105 for more information.

The following table describes the port features of the Switch by model.

Table T XGS1930 Series Comparison Table

SWITCH MODELS | XGS1930-28 XGS1930-28HP XGS1930-52 XGS1930-52HP
10/100/1000 Mbps 24 24 48 48
Ethernet Ports

10/100/1000 Mbps - 24 - 48

PoE Ports

1/10 Gbps SFP 4 4 4 4
interface

FAN - 2 2 3

1.1.1 Management Modes

NebulaFlex for ‘hybrid mode’ means you can setf the Switch to operate in only one of either direct
standalone or cloud mode (not both at the same time). The Nebula Control Center (NCC) is an
alternative cloud-based network management system that allows you to remotely manage and
monitor the Switch.
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Use the web configurator to configure and manage the Switch directly in standalone mode or use
Nebula Control Center (NCC) to configure and manage the Switch in cloud mode. You may also
access a minimized version of the web configurator in cloud mode.

Nebula Cloud Management

To have Nebula manage the Switch, you must first register it at the Nebula web portal at http://
nebula.zyxel.com, and ensure that Nebula Control Center Discovery is enabled in Basic > Cloud
Management > Nebula Control Center Discovery in the Switch web configurator (enabled by default).

Note: See the Switch's datasheet for the feature differences between standalone and
Nebula cloud management modes. You can find the Switch's datasheet at the Zyxel
website.

See the NCC (Nebula Control Center) User’s Guide for how to configure the Switch using Nebula.
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1.1.2 Mode Changing

This section describes how fo change the Switch's management mode.
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Note: When you change the Switch's management mode from standalone mode to Nebulo-
manged mode, the configuration settings of the Switch will be overwritten with what
you have configured in Nebula.

When you change the Switch's management mode from Nebula-manged mode 1o
standalone mode, the Switch will reset 1o its factory-default settings.

From Standalone to Nebula Cloud Management

To manage your Switch via Nebula, connect the Switch to the Internet, and register it to a site and
organization at the Nebula web portal (http://nebula.zyxel.com).

See the following steps or the Switch Quick Start Guide for how to do device registration.

Go to the NCC to Register the Switch

Go to the Nebula web portal in one of three ways.

¢ Type http://nebula.zyxel.com in a supported web browser. See the Nebula User's Guide for more
information about supported browsers.

* Click the Visit button in the Switch's login page.
» Click the Nebula icon in the upper right corner of the Switch's web configurator.

Click Login in the Nebula web portal. Enter your myZyxel account information. You'll be redirected to
another screen where you can sign up for a myZyxel account if you don’t have one.

Use the Nebula setup wizard to create an organization and a site.

Register the Switch by entering its MAC address and serial number. The serial number and MAC address
can be found in the Status screen or the device back label on the Switch.

Use the Zyxel Nebula Mobile App to Register the Switch

Download and open the Zyxel Nebula Mobile app in your mobile device. Click Sign Up fo create a
myZyxel account or enter your existing account information to log in.

You should already have created an organization and a site.

Select asite and scan the Switch's QR code to add it to the site. You can find the QR code:
¢ On alabel on the Switch or
e Onits box or

* In the web configurator at Basic > Cloud Management > Nebula Switch Registration.

See Section 3.3 on page 40 for more information about the CLOUD LED or Section 7.2 on page 68 for
more information about the Hybrid Mode field in the Status screen to see if the Switch goes info Nebula
cloud management mode successfully.

Note: The Switch goes info Nebula-managed mode automatically after it can access the
Nebula web portal and is successfully registered there. Its login password and settings
are then overwritten with what you have configured in the Nebula web portal.
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From Nebula-managed to Standalone

To return to direct management standalone mode, just click Unregister to remove the Switch from the
organization/site in the Nebula web portal. The Switch will reboot and restore the factory default
settings.

1.1.3 ZON Utility

With its built-in web configurator, including the Zyxel One Network (ZON) Neighbor Management feature
(Section 7.4 on page 72), viewing, managing and configuring the Switch and its neighboring devices is
easy.

In addition, Zyxel offers a proprietary software program called Zyxel One Network (ZON) Utility, it is a
utility tool that assists you to set up and maintain network devices in a more simple and efficient way.
You can download the ZON Utility at www.zyxel.com and install it on a PC (Windows operation system).
For more information on ZON Utility see Section 7.3 on page 67.

The following table shows which firmware version supports ZON and Neighbor Management (Smart
Connect) for each Switch. The firmware on each Switch is identified by the firmware trunk version,
followed by a unique model code and release number in brackets. For example, 4.50(ABHT.0) is a
firmware version for XGS1930-28 where 4.50 is the firmware trunk version, ABHT identifies the XGS1930-28
and .0 is the first release of trunk version 4.50.

Table 2 Models and Firmware Versions

SWITCH MODEL FIRMWARE VERSION

XGS1930-28 4.50(ABHT.0) and later

XGS1930-28HP 4.50(ABHS.0) and later

XGS1930-52 4.50(ABHU.0) and later

XGS1930-52HP 4.50(ABHV.0) and later
1.1.4 PoE

The XGS1930-28HP and XGS1930-52HP come with a Power-over-Ethernet (PoE) feature. The XGS1930-
28HP and XGS1930-52HP support the IEEE 802.3at High Power over Ethernet (PoE) standard and IEEE
802.3af PoE standard.

Key feature differences between Switch models are as follows. Other features are common to all
models.

The following table describes the PoE features of the Switch by model.

Table 3 Models and PoE Features

SWITCH MODEL POE FEATURES
XGS1930-28HP IEEE 802.3af PoE
XGS1930-52HP IEEE 802.3 at High Power over Ethernet (POE)

Power management mode - Classification

Power management mode - Consumption

Scheduled PoE (PoE Time Range)
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1.2 Applications

This section shows a few examples of using the Switch in various network environments.

1.2.1 Backbone Application
The Switch is an ideal solution for small networks where rapid growth can be expected in the near future.
The Switch can be used standalone for a group of heavy fraffic users. You can connect computers and

servers directly to the Switch's port or connect other switches to the Switch.

In this example, all computers can share high-speed applications on the server. To expand the network,
simply add more networking devices such as switches, routers, computers, print servers efc.

Figure 1 Backbone Application
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1.2.2 Bridging Example

In this example, the Switch connects different company departments (RD and Sales) to the corporate
backbone. It can alleviate bandwidth contention and eliminate server and network bottlenecks. All
users that need high bandwidth can connect to high-speed department servers via the Switch. You can
provide a super-fast uplink connection by using a Gigabit Ethernet/SFP/SFP+ port on the Switch.

Moreover, the Switch eases supervision and maintenance by allowing network managers to centralize
multiple servers at a single location.
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Figure 2 Bridging Application

1.2.3 High Performance Switching Example

The Switch isideal for connecting two networks that need high bandwidth. In the following example, use
frunking to connect these two networks.

Switching to higher-speed LANs such as ATM (Asynchronous Transmission Mode) is not feasible for most
people due to the expense of replacing all existing Ethernet cables and adapter cards, restructuring
your network and complex maintenance. The Switch can provide the same bandwidth as ATM at much
lower cost while still being able to use existing adapters and switches. Moreover, the current LAN
structure can be retained as all ports can freely communicate with each other.

Figure 3 High Performance Switched Workgroup Application

1.2.4 IEEE 802.1Q VLAN Application Examples

A VLAN (Virtual Local Area Network) allows a physical network to be partitioned info multiple logical
networks. Stations on a logical network belong to one group. A station can belong to more than one
group. With VLAN, a station cannot directly talk to or hear from stations that are not in the same group(s)
unless such fraffic first goes through a router.

For more information on VLANSs, refer to Chapter 9 on page 107.

1.2.4.1 Tag-based VLAN Example

Ports in the same VLAN group share the same frame broadcast domain thus increase network
performance through reduced broadcast traffic. VLAN groups can be modified at any time by adding,
moving or changing ports without any re-cabling.

XGS1930 Series User's Guide
23



Chapter 1 Getting to Know Your Switch

Shared resources such as a server can be used by all ports in the same VLAN as the server. In the
following figure only ports that need access to the server need to be part of VLAN 1. Ports can belong to
other VLAN groups too.

Figure 4 Shared Server Using VLAN Example

VLAN 1

1.3 Ways to Manage the Switch

Use any of the following methods to manage the Switch.

* Web Configurator. This is recommended for everyday management of the Switch using a (supported)
web browser. See Chapter 4 on page 37.

e FTP. Use FTP for firmware upgrades and configuration backup/restore. See Section 35.10.1 on page
286.

* SNMP. The Switch can be monitored by an SNMP manager. See Section 35.8 on page 284.

* Cluster Management. Cluster Management allows you to manage multiple switches through one
switch, called the cluster manager. See Chapter 39 on page 313.

» ZON Utility. ZON Utility is a program designed to help you deploy and perform inifial setup on a
network more efficiently. See Section 7.3 on page 67.

* NCC (Zyxel Nebula Conftrol Center). With the NCC, you can remotely manage and monitor the
Switch through a cloud-based network management system. See Section 8.12 on page 105 or the
NCC User’s Guide for detailed information about how to access the NCC and manage your Switch
via the NCC. See the NCC User's Guide for how to configure Nebula managed devices.

1.4 Good Habits for Managing the Switch

Do the following things regularly fo make the Switch more secure and to manage the Switch more
effectively.

¢ Change the password. Use a password that's not easy to guess and that consists of different types of
characters, such as numbers and letters.

¢ Write down the password and put it in a safe place.
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* Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the device becomes unstable or even crashes. If you forget your
password, you will have to reset the Switch to its factory default settings. If you backed up an earlier
configuration file, you would not have to totally re-configure the Switch. You could simply restore your
last configuration.
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CHAPTER 2
Hardware Installation and
Connection

2.1 Installation Scenarios

This chapter shows you how to install and connect the Switch.

The Switch can be placed on a desktop or rack-mounted on a standard EIA rack. Use the rubber feet in
a desktop installation and the brackets in a rack-mounted installation.

2.2 Desktop Installation Procedure

1 Make sure the Switch is clean and dry.

2 Sef the Switch on a smooth, level surface strong enough to support the weight of the Switch and the
connected cables. Make sure there is a power outlet nearby.

3 Make sure there is at least 40 mm of clearance from the bottom to the Switch, and make sure there is
enough clearance around the Switch to allow air circulation and the attachment of cables and the
power cord. This is especially important for enclosed rack installations.

4 Remove the adhesive backing from the rubber feet.

5 Attach the rubber feet to each corner on the bottom of the Switch. These rubber feet help protect the
Switch from shock or vibration and ensure space between devices when stacking.

Figure 5 Attaching Rubber Feet

i
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Note: Do NOT block the ventilation holes. Leave space between devices when stacking.

Note: Do NOT store things on the Switch, and allow clearance next to the ventilation holes to
prevent your Switch from overheating. This is especially crucial when your Switch
doesn’t have fan modules. See Section Table 1 on page 18 to see whether your Switch
has fan modules.

Overheating could affect the performance of your Switch, or even
damage it.

2.3 Mounting the Switch on a Rack

The Switch can be mounted on an EIA standard size, 19-inch rack or in a wiring closet with other
equipment. Follow the steps below to mount your Switch on a standard EIA rack using a rack-mounting
kit.

Note: Make sure there is enough clearance between each equipment on the rack for air
circulation.

2.3.1 Rack-mounted Installation Requirements

* Two mounting brackets.
¢ Eight M3 flat head screws and a #2 Philips screwdriver.

¢ Four M5 flat head screws and a #2 Philips screwdriver.
Failure to use the proper screws may damage the unit.

2.3.1.1 Precautions
* Make sure the rack will safely support the combined weight of all the equipment it contains.

* Make sure the position of the Switch does not make the rack unstable or fop-heavy. Take all
necessary precautions to anchor the rack securely before installing the unit.

2.3.2 Attaching the Mounting Brackets to the Switch

1 Position a mounting bracket on one side of the Switch, lining up the four screw holes on the bracket with
the screw holes on the side of the Switch.

Figure 6 Attaching the Mounting Brackets
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2 Using a #2 Philips screwdriver, install the M3 flat head screws through the mounting bracket holes into
the Switch.

3 Repeatsteps 1 and 2 to install the second mounting bracket on the other side of the Switch.

4 You may now mount the Switch on a rack. Proceed to the next section.

2.3.3 Mounting the Switch on a Rack

1 Position a mounting bracket (that is already aftached to the Switch) on one side of the rack, lining up
the two screw holes on the bracket with the screw holes on the side of the rack.

Figure 7 Mounting the Switch on a Rack
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2 Using a #2 Philips screwdriver, install the M5 flat head screws through the mounting bracket holes into
the rack.

3 Repeatsteps 1 and 2 to attach the second mounting bracket on the other side of the rack.

Note: Make sure you tighten all the four screws to prevent the Switch from getting slanted.
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CHAPTER 3
Hardware Panels

This chapter describes the front panel and rear panel of the Switch and shows you how to make the
hardware connections.

3.1 Front Panel

The following figures show the front panels of the Switch.

Figure 8 Front Panel: XGS1930-28

Figure 11 Front Panel: XGS1930-52HP
ZYXEL R e SR LA Do S

3.1.1 Gigabit Ethernet Ports

The Switch has 1000Base-T auto-negotiating, auto-crossover Ethernet ports. In 10/100/1000 Mbps Gigabit
Ethernet, the speed can be 10 Mbps, 100 Mbps or 1000 Mbps. The duplex mode can be half duplex or
full duplex.

An auto-negotiating port can detect and adjust to the optimum Ethernet speed (10/100/1000 Mbps)
and duplex mode (full duplex or half duplex) of the connected device.

An auto-crossover (auto-MDI/MDI-X) port automatically works with a straight-through or crossover
Ethernet cable.

When auto-negotiation is furned on, an Ethernet port negotiates with the peer automatically to
determine the connection speed and duplex mode. If the peer Ethernet port does not support auto-
negotiation or turns off this feature, the Switch determines the connection speed by detecting the signal
on the cable and using half duplex mode. When the Switch's auto-negotiation is turned off, an Ethernet
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port uses the pre-configured speed and duplex mode when making a connection, thus requiring you o
make sure that the settings of the peer Ethernet port are the same in order fo connect.

3.1.1.1 Default Ethernet Negotiation Settings
The factory default negotiation settings for the Gigabit ports on the Switch are:

e Speed: Auto
* Duplex: Auto
* Flow control: Off

* Link Aggregation: Disabled

3.1.1.2 Auto-crossover

All ports are auto-crossover, that is auto-MDIX ports (Media Dependent Interface Crossover), so you may
use either a straight-through Ethernet cable or crossover Ethernet cable for all Gigabit port connections.
Auto-crossover ports automatically sense whether they need to function as crossover or straight ports, so
crossover cables can connect both computers and switches/hubs.

3.1.2 PoE (XGS1930-28HP & XGS1930-52HP)

The Switch supports both the [EEE 802.3af Power over Ethernet (PoE) and IEEE 802.3at Power over
Ethernet (PoE) plus standards. The Switch is a Power Sourcing Equipment (PSE) because it provides a
source of power via its Ethernet ports. Each device that receives power through an Ethernet port is a
Powered Device (PD).

3.1.3 SFP/SFP+ Slots

These are four slofs for Small Form-Factor Pluggable (SFP) or SFP+ modules, such as an SFP/SFP+
fransceiver. The SFP+ (SFP Plus) is an enhanced version of the SFP and supports data rates of 10 Gbps. A
fransceiver is a single unit that houses a fransmitter and a receiver. Use a fransceiver to connect a fiber-
optic cable to the Switch. The Switch does not come with transceivers. You must use fransceivers that
comply with the Small Form-factor Pluggable (SFP) Transceiver MultiSource Agreement (MSA). See the
SFF committee’s INF-8074i specification Rev 1.0 for details.

You can change fransceivers while the Switch is operating. You can use different tfransceivers to
connect fo Ethernet switches with different types of fiber-optic connectors.

e Type: SFP or SFP+ connection interface

» Connection speed: 1 or 10 Gigabit per second (Gbps)

To avoid possible eye injury, do not look into an operating fiber-optic
module’s connectors.

3.1.3.1 Transceiver Installation

Use the following steps to install an SFP/SFP+ fransceiver.

1 Locate the fransmit (Tx) and the receive (Rx) markings on the SFP+ module to identify the top.

2 Insert the transceiver into the slot.
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3  Press the fransceiver firmly untfil it clicks into place.

4  The Switch automatically detects the installed transceiver. Check the LEDs to verify that it is functioning
properly.

5 Close the transceiver’s latch (latch styles vary).

6 Connect the fiber optic cables to the transceiver.

Figure 12 Transceiver Installation Example
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Figure 13 Connecting the Fiber Optic Cables

3.1.3.2 Transceiver Removal

Use the following steps to remove an SFP/SFP+ transceiver.

1 Remove the fiber optic cables from the transceiver.
2 Open the fransceiver’s latch (latch styles vary).

3 Pull the transceiver out of the slot.

Figure 14 Removing the Fiber Optic Cables
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Figure 16 Transceiver Removal Example
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3.2 Rear Panel

The following figures show the rear panels of the Switch.

Figure 17 Rear Panel: XGS1930-28

3.2.1 Grounding

Grounding is a safety measure to have unused electricity return to the ground. It prevents damage to
the Switch, and protects you from electrocution.

1 Remove the M4 ground screw from the Switch's rear panel.

2 Secure a green/yellow ground cable (16 AWG or smaller) to the Switch's rear panel using the M4 ground
screw.

3 Aftach the other end of the cable to the ground, either to the same ground electrode as the rack you
installed the device on or to the main grounding electrode of the building.

Follow your country's regulations and safety instructions to electrically ground the device properly.

if you are uncertain that suitable grounding is available, contact the appropriate electrical inspection
authority or an electrician.
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Warning! Connect the ground cable before you connect any other
cables or wiring.

Figure 21 Grounding

3.2.2 Power Connector

Note: Make sure you are using the correct power source as shown on the panel.
To connect power to the Switch, insert the female end of the power cord to the AC power receptacle
on the rear panel. Connect the other end of the supplied power cord to a power outlet. Make sure that

no objects obstruct the airflow of the fans (located on the side of the unit).

See Chapter 49 on page 342 for information on the Switch's power supply requirements.

3.3 LEDs

After you connect the power to the Switch, view the LEDs to ensure proper functioning of the Switch
and as an aid in troubleshooting.

Table 4 LED Descriptions

LED COLOR STATUS DESCRIPTION
PWR Green On The Switch is receiving power from the power module in the power slot.
Blinking The Switch is returning to the custom default configuration settings.
Amber On The Switch is returning to its factory default configuration settings.
Off The Switch is not receiving power from the power module in the power slot.
SYS Green On The Switch is on and functioning properly.
Blinking The Switch is rebooting and performing self-diagnostic tests.
Red On The Switch is functioning abnormally.
Off The power is off or the Switch is not ready/malfunctioning.
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Table 4 LED Descriptions (continued)

LED COLOR STATUS DESCRIPTION
CLOUD Green On The Switch is managed by the NCC (Nebula Control Center).
Blinking The Switch is connected to the NCC, but not registered.
Amber On The Switch is in Nebula cloud management mode. It was trying to connect to
the NCC, but failed.
Blinking The Switch is in standalone mode. It was trying to connect to the NCC, but
failed.
Off Nebula cloud management mode is disabled.
LOCATOR Blue On The Switch is uploading firmware. While the Switch is doing this, don't turn off
the power.
Blinking Shows the actual location of the Switch between several devices in a rack.
The default fimer is 30 minutes when you are configuring the Switch.
Off The locator is not functioning or malfunctioning.
PoE MAX Green On Each bar represents 20% of PoE Power consumption.
(XGS1930-28HP (Bar1-Bar3) Bar 1: PoE power usage is below 20 percent of the power supplied budget.
& XGS1930-
52HP) Bar 2: PoE power usage is below 40 percent of the power supplied budget,
but over 20 percent of the power supplied budget.
Barl is the bar at . .
the bottom: bar Bar 3: PoE power usage is below 60 percent of the power supplied budget,
5is the bar at but over 40 percent of the power supplied budget.
the top. Yellow On PoE power usage is below 80 percent of the power supplied budget, but
over 60 percent of the power supplied budget.
(Bar4)
Red On PoE power usage is more than 80 percent of the power supplied budget.
(Bar5) Blinking Less than 5 percent of the power supplied budget remains. 5 percent is the
default value.
Off PoE power usage is 0 percent of the power supplied budget.
10/100/1000Base-T Ports
LNK/ACT (Left) Green On The link to a 1000 Mbps Ethernet network is up.
1-24 (XGS1930- Blinking The Switch is fransmitting/receiving to/from a 1000 Mbps Ethernet network.
mber n elinktoa ps ora ps Ethernet network is up.
28) Amb o The link to a 10 Mb 100 Mbps Ethemnet network i
1-48 (XGS1930- Blinking The Switch is fransmitting/receiving to/from a 10 Mbps or a 100 Mbps Ethernet
52) network.
Off The link to an Ethernet network is down.
PoE 10/100/1000Base-T Ports
LNK/ACT (Left) Green On The link fo a 1000 Mbps Ethernet network is up.
1-24 (XGS1930- Blinking The Switch is fransmitting/receiving to/from a 1000 Mbps Ethernet network.
28HP) Amber On The link to a 10 Mbps or a 100 Mbps Ethernet network is up.
1-48 (XGS1930- Blinking The Switch is fransmitting/receiving to/from a 10 Mbps or a 100 Mbps Ethernet
52HP) network.
Off The link to an Ethernet network is down.
PoE (Right) Green On Power supplied to all POE Ethernet ports meets the IEEE 802.3at standard.
1-24 (XGS1930- Amber On Power supplied to all POE Ethernet ports meets the IEEE 802.3af standard.
28HP) Off There is no power supplied.
1-48 (XGS1930-
52HP)

1G/10G SFP+ Slots
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Table 4 LED Descriptions (continued)

LED COLOR STATUS DESCRIPTION
LNK/ACT Green On The port has a successful 1000 Mbps connection.
25-28 (XGS1930- Blinking The port is transmitting or receiving data at 1000 Mbps.
ggHﬁ;)XGS] 230- Blue On The port has a successful 10 Gbps connection.

Blinking The port is fransmitting or receiving data at 10 Gbps.
gz_gzx(ég%;é o- Off This link is disconnected.
52HP)
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CHAPTER 4
The Web Configurator

4.1 Overview

This section infroduces the configuration and functions of the web configurator.

The web configurator is an HTML-based management interface that allows easy Switch setup and management via
Internet browser. Use Internet Explorer 9.0 and later versions, Mozilla Firefox 21 and later versions, Safari 6.0 and later
versions or Google Chrome 26.0 and later versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the web configurator you need to allow:

* Web browser pop-up windows from your device. Web pop-up blocking is enabled by default in Windows XP SP
(Service Pack) 2.
e JavaScript (enabled by default).

e Java permissions (enabled by default).

Note: The screens are based on the Switch in standalone mode.

4.2 System Login

1 Start your web browser.
2 The Switch is a DHCP client by default. Type “http://DHCP-assigned IP” in the Location or Address field.
Press [ENTER].

If the Switch is not connected to a DHCP server, type “http://” and the static IP address of the Switch (for example,
the default management IP address is 192.168.1.1 through an in-band port) in the Location or Address field. Press
[ENTER]. Your computer must be in the same subnet in order to access this website address.

Also, you can use the ZON Utility to check your Switch's IP address.

3 The login screen appears. The default username is admin and associated default password is 1234.
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Figure 22 Web Configurator: Login

ZYXEL
Nebula Control Center XGS1930
Register your Switch and enjoy the power of Enter User Name/Password and click to login.
cloud controller, manage  vyour Switch

anywhere, anytime from any device, and 1t
is free.

2
&

Visit Login

4 Click Login to view the first web configurator screen.
Click the Visit button to open the Zyxel Nebula Control Center (NCC) login page in a new tab or
window. The NCC is a cloud-based network management system that allows you to remotely manage
and monitor the Switch in Nebula cloud management mode (see Section 1.1.1 on page 18).

5 After you log into the web configurator, you will see the following screen encouraging you to use NCC.
The screen has a QR code containing the Switch'’s serial number and MAC address for handy NCC
registration of the Switch using the Nebula Mobile app. First, download the app from the Google Play
store for Android devices or the App Store for iOS devices and create an organization and site at NCC.

Figure 23 Web Configurator: Message

ZYXEL

Message Center Information:

Mebula Cloud Confroller is just few steps away! Use "Nebula Mobkile” app from App store or
Google play store. Scan this QR code fo register the Switch and you can start fo enjoy the
power of Cloud Management.

L1H]
0
0

Do not show above message after close the window.

You may also access this screen at Basic Setting > Cloud Management > Nebula Switch Registration.
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6 The Wizard screen will appear after logging info the Switch. You can use the Wizard screen to configure
the Switch’s IP, login password, SNMP community, link aggregation, and so on. See Section 4.3 on page
41 for more information on the Wizard screen. When you finish configuring the setfings, you can click the
Apply button to make the settings take effect. Check the screens to see if the settings are applied, and
click the Save button in the top to save your configuration into the Switch’s nonvolatile memory. You
can also just click the Apply & Save button to make the settings takes effect, and save your
configuration into the Switch’s nonvolatile memory at once.

Note: Once you click the Apply or Apply & Save button, the settings configured in the Wizard screen will
overwrite the existing seftings.

Otherwise, click the Exit button. You can select the Ignore this wizard next time check box and click Apply if you
don’'t want the Wizard screen to appear the next fime you log in. If you want to open the Wizard screen later, click
the Wizard icon in the upper right hand corner of the web configurator.

Figure 24 Web Configurator: Wizard

Setup Wizard

® Wizard will overwrite the existing configuration.
® |t is recommended to change password and SNMP community siring fo avoid potential security breach.
® Wizard can be terminated at any fime.

VLAN

Ignore this wizard next time

7 If you didn't change the default administrator password and/or SNMP community values, a warning
screen displays each time you log into the web configurator. Click Password / SNMP to open a screen
where you can change the administrator and SNMP passwords simultaneously. Otherwise, click Ignore
fo close it.

Figure 25 Web Configurator: Warning
Warning:

1. As a security precaution, it is highly recommended that you should change the admin password.

2. The SNMP community is used for SNMP management and is set to public by default. To avoid security breach,

please change the community string to a value other than default setfing.

Configure Password / SNMP  setting
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Figure 26 Web Configurator: Password

| ___JPassword |

Adminstrator

Old Password
New Password

Retype to confirm

-m

General Setting

Version v2c v
Get Community public
Set Community public
Trap Community public

Change the default administrator and/or SNMP passwords, and then click Apply to save your changes.

Table 5 Web Configurator: Password/SNMP

LABEL DESCRIPTION

Administrator

This is the default administrator account with the “admin” user name. You cannot change the default administrator
user name. Only the administrator has read/write access.

Old Password Type the existing system password (1234 is the default password when shipped).

New Password Enter your new system password.

Retype to confirm | Retype your new system password for confirmation

General Setting

Use this section to specify the SNMP version and community (password) values.

Version Select the SNMP version for the Switch. The SNMP version on the Switch must match the version
on the SNMP manager. Choose SNMP version 2¢ (v2c), SNMP version 3 (v3) or both (v3v2c).

Note: SNMP version 2c is backwards compatible with SNMP version 1.

Get Community Enter the Get Community string, which is the password for the incoming Get- and GetNext-
requests from the management station.

The Get Community string is only used by SNMP managers using SNMP version 2c¢ or lower.

Set Community Enter the Set Community string, which is the password for the incoming Set- requests from the
management station.

The Set Community string is only used by SNMP managers using SNMP version 2c or lower.

Trap Community Enter the Trap Community string, which is the password sent with each trap to the SNMP
manager.

The Trap Community string is only used by SNMP managers using SNMP version 2c or lower.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is furned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.
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4.3 Wizard

Wizard displays Basic, Protection, VLAN, and QoS.

Basic

In Basic, you can set up IP/DNS, set up your password, SNMP community, link aggregation, and view finished results.
In order to set up your IP/DNS, please do the following. Click Wizard > Basic > Step 1 IP to access this screen.

Figure 27 Wizard > Basic > Step 1 IP

3 Llink Agagregation 4  Summary

Setup IP
Host Name: XG51930
IP Interface: O stalic IP Address DHCP Client
IP Address: 192.168.1.1] |
IP Subnet Mask: 255255.255.0
Ciefault Gataway: 0.0.00
DNS Server: 0.0.0.0

Each field is described in the following table.

Table 6 Wizard > Basic > Step 1 1P

LABEL DESCRIPTION
Host Name This field displays a host name.
IP Interface Select DHCP Client if the Switch is connected to a router with the DHCP server enabled. You

then need to check the router for the IP address assigned to the Switch in order to access
the Switch’s web configurator again.

Select Static IP Address when the Switch is NOT connected to a router or you want to assign
it a fixed IP address.

VID This field displays the VLAN ID.

IP Address The Switch needs an IP address for it fo be managed over the network.

IP Subnet Mask The subnet mask specifies the network number portion of an IP address.

Default Gateway Type the IP address of the default outgoing gateway in dotted decimal notation, for

example 192.168.1.254.

DNS Server DNS (Domain Name System) is for mapping a domain name to its corresponding IP address
and vice versa. Enter a domain name server IP address in order to be able to use a domain
name instead of an IP address.
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Table 6 Wizard > Basic > Step 1 IP

LABEL DESCRIPTION
Next Click Next to show the next screen.
Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Password screen appears.

Figure 28 Wizard > Basic > Step 2 Password

Currant password:

Mevw prossword:

Conflrm possword:

Administrator’s Password

2 Password 3 link Agaregation 4  Summary
STEP
Change administrator's password and SNMP
It Is recommended to change password and SNMFP community siring to avoid potenfial security breach.

SNMFP
SNIP: O tnatbied Disabled
Version v2c i
Get Communih public
Set Community public
Trap Community public

Each field is described in the following table.

Table 7 Wizard > Basic > Step 2 Password

LABEL

DESCRIPTION

Administrator's Passwo

rd

Current password

Type the existing system password (1234 is the default password when shipped).

New password

Enter your new system password.

Confirm password

Retype your new system password for confirmation

SNMP

SNMP Select Enabled to let the Switch act as an SNMP agent, which allows a manager station to
manage and monitor the Switch through the network. Select Disabled fo turn this feature
off.

Version Select the SNMP version for the Switch. The SNMP version on the Switch must match the

version on the SNMP manager. Choose SNMP version 2c (v2c), SNMP version 3 (v3) or both
(v3v2c).

Note: SNMP version 2c is backwards compatible with SNMP version 1.

Get Community

Enter the Get Community string, which is the password for the incoming Get- and
GetNextrequests from the management station.

The Get Community string is only used by SNMP managers using SNMP version 2c or lower.

XGS1930 Series User's Guide
42




Chapter 4 The Web Configurator

Table 7 Wizard > Basic > Step 2 Password

LABEL DESCRIPTION

Set Community Enter the Set Community string, which is the password for the incoming Set- requests from
the management station.

The Set Community string is only used by SNMP managers using SNMP version 2c or lower.

Trap Community Enter the Trap Community string, which is the password sent with each frap to the SNMP
manager.

The Trap Community string is only used by SNMP managers using SNMP version 2c or lower.

Previous Click Previous to show the previous screen.
Next Click Next to show the next screen.
Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Link Aggregation screen appears.

Figure 29 Wizard > Basic > Step 3 Link Aggregation

2 Password 3 link Aggregation 4  Summary
STEP
Link Aggregation
0 | 2 J = | 1 | 15 |
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n -
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portl? port2) pord2] pord?? pod?3 port2d
poit2s portdé porddl porls
Unssiected il 5=
ovon | s | coea

Each field is described in the following table.

Table 8 Wizard > Basic > Step 3 Link Aggregation

LABEL DESCRIPTION
Link Aggregation
T1-T5 Click the arrows to add or delete icons located on the left to desired preference.

Select Static if the ports are configured as static members of a frunk group.

Select LACP if the ports are configured to join a trunk group via LACP.

Previous Click Previous to show the previous screen.
Next Click Next to show the next screen.
Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Summary screen appears.

XGS1930 Series User's Guide
43



Chapter 4 The Web Configurator

Figure 30 Wizard > Basic > Step 4 Summary

3 LlinkAggregation 4 Summary

DMS Sarver:

Link Aggregation

STEP
Summary
Setup IP Change administrator's password and acfivate SNMP
XGS1930 New password:
I Static 1P Adedress AP: Enabled
viD: 1 Varsion: V2
IF Address: Gel Community: public
IP Subnaet Mask: 255.255.255.0 Set Community: publlic
0.0.0.0 rap Communily: public

meion | ron | o

Each field is described in the following table.

Table 9 Wizard > Ba

sic > Step 4 Summary

LABEL DESCRIPTION

Setup IP

Host Name This field displays a host name.

IP Interface This field displays whether the WAN interface is using a DHCP IP address or a static IP
address.

VID This field displays the VLAN ID.

IP Address The Switch needs an IP address for it to be managed over the network.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address.

Default Gateway

Type the IP address of the default outgoing gateway in dotted decimal notation, for
example 192.168.1.254.

DNS Server

DNS (Domain Name System) is for mapping a domain name to its corresponding IP address
and vice versa. Enter a domain name server IP address in order to be able to use a domain
name instead of an IP address.

Change administrator’

s password and activate SNMP

New Password

This field displays asterisks when a new password has been created.

SNMP

This field displays whether the Switch acts as an SNMP agent.

Version

This field displays the SNMP version for the Switch.

Get Community

This field displays the Get Community string.

Set Community

This field displays the Set Community string.

Trap Community

This field displays the Trap Community string.

Link Aggregation

Group This field displays the group number.

Type This field displays Static or LACP of this group.
Member This field displays the members of this group.
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LABEL DESCRIPTION

Previous Click Previous to show the previous screen.

Finish Review the information and click Finish to create the task.

Cancel Click Cancel to exit this screen without saving.
Protection

In Protection, you can set up loop guard and broadcast storm confrol.

In order to set up loop guard, please do the following. Click Wizard > Protection > Step 1 Loop Guard to access this
screen.

Figure 31 Wizard > Protection > Step 1 Loop Guard

1 Loop Guard 2  Broadcast Storm Control 3 Summary
STEP
Loop Guard
Select all ports
2 4 & 8 10 2 14 14 18 20 2 24 26 28
3 5 o 11 13 15 19 21 23

N =

Each field is described in the following table.

Table 10 Wizard > Protection > Step 1 Loop Guard
LABEL DESCRIPTION

Loop Guard

Select all ports Select all ports to enable the loop guard feature on all ports.

You can select a port by clicking it.

Next Click Next to show the next screen.

Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Broadcast Storm Control screen appears.
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Figure 32 Wizard > Protection > Step 2 Broadcast Storm Control
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Each field is described in the following table.

Table 11 Wizard > Protection > Step 2 Broadcast Storm Control

LABEL

DESCRIPTION

Broadcast Storm Control

Select all ports

Select all ports to apply settings on all ports.

You can select a port by clicking it.

Broadcast pkt/s Specify how many broadcast packets the port receives per second.
Previous Click Previous to show the previous screen.

Next Click Next to show the next screen.

Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Summary screen appears.
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Figure 33 Wizard > Protection > Step 3 Summary

Loop Guard 2  Broadcast Storm Conftrol 3 Summary
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Each field is described in the following table.

Table 12 Wizard > Protection > Step 3 Summary

LABEL DESCRIPTION
Summary
Loop Guard If the loop guard feature is enabled on a port, the Switch will prevent loops on this port.
Broadcast Storm If the broadcast storm conftrol feature is enabled on a port, the number of broadcast
Control packets the Switch receives per second will be limited on this port.
Previous Click Previous to show the previous screen.
Finish Review the information and click Finish to create the task.
Cancel Click Cancel to exit this screen without saving.
VLAN

In VLAN, you can create VLAN, and tag VLAN settings.

Click Wizard > VLAN > VLAN Setting to access this screen.
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Figure 34 Wizard > VLAN > VLAN Setting

VLAN

VLAN Setting

Default VLAN 1 / Access Untagged port YLAN member port Untagged Taog

Trunk Tagged port Urseloctod [l Seleciod

[ e [

Each field is described in the following table.

Table 13 Wizard > VLAN > VLAN Setting
LABEL DESCRIPTION
VLAN Setting

Default VLAN 1/ Select ports and use the right arrow fo add them as the untagged ports to a VLAN group.
Access Untagged
port
VLAN member port
VLAN Type a number between 2 and 4094 to create a VLAN ID.

Type the VLAN ID that you want to edit.

Trunk Tagged port Select ports and use the downward arrow fo add them as the tagged ports to the VLAN
group(s) you created.

Finish Review the information and click Finish to create the task.
Cancel Click Cancel to exit this screen without saving.
QoS

In QoS, you can create QoS seftings.

In order to create QoS settings, please do the following. Click Wizard > QoS > QoS Setting to access this screen.
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Figure 35 Wizard > QoS > QoS Setting

Sedect all ports

QoS Setting

Select ports first then apply QoS priority

Each field is described in the following table.

Table 14 Wizard > QoS > QoS Setting

LABEL

DESCRIPTION

QoS Setting

Select all ports

Select all ports to apply settings on all ports.

You can select a port by clicking it.

High Select ports and click the High button, so they will have high priority.

Medium Select ports and click the Medium button and, so they will have medium priority.
Low Select ports and click the Low button, so they will have low priority.

Finish Review the information and click Finish to create the task.

Cancel Click Cancel to exit this screen without saving.

4.4 The Status Screen

The Status screen is the first screen that displays when you access the web configurator.

The screens may very slightly for different models.

The following figure shows the navigating components of a web configurator screen.
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Figure 36 Web Configurator Home Screen for POE model(s) (Status)

ZYXEL xcs1930

Menu

Basic Seffing
Advanced Applicafion

Device Type

1P Application XG51930-52HP Systern Mame XG51930

Boot Version VI.00 | 12/21/2017 System Location
Management Firmwars Version V450[ABHV.2Ib4 | 07/26/2018  Systern Time 01/01/2014 05:54:16

Serial Number 5201807010300 System Up Time 000 days, 05 hours,54 mins, 21 secs

System Info MAC Address 20:18:07-01-02:00 Login Timeout{mins) 3

Ge_ﬂeml El Hybrid Mode Standalone GR Code Cloud Confrol Status Unregisiered

Sach S PoE Usage 0.0/3750 W [0%)

ol Deiai

Port Setup —

PoE Setup

Interface Selup ? eSS N

1Pvé IPV4 Address 10.214.50.32

DNS Subnet Mask 235.255.255.0

Cloud Management Default Gateway 10.214.80.1 IP Setup
IPVé Global Unicast Address
IPV& _L'wrm_—_._o;:::ll Aqd_fess IPvé corf_ig_.Jrq Tior
5TP Dizable Setting SNMP Status 1) Enable Setting
Port Mirroring Dizable Setting 802.1X Status Disable Setting
Storm Coniral Disable Setting DHCP Relay Disable Setting
IGMP Snooping Dizable Setting
Port Status PoE Status Link Aggregation Status MAC Table
Routing Table IP Table Diagnostic System Log
Eemote Access Control Tech-support VLAN Setup Senvice Access Conirol

A - Click the menu items to open submenu links, and then click on a submenu link fo open the screen in the main
window.

B. C. D, E, F, G, H - These are quick links which allow you to perform certain tasks no matter which screen you are
currently working in.

B - Click this link to update the information in the screen you are viewing currently.

C - Click this link to save your configuration into the Switch’s nonvolatile memory. Nonvolatile memory is the
configuration of your Switch that stays the same even if the Switch's power is turned off.

D - Click this link to go fo the status page of the Switch.

E - Click this icon to open the Wizard screen where you can configure the Switch's IP, login password, SNMP
community, link aggregation, and so on.

F - Click this link to log out of the web configurator.
G - Click this link to display web help pages. The help pages provide descriptions for all of the screens.
H - Click this link to go to the NCC (Nebula Control Center) portal website.

I - Click this link to go to the ZON Neighbor Management screen where you can see and manage neighbor devices
learned by the Switch.

In the navigation panel, click a main link fo reveal a list of submenu links.
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Table 15 Navigation Panel Sub-links Overview

BASIC SETTING

ADVANCED APPLICATION

IP APPLICATION

MANAGEMENT

Menu

Basic Setting

Advanced Application

IP Application

Management

System Info
General Sefup
Switch Setup

IP Setup

Port Setup

PoE Setup

Interface Sefup

IPvé

DNS

Cloud Management

Menu

Basic Sefting
Advanced Application
IP Application

Management

VLAN
Static MAC Forwarding
Static Mulficast Forwarding

Menu

Basic Setting
Advanced Application
IP Application

Management

Static Routing
DHCP
ARP Setup

Menu

Basic Sefting

Advanced Application

IP Application

Management

Maintenance
Access Confrol
Diagnostic

Filtering

Spanning Tree Protocol
Bandwidth Control
Broadcast Storm Conirol
Mimoring

Link Aggregation

Port Authentication

Port Security

Time Range

Classifier

Policy Rule

Queving Method
Multicast

AAA

Loop Guard

Layer 2 Protocol Tunneling
PPPoE

Errdisable

Green Ethemnet

LLDP

System Log

Syslog Setup
Cluster Management
MAC Table

IP Table

ARP Table

Routing Table

Path MTU Table
Configure Clone
IPvé Neighbor Table
Port Status

The following table describes the links in the navigation panel.

Table 16 Navigation Panel Links

LINK

DESCRIPTION

Basic Settings

System Info

This link takes you to a screen that displays general system information.

General Setup

This link takes you to a screen where you can configure general identification information
about the Switch.

Switch Setup

This link takes you to a screen where you can set up global Switch parameters such as VLAN
type, GARP and priority queues.

IP Setup This link takes you to a screen where you can configure the IP address and subnet mask
(necessary for Switch management) and set up to 32 IP routing domains.

Port Setup This link takes you to a screen where you can configure settings for individual Switch ports.

PoE Setup For POE model(s).

This link takes you to a screen where you can set priorities, POE power-up settings and schedule
so that the Switch is able to reserve and allocate power to certain PDs.

Interface Setup

This link takes you to a screen where you can configure settings for individual interface type
and ID.

IPvé This link takes you to a screen where you can view IPvé status and configure IPvé settings.

DNS This link takes you fo a screen where you can configure DNS (domain name server) [P
addresses.

Cloud This screen displays a link to a screen where you can enable or disable the Nebula Center

Management Control Discovery feature. If it's enabled, you can have the Switch search for the NCC (Nebula

Control Center). Another link takes you to a Nebula Switch Registration screen which has a QR

code containing the Switch's serial number and MAC address for handy registration of the
Switch at NCC.
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Table 16 Navigation Panel Links (continued)

LINK

DESCRIPTION

Advanced Application

VLAN This link fakes you fo screens where you can configure port-based or 802.1Q VLAN (depending
on what you configured in the Switch Setup menu). You can also configure a protocol based
VLAN or a subnet based VLAN in these screens.

Static MAC This link takes you to a screen where you can configure static MAC addresses for a port. These

Forwarding static MAC addresses do not age out.

Static Multicast This link takes you to a screen where you can configure static multicast MAC addresses for

Forwarding port(s). These static multicast MAC addresses do not age out.

Filtering This link fakes you fo a screen to set up filtering rules.

Spanning Tree

This link takes you to screens where you can configure the RSTP/MRSTP/MSTP to prevent

Protocol network loops.
Bandwidth This link takes you to a screen where you can configure bandwidth limits on the Switch.
Control

Broadcast Storm
Control

This link takes you to a screen to set up broadcast filters.

Mirroring This link takes you to screens where you can copy traffic from one port or ports to another port
in order that you can examine the fraffic from the first port without interference.

Link Aggregation | This link takes you to screens where you can logically aggregate physical links fo form one
logical, higher-bandwidth link.

Port This link takes you to a screen where you can configure [EEE 802.1x port authentication for

Authentication

clients communicating via the Switch.

Port Security

This link fakes you to screens where you can activate MAC address learning and set the
maximum number of MAC addresses to learn on a port.

Time Range This link takes you to a screen where you can define different schedules.

Classifier This link takes you to screens where you can configure the Switch to group packets based on
the specified criteria.

Policy Rule This link takes you to a screen where you can configure the Switch to perform special freatment

on the grouped packets.

Queuing Method

This link fakes you to a screen where you can configure queuing with associated queue
weights for each port.

Multicast This link takes you fo screens where you can configure various multicast features, IGMP
snooping, MLD snooping-proxy and create mulficast VLANs.

AAA This link takes you to a screen where you can configure authentication, authorization and
accounting services via external servers. The external servers can be either RADIUS (Remote
Authentication Dial-In User Service).

Loop Guard This link takes you to a screen where you can configure protection against network loops that

occur on the edge of your network.

Layer 2 Protocol

This link takes you to a screen where you can configure L2PT (Layer 2 Protocol Tunneling)

Tunneling settings on the Switch.

PPPoOE This link takes you fo screens where you can configure intermediate agent setftings in port,
VLAN, and PPPoE.

Errdisable This link takes you to screens where you can view errdisable status and configure errdisable

settings in CPU protection, errdisable detect, and errdisable recovery.

Green Ethernet

This link takes you to a screen where you can configure green Ethernet settings in EEE, auto
power down, and short reach for each port.

LLDP

This link takes you to screens where you can configure LLDP settings.

IP Application

Static Routing

This link takes you to a screen where you can configure IPv4 static routes. A static route defines
how the Switch should forward traffic by configuring the TCP/IP parameters manually.
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Table 16 Navigation Panel Links (continued)

LINK DESCRIPTION

DHCP This link takes you to screens where you can configure the DHCP settings.

ARP Setup This link takes you fo screens where you can configure the ARP learning settings for each port.
Management

Maintenance

This link fakes you to screens where you can perform firmware and configuration file
maintenance as well as reboot the system.

Access Control

This link fakes you to screens where you can change the system login password and configure
SNMP and remote management.

Diagnostic This link takes you to a screen where you can ping IP addresses, run fraceroute, test port(s) and
show the Switch's location.

System Log This link takes you to a screen where you can view system logs.

Syslog Setup This link takes you fo a screen where you can setup system logs and a system log server.

Cluster This link takes you to screens where you can configure clustering management and view its

Management status.

MAC Table This link takes you to a screen where you can view the MAC addresses (and types) of devices
attached to what ports and VLAN IDs.

IP Table This link takes you to a screen where you can view the IP addresses and VLAN ID of a device
attached to a port.You can also view what kind of device it is.

ARP Table This link takes you to a screen where you can view the MAC addresses — IP address resolution

table.

Routing Table

This link fakes you to a screen where you can view the routing table.

Path MTU Table

This link takes you to a screen where you can view the path MTU aging time, index, destination
address, MTU, and expire settings.

Configure Clone

This link fakes you to a screen where you can copy afttributes of one port to other ports.

IPvé Neighbor
Table

This link takes you to a screen where you can view the IPvé neighbor table which includes
index, interface, neighbor address, MAC address, status and type.

Port Status

This link fakes you to a screen where you can view the port stafistics.

4.4.1 Change Your Password

After you log in for the first time, it is recommended you change the default administrator password. Click
Management > Access Control > Logins to display the next screen.
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Figure 37 Change Administrator Login Password

Access Control
Administrator

6:1 Password

New Password

@fpe to confirm

Flease record your new password whenever you change it. The system will leck you out if you have
forgotten your password.

Edit Logins
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4.5 Saving Your Configuration

When you are done modifying the settings in a screen, click Apply to save your changes back to the run-time
memory. Seftings in the run-tfime memory are lost when the Switch’s power is turned off.

Click the Save link in the upper right hand corner of the web configurator to save your configuration to nonvolatile
memory. Nonvolatile memory refers to the Switch’s storage that remains even if the Switch’s power is turned off.

Note: Use the Save link when you are done with a configuration session.

4.6 Switch Lockout

You could block yourself (and all others) from managing the Switch if you do one of the following:

1 Delete the management VLAN (default is VLAN 1).

2 Delete all port-based VLANs with the CPU port as a member. The “CPU port” is the management port of
the Switch.

3 Filter all fraffic to the CPU port.

4 Disable all ports.

5 Misconfigure the text configuration file.

6 Forget the password and/or IP address.

7 Prevent all services from accessing the Switch.

8 Change aservice port number but forget it.
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Note: Be careful not to lock yourself and others out of the Switch.

4.7 Resetting the Switch

If you lock yourself (and others) from the Switch or forget the administrator password, you will need to reload the
factory-default configuration file or reset the Switch back to the factory defaults.

4.7.1 The Restore Button

Press the RESTORE button for seven to ten seconds to have the Switch automatically reboot and restore the factory
default file. See Section 3.3 on page 33 for more information about the LED behavior.

4.7.2 Restore Custom Default

Press the RESTORE button for three to six seconds to have the Switch automatically reboot and restore the saved
custom default file. See Section 3.3 on page 33 for more information about the LED behavior.

4.7.3 Reboot the Switch

Press the RESET button to reboot the Switch without turning the power off. See Section 3.3 on page 33 for more
information about the LED behavior.

4.8 Logging Out of the Web Configurator

Click Logout in a screen to exit the web configurator. You have to log in with your password again after you log out.
This is recommended after you finish a management session for security reasons.

Figure 38 Web Configurator: Logout Screen

Thank you for using the Web Configurator.
Please close the browser before next login.
Goodbyel

4.9 Help

The web configurator’s online help has descriptions of individual screens and some supplementary information.

Click the Help link from a web configurator screen to view an online help description of that screen.
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CHAPTER 5
Initial Setup Example

5.1 Overview

This chapter shows how to set up the Switch for an example network.
The following lists the configuration steps for the initial setup:

* Creafe a VLAN
e Set port VLAN ID
* Configure the Switch IP management address

5.1.1 Creating a VLAN

VLANs confine broadcast frames to the VLAN group in which the port(s) belongs. You can do this with port-based
VLAN or tagged static VLAN with fixed port members.

In this example, you want to configure port 1 as a member of VLAN 2.

Figure 39 Initial Setup Network Example: VLAN

1 Click Advanced Application > VLAN > VLAN Configuration in the navigation panel and click the Static
VLAN Setup link.
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| [VLAN Configuration YLAN Status
(STUHC VLAN Sstup Click Hera)
VLAN Port Setup Click Here
Voice VLAN Setup Click Here
2 Inthe Static VLAN screen, select ACTIVE, enter a

descriptive name in the Name field, enter 2 in the
VLAN Group ID field for the VLAN2 network, and use
the default VLAN type, Normal, in the VLAN Type
field.

Note: The VLAN Group ID field in this screen and the VID

field in the IP Setup screen refer to the same VLAN ID.

3

Since the VLAN2 network is connected to port 1 on
the Switch, select Fixed to configure port 1 to be a
permanent member of the VLAN only.

To ensure that VLAN-unaware devices (such as
computers and hubs) can receive frames properly,
clear the TX Tagging check box to set the Switch to
remove VLAN tags before sending.

YLAN Cenfigurafion

Click Add to save the settings to the run-time memory. Setftings in the run-time memory are lost when the

Switch's power is furned off.

5.1.2 Setting Port VID

Use PVID to add a tag to incoming untagged frames received on that port so that the frames are forwarded to the
VLAN group that the tag defines.

In the example network, configure 2 as the port VID on port 1 so that any untagged frames received on that port get
sent fo VLAN 2.

Figure 40 Initial Setup Network Example: Port VID
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1 Click Advanced Applications > VLAN > VLAN | ViNPedseting ] VLAN Configuration
Configuration in the navigation panel. Then click Gvre
the VLAN Port Setup link.
2 Enter2in the PVID field for port 2 and click Apply to . al
save your changes back to the run-time memory. C ;1 JIJI = Y
Settings in the run-time memory are lost when the g ; o :
Switch's power is turned off. : ]' ::
i T
5.2 Configuring Switch ; ; .
Management IP Address - ] .
The default management IP address of the Switch is 192.168.1.1. ], =
You can configure another IP address in a different subnet for 1 Al
management purposes. The following figure shows an example. : &

Figure 41 Initial Setup Example: Management IP Address

192.168.1 % 192.168.2.1

1 Connect your computer to any Ethernet port on the Switch. Make sure your computer is in the same
subnet as the Switch.

2 Open your web browser and enter 192.168.1.1 (the default IP address) in the address bar to access the
web configurator. See Section 4.2 on page 37 for more information.
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Click Basic Setting > IP Setup > IP Configuration in
the navigation panel.

1P Steartys)

Configure the related fields in the IP Configuration
screen. IF Interface

IP Address

For the VLAN2 network, enter 192.168.2.1 as the IP
address and 255.255.255.0 as the subnet mask.

In the VID field, enter the ID of the VLAN group to
which you want this management IP address to
belong. This is the same as the VLAN ID you
configure in the Static VLAN screen.

Click Add to save your changes back to the run-
fime memory. Settings in the run-time memory are
lost when the Switch’s power is turned off.
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CHAPTER 6
DHCP Relay Tutorial

6.1 Overview

This chapter provides some examples of using the web configurator to set up and use the Switch. The tutorials
include:

e How to Use DHCPv4 Relay on the Switch

6.2 How to Use DHCPv4 Relay on the Switch

This tutorial describes how to configure your Switch to forward DHCP client requests to a specific DHCP server. The
DHCP server can then assign a specific IP address based on the information in the DHCP requests.

6.2.1 DHCP Relay Tutorial Introduction

In this example, you have configured your DHCP server (192.168.2.3) and want to have it assign a specific IP address
(say 172.16.1.18) to DHCP client A based on the system name, VLAN ID and port number in the DHCP request. Client
A connects to the Switch’s port 2 in VLAN 102.

Figure 42 Tutorial: DHCP Relay Scenario

DHCP Server Engoz— 102
192.168.2.3 &
A
172.16.1.18

6.2.2 Creating a VLAN

Follow the steps below to configure port 2 as a member of VLAN 102.

XGS1930 Series User's Guide
60



Chapter 6 DHCP Relay Tutorial

1 Access the web configurator through the Switch's management port.

2 Go to Basic Setting > Switch Setup and set the VLAN type to 802.1Q. Click Apply to save the settings to
the run-tfime memory.

Figure 43 Tutorial: Set VLAN Type to 802.1Q

| Switchsetup |
® 02,10
VLAN Type -
Port Based
MAC Address Leamning Aging Time 300 seconds
ARP Aging Time Aging Time 300 seconds
Join Timer 200 milliseconds
GARP Timer Leave Timer 4600 milliseconds
Leave All Timer 10000 | miliseconds
Priority Gueue Assignment Priority7 7w
Priorityé &
Priority5 5
Priority4 4
Priority3 3
Priority2 T
Priority] O
Priority0 2r
ropy

3 Click Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup.

4 Inthe Static VLAN screen, select ACTIVE, enter a descriptive name (VLAN 102 for example) in the Name
field and enter 102 in the VLAN Group ID field. Use the default VLAN type, Normal, in the VLAN Type field.

5 Select Fixed to configure port 2 to be a permanent member of this VLAN.
6 Clear the TX Tagging check box to set the Switch to remove VLAN tags before sending.

7 Click Add to save the settings to the run-time memory. Setftings in the run-time memory are lost when the
Switch's power is furned off.
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Figure 44 Tutorial: Create a Stafic VLAN
| stafic VLAN | VLAN Configuration

ACTIVE v
Name VLAN 102

VLAN Group ID 102

* Normal v ¥ Tx Tagging
1 * Normal Fixed Forbidden ¥ Tx Tagging
( 2 Naormal ® Fixed Forbidden Tx TogginQD

3 ® Normal Fixed Forbidden ¥ Tx Tagging
4 ® Normal Fixed Forbidden ¥ Tx Tagging
5 * Normal Fixed Forbidden ¥ Tx Tagging
6 ® MNormal Fixed Forbidden ¥ Tx Tagging
7 ® Normal Fixed Forbidden ¥ Tx Tagging
8 ® Normal Fixed Forbidden ¥ Tx Tagging
? * Normal Fixed Forbidden ¥ Tx Tagging
10 ® Normal Fixed Forbidden ¥ Tx Tagging
11 ® Normal Fixed Forbidden ¥ Tx Tagging
12 * Normal Fixed Forbidden ¥ Tx Tagging
L al o

d dden % Tagging
49 ® Normal Fixed Forbidden ¥ Tx Tagging
50 ® Normal Fixed Forbidden ¥ Tx Tagging
51 * Normal Fixed Forbidden ¥ Tx Tagging
52 ® Normal Fixed Forbidden ¥ Tx Tagging

Add ) Cancel

8 Click the VLAN Configuration link in the Static VLAN Setup screen and then the VLAN Port Setup link in the
VLAN Configuration screen.

Figure 45 Tutorial: Click the VLAN Port Setting Link

| [VLAN Configuration VLAN Status

Static VLAN Setup Click Here
( vian Port setup ClickHere )
Voice VLAN Setup Click Here

9 Enter 102 in the PVID field for port 2 to add a tag to incoming untagged frames received on that port so
that the frames are forwarded to the VLAN group that the tag defines.

10 Click Apply to save your changes back to the run-time memory.
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Figure 46 Tutorial: Add Tag for Frames Received on Port 2

| [ VLANPori Setting

GVRP

=

VLAN Cenfiguration

ﬁ

~ o w e wE K

‘ Apply l Cancel

11 Click the Save link in the upper right corner of the web configurator fo save your configuration

permanently.

6.2.3 Configuring DHCPv4 Relay

Follow the steps below to enable DHCP relay on the Switch and allow the Switch to add relay agent information

(such as the VLAN ID) to DHCP requests.

1 Click IP Application > DHCP > DHCPv4 and then the Global link to open the DHCP Relay screen.

2 Select the Active check box.

3 Enfer the DHCP server's IP address (192.168.2.3 in this example) in the Remote DHCP Server 1 field.

4  Select defaultl or default2 in the Option 82 Profile field.

al

Click Apply fo save your changes back to the run-time memory.

XGS1930 Series User's Guide

63



Chapter 6 DHCP Relay Tutorial

Figure 47 Tutorial: Set DHCP Server and Relay Information

[ |DHCP Relay Status Port

Active v

Remote DHCP Server 1 192.168.2.3

Remote DHCP Server 2 0.0.0.0
0.0.00

Remote DHCP Server 3

Option 82 Profile
roty

Click the Save link in the upper right corner of the web configurator to save your configuratfion

6
permanently.

7 The DHCP server can then assign a specific IP address based on the DHCP request.

6.2.4 Troubleshooting

Check the client A's IP address. If it did not receive the IP address 172.16.1.18, make sure:

1 Client Ais connected to the Switch's port 2 in VLAN 102.

You configured the correct VLAN ID, port number and system name for DHCP relay on both the DHCP
server and the Switch.

3 You clicked the Save link on the Switch to have your settings take effect.
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CHAPTER 7
Status and ZON

7.1 Overview

This chapter describes the screens for System Status, ZON Utility, ZON Neighbor Management, Port Status, and Port
Details.

7.1.1 What You Can Do

» Use the Status screen (Section 7.2 on page 65) to see the Switch's general device information, system status, and
IP addresses. You can also display other status screens for more information.
¢ Use the ZON Utility screen (Section 7.3 on page 67) to deploy and manage network devices.

* Use the Neighbor screen (Section 7.4 on page 72) to view and manage Switch'’s neighbor devices.

7.2 Status

The Status screen displays when you log into the Switch or click Status at the top right corner of the web configurator.
The Status screen displays general device information, system status, and its IP addresses.

XGS1930 Series User's Guide
65



Chapter 7 Status and ZON

Figure 48 Status (for POE model(s))

Device Type
Boot Wersion
Firmware Version
Senal Mumkber
MAC Address
Hybrid Mode
PoE Usoge

Detai

IPV4 Address
Subnet Mask

Default Gateway

IPVé Global Unicast Address

ocal Address IPvé configuration
STR Dizakle SMMP Stotus 1) Enable Sefting
Port Mirroring Disable 021X Status Disable Setting
Storm Control Disobls DHCP Relay Dizable Setting
IGMP Snooping Disobls
Port Stotus PoE Status Link Aggregotion Status MAC Toble
Routing Table IP Table Diognostic System Log
Remote Access Control Tech-support VLAM Setup Service Access Control

Neighbor
XG51930-52HP System Mame XG51530
System Location
System Time
System Up Time 000 days.00 hours, 27 mins 20 secs
Login Timeout{mins) 2
Cloud Confrol Status Unregistered

P
5
=
=
o
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The following table describes the labels in this screen.

Table 17 Status

LABEL

DESCRIPTION

Device Information

Device Type

This field displays the model name of this Switch.

System Name

This field displays the name used to identify the Switch on any network.

Boof Version

This field displays the version number and date of the boot module that is currently on the
Switch.

System Location

This field displays the geographic location of your Switch. You can change the setting in the
Basic Setting > General Setup screen.

Firmware This field displays the version number and date of the firmware the Switch is currently running.
Version
System Time This field displays the current date and fime in the UAG. The format is mm-dd-yyyy hh:mm:ss.

Serial Number

This field displays the serial number of this Switch. The serial number is used for device tracking
and control.

System Up Time

This field displays how long the Switch has been running since it last restarted or was turned on.

MAC Address

This field displays the MAC addresses of the Switch.

Login Timeout

This field displays how many minutes a management session can be left idle before the session
fimes out. After it fimes out you have to log in with your password again.

PoE Usage

This field displays the amount of power the Switch is currently supplying to the connected PoE-
enabled devices.
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Table 17 Status (continued)

LABEL

DESCRIPTION

Hybrid Mode

This field displays whether the Switch is in standalone mode or cloud mode. In standalone mode
you can see a link fo a QR code to register the Switch fo use NCC (Nebula Control Center).

Cloud Control
Status

This field displays the registration and connection status between the Switch and the NCC
(Nebula Control Center). See Section 3.3 on page 40 for more information on the Cloud LED.

In standalone mode, the status will display Disconnected or Unregistered. In cloud mode the
status will display Connected or Disconnected.

Connected - The Switch is registered with and connected o the NCC.
Disconnected - The Switch is not connected to the NCC.

Unregistered - The Switch is nof registered with the NCC.

Detail

Click this link to go fo the Basic Setting > System Info screen to check other detailed information,
such as system resource usage and the Switch temperature, fan speeds or voltage.

IP Address Information

IPv4 Address

This field displays the Switch's current IPv4 address.

Subnet Mask

This field displays the Switch's subnet mask.

Default This field displays the IP address of the Switch's default gateway.
Gateway

IP Setup Click the link to go to the Basic Setting > IP Setup screen.

IPVé Global This field displays the Switch’s IPvé global unicast address
Unicast Address

IPVé Link-Local This field displays the Switch's IPvé link-local address.

Address

IPvé Click the link to go to the Basic Setting > IPv6 screen.
configuration

Device Status

This section shows whether a feature is enabled or not on the Switch. You can click a feature’s

and Quick Setting link to go to the configuration screen for the feature.
Configuration . . . .

Hover your cursor over a red exclamation mark to display information about the feature.
Quick Links This section provides the shortcut link to a specific configuration screen.

7.3 Zyxel One Network (ZON) Utility

ZON Ufility is a program designed to help you deploy and manage a network more efficiently. It detects devices
automatically and allows you to do basic settings on devices in the network without having to be near it.

The ZON Utility issues requests via Zyxel Discovery Protocol (ZDP) and in response to the query, the device responds
back with basic information including IP address, firmware version, location, system and model name in the same
broadcast domain. The information is then displayed in the ZON Utility screen and you can perform tasks like basic
configuration of the devices and batch firmware upgrade in it. You can download the ZON Utility at www.zyxel.com

and install it on a PC (Windows operation system).

7.3.1 Requirements

Before installing the ZON Utility on your PC, please make sure it meets the requirements listed below.
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Operating System
At the fime of writing, the ZON Utility is compatible with:

* Windows 7 (both 32-bit / 64-bit versions)
¢ Windows 8 (both 32-bit / 64-bit versions)
* Windows 8.1 (both 32-bit / 64-bit versions)
* Window 10 (both 32-bit / é4-bit versions)

Note: To check for your Windows operating system version, right-click on My Computer > Properties. You
should see this information in the General tab.

Hardware
Here are the minimum hardware requirements to use the ZON Utility on your PC.

e Core i3 processor

e 2GB RAM

* 100MB free hard disk

* WXGA (Wide XGA 1280x800)

7.3.2 Run the ZON Utility

1 Double-click the ZON Utility to run it.

2 The first time you run the ZON Utility, you will see if your Switch and firmware version support the ZON
Utility. Click the OK button to close this screen.
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Figure 49 Supported Devices and Versions

ZYXEL

Please refer to the table to ensure your device firmware is supporting the ZOM utility.

Product Series and Model Firmware Detail

From V4.20

* WACB502D-E: AASD.0
* WACB502D-5: AASE.D
) * WACB503D-5: AASF.0
WACB500 series * WACE553D-E: AASG.0
From V5.10

+ WACE552D-5: ABIO.O
* V4. 20 zupportz on standsione mode
= 4. 21 and later zupport both mansged and standsione mode

From V5.10

WACG300 series
* WACE303D-S: ABGL.O

From V4.21
WACG100 series
* WACE103D-I: AAXH.1

FromV2.23

NWA3000-N series * NWAITB0-N: LJAS
| » MNWA3550-N: UJB.S
» MNWAISE0-N: UIC.E v

If you want to check the supported models and firmware versions later, you can click the Show information about
ZON icon in the upper right hand corner of the screen. Then select the Supported model and firmware version link. If
your device is not listed here, see the device release notes for ZON utility support. The release notes are in the
firmware zip file on the Zyxel web site.

Figure 50 ZON Utility Screen

Firmware Ver... | MAC Address IP Address | System Name Location Status

=R K53700-24 V4,30[AASS.0)... AQ-E4-CB-83-4... 192.168.1.1 12A_08

= KE3T00-24 V4.30(AAS5.0)... E4-18-6B-F7-A7... 192.148.1.1 11A_01 R101

i AGH3T00-48 V4.30(AAGE.1)... E4-18-6B-F7-BA... 192.163.1.1 12A3 &84 R102

== G D0-45 ASD(AAGE 1), FA-18-AB-F7-BA 192.148.1.1 11ANR A6 R101 AZ-AA

3 Select a network adapter to which your supported devices are connected.
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Figure 51 Network Adapter
[2 Initial Setup

Welcome to ZON utility.

This initial setup will help you to select a network adapter and
discover all devices in the fisrt time.

Please choose the interface for discovering devices on the
connected network and click 'Go' button to discover devices.

MNetwork Adapter

4  Click the Go button for the ZON Utility to discover all supported devices in your network.

Figure 52 Discovery
ﬂ Discovery

Discovery progress

5 The ZON Utility screen shows the devices discovered.

Figure 53 ZON Utility Screen

&

Firmware Ver... | MAC Address IP Address | Systermn Name Location Status

= KE3T00-24 V4.30[AAS5.0)... AC-E4-CB-83-4... 192.148.1.1 12A_06

EEE HS3700-24 V4.30(AASS.0)... E4-18-6B-F7-A7... 192.168.1.1 11A_01 R101

&= KGS3700-48 V4,30(AAGE.1)... E4-18-6B-F7-BA... 192.168.1.1 12A3_84 R102
& G D048 A 30IAACGE ). F4 18 ARF7-RA, 19214811 11AQ3 A4 B101 A2 A4

6 Select a device and then use the icons to perform actions. Some functions may not be available for
your devices.

Note: You must know the selected device admin password before taking actions on the device using the
ZON utility icons.
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Figure 54 Password Prompt

E Password Authentication

proceed.

Device :

Password

Please enter the administrator password to

XGS51930-52HF

The following table describes the icons numbered from left to right in the ZON Utility screen.

Table 18 ZON Utility Icons

ICON

DESCRIPTION

1 IP configuration

Change the selected device's IP address.

2 Renew IP Address

Update a DHCP-assigned dynamic IP address.

3 Reboot Device

Use this icon to restart the selected device(s). This may be useful when troubleshooting
or upgrading new firmware.

4 Reset Configuration to
Default

Use this icon to reload the factory-default configuration file. This means that you will
lose all previous configurations.

5 Locator LED

Use this icon fo locate the selected device by causing its Locator LED to blink.

é6 Web GUI

Use this to access the selected device web configurator from your browser. You will
need a username and password to log in.

7 Firmware Upgrade

Use this icon to upgrade new firmware to selected device(s) of the same model. Make
sure you have downloaded the firmware from the Zyxel website to your computer and
unzipped it in advance.

8 Change Password

Use this icon to change the admin password of the selected device. You must know
the current admin password before changing to a new one.

9 Configure NCC

You must have Internet access to use this feature. Use this icon to enable or disable

Discovery the Nebula Control Center (NCC) discovery feature on the selected device. Ifit's
enabled, the selected device will try to connect to the NCC. Once the selected
device is connected to and has registered in the NCC, it'll go info the Nebula cloud
management mode.

10 ZAC Use this icon to run the Zyxel AP Configurator of the selected AP.

11 Clear and Rescan

Use this icon to clear the list and discover all devices on the connected network
again.

12 Save Configuration

Use this icon to save configuration changes to permanent memory on a selected
device.

13 Settings

Use this icon to select a network adaptor for the computer on which the ZON utility is
installed, and the utility language.

The following table describes the fields in the ZON Ufility main screen.

Table 19 ZON Utility Fields

LABEL DESCRIPTION
Type This field displays an icon of the kind of device discovered.
Model This field displays the model name of the discovered device.

Firmware Version

This field displays the firmware version of the discovered device.
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Table 19 ZON Utility Fields

LABEL DESCRIPTION
MAC Address This field displays the MAC address of the discovered device.
IP Address This field displays the IP address of an internal interface on the discovered device that

first received an ZDP discovery request from the ZON ufility.

System Name

This field displays the system name of the discovered device.

Location

This field displays where the discovered device is.

Status

This field displays whether changes to the discovered device have been done
successfully. As the Switch does not support IP Configuration, Renew IP address and
Flash Locator LED, this field displays “Update failed”, “Not support Renew IP address”
and “Not support Flash Locator LED” respectively.

NCC Discovery

This field displays if the discovered device supports the Nebula Control Center (NCC)
discovery feature. If it's enabled, the selected device will fry to connect to the NCC.
Once the selected device is connected to and has registered in the NCC, it’ll go info
the Nebula cloud management mode.

Serial Number

Enter the admin password of the discovered device to display its serial number.

Hardware Version

This field displays the hardware version of the discovered device.

7.4 ZON Neighbor Management Screen

The ZON neighbor management screen allows you to view and manage the Switch's neighboring devices more
conveniently. It uses Layer Link Discovery Protocol (LLDP) to discover all neighbor devices connected to the Switch
including non-Zyxel devices. You can perform tasks on the neighboring devices like login, rebooft (turn the power off
and then back on again), and reset to factory defaulf settings in the Neighbor Management screen. For more

information on LLDP, see (Section 31.1 on page 233).
Click Status > Neighbor to see the following screen.

Figure 55 Status > Neighbor

The following table describes the fields in the above screen.

Table 20 Status > Neighbor

LABEL DESCRIPTION

Local

Port This shows the port of the Switch, on which the neighboring device is discovered.

Desc. This shows the port description of the Switch.

PoE Draw This shows the consumption that the neighboring device connected to this port draws
from the Switch. This allows you to plan and use within the power budget of the Switch.

Remote

Port This show the number of the neighbor device’s port which is connected to the Switch.

Desc. This shows the description of the neighbor device's port which is connected fo the
Switch.
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Table 20 Status > Neighbor

LABEL

DESCRIPTION

Model

This shows the model name of the neighbor device. This field will show “-" for non-Zyxel
devices.

System Name

This shows the system name of the neighbor device.

Location This shows the geographic location of the neighbor device.

Firmware This shows the firmware version of the neighbor device. This field will show “-" for non-Zyxel
devices.

IP This shows the IP address of the neighbor device. The IP address is a hyper link that you
can click to log into and manage the neighbor device through its web configurator. This
field will show “-" for non-Zyxel devices.

MAC This shows the MAC address of the neighbor device. This field will show “-" for non-Zyxel
devices.

PWR Cycle Click the Cycle button to turn OFF the power of the neighbor device and turn it back ON

again. A count down button (from 5 to 0) starts.
Nofte:

¢ The Switch must support power sourcing (PSE) or the network device is a powered
device (PD).

* If multiple neighbor devices use the same port, the Cycle button is displayed only on
the first device, others will show “-" instead.

Reset to Default

Click the Reset button to reset the neighbor device to its factory default settings. A
warning message “Are you sure you want to load factory default?” appears prompting
you to confirm the action. After confirming the action a count down button (from 5 to 0)
starts.

Note:

* The Switch must support power sourcing (PSE) or the network device is a powered
device (PD).

* If multiple neighbor devices use the same port, the Reset button is not available and
will show “-" instead.

* You can only reset Zyxel products.
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CHAPTER 8
Basic Setting

8.1 Overview

This chapter describes how to configure the System Info, General Setup, Switch Setup, IP Setup, Port Setup, POE,
Interface Setup, IPv6, and Cloud Management screens.

8.1.1 What You Can Do

Use the System Info screen (Section 8.2 on page 74) to check the firmware version number.

Use the General Setup screen (Section 8.3 on page 746) to configure general settings such as the system name and
time.

Use the Switch Setup screen (Section 8.5 on page 79) to choose your VLAN type, set the GARP timers and assign
priorifies to queues.

Use the IP Setup screen (Section 8.6 on page 80) to configure the Switch IP address, default gateway device, and
the management VLAN ID.

Use the Port Setup screen (Section 8.7 on page 84) to configure Switch port settings.

Use the PoOE Setup screens (Section 8.8 on page 85) to view the current amount of power that PDs are receiving
from the Switch and set the priority levels for the Switch in distributing power to PDs. This screen is available for PoE
model(s) only.

Use the Interface Setup screens (Section 8.9 on page 90) to configure Switch interface type and interface ID
settings.

Use the IPv6 screens (Section 8.10 on page 91) to view IPvé status and IPvé configuration.
Use the DNS screen (Section 8.11 on page 104) to configure the default domain name server.

Use the Cloud Management screen (Section 8.12 on page 105) to display links to Nebula Center Control Discovery
and Nebula Switch Registration screens.

8.2 System Information

In the navigation panel, click Basic Setting > System Info to display the screen as shown. Use this screen to view
general system information. You can check the firmware version number.
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Figure 56 Basic Setting > System Info (for POE model(s) only)

System Name
Product Model
IyNOS F/W Version
Ethernet Address

CPU Utilization
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Memory Utilization

common

Hardware Monitor

BOARD
MAC
PHY
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Temperature Unit| C ¥

XGS1930
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12,156 12.156 12,156 +/-10% Norma

The following table describes the labels in this screen.

Table 21

Basic Setting > System Info

LABEL

DESCRIPTION

System Name

This field displays the descriptive name of the Switch for identification purposes.

Product Model

This field displays the product model of the Switch. Use this information when searching for
firmware upgrade or looking for other support information in the website.

ZyNOS F/W This field displays the version number of the Switch 's current firmware including the date created.
Version

Ethernet This field refers to the Ethernet MAC (Media Access Conftrol) address of the Switch.

Address

CPU Utilization

CPU utilization quantifies how busy the system is. Current (%) displays the current percentage of
CPU utilization.

Memory Memory utilization shows how much DRAM memory is available and in use. It also displays the
Utilization current percentage of memory utilization.
Name This field displays the name of memory pool.

Total (byte)

This field displays the total number of bytes in this memory pool.

Used (byte)

This field displays the number of bytes being used in this memory pool.

Utilization
(%)

This field displays the percentage (%) of memory being used in this memory pool.

Hardware Monitor (Standalone Mode)

Temperature
Unit

The Switch has temperature sensors that are capable of detecting and reporting if the
temperature rises above the threshold. You may choose the temperature unit (Centigrade or
Fahrenheit) in this field.
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Table 21 Basic Setting > System Info (continued)

LABEL DESCRIPTION
Temperature BOARD, MAC and PHY refer to the location of the temperature sensors on the Switch printed
(C) circuit board.

Current This shows the current temperature at this sensor.

MAX This field displays the maximum temperature measured at this sensor.

MIN This field displays the minimum temperature measured at this sensor.

Threshold This field displays the upper temperature limit at this sensor.

Status This field displays Normal for femperatures below the threshold and Error for those above.
FAN Speed A properly functioning fan is an essential component (along with a sufficiently ventilated, cool
(RPM) operating environment) in order for the device to stay within the temperature threshold. Each fan
has a sensor that is capable of detecting and reporting if the fan speed falls below the threshold
shown.
Current This field displays this fan's current speed in Revolutions Per Minute (RPM).
MAX This field displays this fan's maximum speed measured in Revolutions Per Minute (RPM).
MIN This field displays this fan's minimum speed measured in Revolutions Per Minute (RPM). "<41" is
displayed for speeds too small to measure (under 2000 RPM).
Threshold This field displays the minimum speed at which a normal fan should work.
Status Normal indicates that this fan is functioning above the minimum speed. Error indicates that this
fan is functioning below the minimum speed.
Voltage(V) The power supply for each voltage has a sensor that is capable of detecting and reporfing if the
voltage falls out of the tolerance range.
Current This is the current voltage reading.
MAX This field displays the maximum voltage measured at this point.
MIN This field displays the minimum voltage measured aft this point.
Threshold This field displays the percentage tolerance of the voltage with which the Switch still works.
Status Normal indicates that the voltage is within an acceptable operating range at this point;

otherwise Error is displayed.

8.3 General Setup

Use this screen to configure general settings such as the system name and time. Click Basic Setting > General Setup
in the navigation panel to display the screen as shown.
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Figure 57 Basic Setting > General Setup

[ foeneraisenp |
System Name XGS1930
Location
Contact Person's Name
Use Time Server when Bootup None v
Time Server IP Address
Current Time 06 [:|06 :|01 UTC
New Time (hh:mm:ss) 06 [:|06 |:|01
Currsnt Date 2016 |-101 |-|O1
New Date (yyyy-mm-dd) 2016 |-01 |-|01
Time Zone uTC v
Daylight Saving Time
Stari Date First ¥ | | Sunday v |of |January ¥ | at [0:00 ¥
End Date First ¥ | | Sunday v | of [January v |at 0:00 ¥

It will take 0 seconds if time server is unreachable.

The following table describes the labels in this screen.

Table 22 Basic Setting > General Setup

LABEL

DESCRIPTION

System Name

Choose a descriptive name for identification purposes. This name consists of up to 64 printable
characters; spaces are allowed.

Location

Enter the geographic location of your Switch. You can use up to 32 printable ASCII characters;
spaces are allowed.

Contact Person's
Name

Enter the name of the person in charge of this Switch. You can use up to 32 printable ASCII
characters; spaces are allowed.

Use Time Server
when Bootup

Enter the time service protocol that your time server uses. Not all fime servers support all
protocols, so you may have to use trial and error fo find a protocol that works. The main
differences between them are the time format.

When you select the Daytime (RFC 867) format, the Switch displays the day, month, year and
fime with no time zone adjustment. When you use this format it is recommended that you use a
Daytime fimeserver within your geographical time zone.

Time (RFC-868) format displays a 4-byte integer giving the fotal number of seconds since 2016/
1/1 at 0:0:0.

NTP (RFC-1305) is similar to Time (RFC-868).

None is the defaulf value. Enter the time manually. Each time you turn on the Switch, the time
and date will be reset to 2016-1-1 0:0:0.

Time Server IP
Address

Enter the IP address or domain name of your timeserver. The Switch searches for the timeserver
for up to 60 seconds. If you select a timeserver that is unreachable, then this screen will appear
locked for 60 seconds. Please wait.

Current Time

This field displays the time you open this menu (or refresh the menu).

New Time
(hh:min:ss)

Enter the new time in hour, minute and second format. The new time then appears in the
Current Time field after you click Apply.

Current Date

This field displays the date you open this menu.

New Date (yyyy-
mm-dd)

Enter the new date in year, month and day format. The new date then appears in the Current
Date field after you click Apply.
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Table 22 Basic Setting > General Setup (continued)
LABEL DESCRIPTION

Time Zone Select the time difference between UTC (Universal Time Coordinated, formerly known as GMT,
Greenwich Mean Time) and your time zone from the drop-down list box.

Daylight Saving Daylight saving is a period from late spring to early fall when many countries set their clocks
Time ahead of normal local time by one hour to give more daytime light in the evening.

Select this option if you use Daylight Saving Time.

Start Date Configure the day and time when Daylight Saving Time starts if you selected Daylight Saving
Time. The time is displayed in the 24 hour format. Here are a couple of examples:

Daylight Saving Time starts in most parts of the United States on the second Sunday of March.
Each fime zone in the United States starts using Daylight Saving Time at 2 A.M. local time. So in
the United States you would select Second, Sunday, March and 2:00.

Daylight Saving Time starts in the European Union on the last Sunday of March. All of the time
zones in the European Union start using Daylight Saving Time at the same moment (1 A.M. GMT
or UTC). So in the European Union you would select Last, Sunday, March and the last field
depends on your time zone. In Germany for instance, you would select 2:00 because
Germany's fime zone is one hour ahead of GMT or UTC (GMT+1).

End Date Configure the day and time when Daylight Saving Time ends if you selected Daylight Saving
Time. The time field uses the 24 hour format. Here are a couple of examples:

Daylight Saving Time ends in the United States on the first Sunday of November. Each fime
zone in the United States stops using Daylight Saving Time at 2 A.M. local fime. So in the United
States you would select First, Sunday, November and 2:00.

Daylight Saving Time ends in the European Union on the last Sunday of October. All of the time
zones in the European Union stop using Daylight Saving Time at the same moment (1 AM. GMT
or UTC). So in the European Union you would select Last, Sunday, October and the last field
depends on your fime zone. In Germany for instance, you would select 2:00 because
Germany's fime zone is one hour ahead of GMT or UTC (GMT+1).

Apply Click Apply to save your changes to the Switch's run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

8.4 Introduction to VLANS

A VLAN (Virtual Local Area Network) allows a physical network to be partitioned info multiple logical networks.
Devices on a logical network belong to one group. A device can belong to more than one group. With VLAN, a
device cannot directly talk fo or hear from devices that are not in the same group(s); the traffic must first go through
a router.

In MTU (Multi-Tenant Unit) applications, VLAN is vital in providing isolation and security among the subscribers. When
properly configured, VLAN prevents one subscriber from accessing the network resources of another on the same
LAN, thus a user will not see the printers and hard disks of another user in the same building.

VLAN also increases network performance by limiting broadcasts to a smaller and more manageable logical

broadcast domain. In fraditional switched environments, all broadcast packets go to each and every individual
port. With VLAN, all broadcasts are confined to a specific broadcast domain.

Note: VLAN is unidirectional; it only governs outgoing fraffic.

See Chapter 9 on page 107 for information on port-based and 802.1Q tagged VLANs.
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8.5 Switch Setup

Click Basic Setting > Switch Setup in the navigation panel to display the screen as shown. The VLAN setup screens
change depending on whether you choose 802.1Q or Port Based in the VLAN Type field in this screen. Refer to
Chapter 9 on page 107 for more information on VLAN.

Figure 58 Basic Setting > Switch Setup

[ Switch Setup |
® 802.1Q
VLAN Type o
Port Based
MAC Address Leamning Aging Time 300 seconds
ARP Aging Time Aging Time 300 seconds
Join Timer 200 milliseconds
GARP Timer Leave Timer 400 milliseconds
Leave All Timer 10000 | miliseconds
Priority Queue Assignment Priority7 7
Priorityé &v
Priority5 S5
Priority4 4
Priority3 3w
Priority2 1r
Priority1 Or
Priority0 2
el

The following table describes the labels in this screen.

Table 23 Basic Setting > Switch Setup
LABEL DESCRIPTION

VLAN Type Choose 802.1Q or Port Based. The VLAN Setup screen changes depending on whether you
choose 802.1Q VLAN type or Port Based VLAN type in this screen. See Chapter 9 on page 107 for
more information.

MAC Address MAC address learning reduces outgoing traffic broadcasts. For MAC address learning to occur
Learning on a port, the port must be active.
Aging Time Enter a time from 10 to 1000000 seconds. This is how long all dynamically learned MAC

addresses remain in the MAC address table before they age out (and must be relearned).

ARP Aging Time

Aging Time Enter a time from 60 to 1000000 seconds. This is how long dynamically learned ARP entries
remain in the ARP table before they age out (and must be relearned). The setting here applies
to ARP entries which are newly added in the ARP table after you click Apply.

GARP Timer: Switches join VLANs by making a declaration. A declaration is made by issuing a Join message using
GARP. Declarations are withdrawn by issuing a Leave message. A Leave All message terminates all registrations.
GARP timers set declaration timeout values. See the chapter on VLAN setup for more background information.

Join Timer Join Timer sets the duration of the Join Period timer for GVRP in milliseconds. Each port has a Join
Period timer. The allowed Join Time range is between 100 and 65535 milliseconds; the default is
200 milliseconds. See the chapter on VLAN setup for more background information.

Leave Timer Leave Time sets the duration of the Leave Period timer for GVRP in milliseconds. Each port has a
single Leave Period timer. Leave Time must be two fimes larger than Join Timer; the default is 600
milliseconds.

Leave All Timer Leave All Timer sets the duration of the Leave All Period fimer for GVRP in milliseconds. Each port
has a single Leave All Period timer. Leave All Timer must be larger than Leave Timer.

XGS1930 Series User's Guide
79



Chapter 8 Basic Setting

Table 23 Basic Setting > Switch Seftup (continued)

LABEL

DESCRIPTION

Priority Queue Assignment

|IEEE 802.1p defines up to eight separate traffic types by inserting a tag into a MAC-layer frame that contains bits to
define class of service. Frames without an explicit priority tag are given the default priority of the ingress port. Use
the next fields to configure the priority level-to-physical queue mapping.

The Switch has eight physical queues that you can map to the 8 priority levels. On the Switch, traffic assigned to
higher index queues gets through faster while traffic in lower index queues is dropped if the network is congested.

Priority Level (The following descriptions are based on the traffic types defined in the IEEE 802.1d standard (which
incorporates the 802.1p).

Priority 7 Typically used for network control fraffic such as router configuration messages.

Priority 6 Typically used for voice traffic that is especially sensitive to jitter (jitter is the variations in delay).

Priority 5 Typically used for video that consumes high bandwidth and is sensitive to jitter.

Priority 4 Typically used for controlled load, latency-sensitive traffic such as SNA (Systems Network
Architecture) fransactions.

Priority 3 Typically used for “excellent effort” or better than best effort and would include important
business traffic that can tolerate some delay.

Priority 2 This is for “spare bandwidth”.

Priority 1 This is typically used for non-critical “background” traffic such as bulk transfers that are allowed
but that should not affect other applications and users.

Priority O Typically used for best-effort traffic.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the fop navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to reset the fields.

8.6 IP Setup

Use the IP Setup screen to configure the Switch IP address, default gateway device, and the management VLAN ID.

The default gateway specifies the IP address of the default gateway (next hop) for outgoing traffic.

8.6.1 Management IP Addresses

The Switch needs an IP address for it fo be managed over the network. The factory default IP address is 192.168.1.1.
The subnet mask specifies the network number portion of an IP address. The factory default subnet mask is
255.255.255.0.

You can configure up to 32 IP addresses which are used to access and manage the Switch from the ports belonging

to the pre-defined VLAN(s).

Note: You must configure a VLAN first. Each VLAN can have multiple management IP addresses, and you

can log into the Switch via different management IP addresses simultaneously.
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Figure 59 Basic Setting > IP Setup

1 . 255.255.252.0 1 DHCP Click Click
—_ —_
2 192.168.1.1 255.255.255.0 1 Static

The following table describes the labels in this screen.

Table 24 Basic Setting > IP Setup

LABEL DESCRIPTION

Index This field displays the index number of an entry.

IP Address This field displays IP address of the Switch in the IP domain.

IP Subnet Mask This field displays the subnet mask of the Switch in the IP domain.

VID This field displays the VLAN identification number of the IP domain on the Switch.

Type This shows whether this IP address is dynamically assigned from a DHCP server or manually
assigned (Static).

Renew Click this to renew the dynamic IP address.

Release Click this to release the dynamic IP address.

8.6.2 |P Status Details

Use this screen to view IP status details. Click a number in the Index column in the IP Status screen to display the
screen as shown next.

Figure 60 Basic Setting > IP Setup > IP Status Details: Static

[ |IP Status Detail IP Status
Type Static
vID 1
IP Address 192.168.1.1
IP Subnet Mask 255.255.255.0

The following table describes the labels in this screen.

Table 25 Basic Setting > IP Setup > IP Status Details: Static

LABEL DESCRIPTION

Type This shows whether this IP address is dynamically assigned from a DHCP server or manually
assigned (Static or DHCP).

VID This is the VLAN identification number to which an IP routing domain belongs.

IP Address This is the IP address of your Switch in dofted decimal notation for example 192.168.1.1.

IP Subnet Mask This is the IP subnet mask of your Switch in dofted decimal notation for example 255.255.255.0.
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Figure 61 Basic Setting > IP Setup > IP Status Details: DHCP

| |Ip status Detail

Type

VID

IP Address

IP Subnet Mask
Lease Time
Renew Time
Rebind Time
Lease Time Start
Lease Time End
Default Gateway
DNS Server

DNS Server

IP Status

172.21.40.13
255.255.252.0
86400 seconds
43200 seconds
75600 seconds
2016-01-01 00:01:33
2016-01-02 00:01:33
172.21,43.254
172.21.5.1

172.21.10.1

The following table describes the labels in this screen.

Table 26 Basic Setting > IP Setup > IP Status Details: DHCP

LABEL DESCRIPTION

Type This shows whether this IP address is dynamically assigned from a DHCP server or manually
assigned (Static or DHCP).

VID This is the VLAN identification number to which an IP routing domain belongs.

IP Address This is the IP address of your Switch in dofted decimal notation for example 192.168.1.1.

IP Subnet Mask

This is the IP subnet mask of your Switch in dofted decimal notation for example 255.255.255.0.

Lease Time

This displays the length of time in seconds that this intferface can use the current dynamic IP
address from the DHCP server.

Renew Time

This displays the length of time from the lease start that the Switch will request fo renew its
current dynamic IP address from the DHCP server.

Rebind Time

This displays the length of time from the lease start that the Switch will request to get any
dynamic IP address from the DHCP server.

Lease Time Start

This displays the date and time that the current dynamic IP address assignment from the DHCP
server began. You should configure date and fime in Basic Setting > General Setup.

Lease Time End

This displays the date and time that the current dynamic IP address assignment from the DHCP
server will end. You should configure date and time in Basic Setting > General Setup.

Default This displays the IP address of the default gateway assigned by the DHCP server. 0.0.0.0 means
Gateway no gateway is assigned.
DNS Server This displays the IP address of the primary and secondary DNS servers assigned by the DHCP

server. 0.0.0.0 means no DNS server is assigned.

8.6.3

Use this screen to configure the default gateway device, the default domain name server and add IP domains.

IP Configuration
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Figure 62 Basic Setting > IP Setup > IP Configuration

Default Gateway

IP Interface

IP Address

o=

| | IP Configuration IP Status

192.168.1.1 255.255.255.0 1 Static

0.0.0.0

® DHCP Client
Stafic IP Address
IP Address 0.0.0.0
IP Subnet Mask 0.0.0.0
VID

1 DHCP

The following table describes the labels in this screen.

Table 27 Basic Setting > IP Setup > IP Configuration

Use these fields to

LABEL DESCRIPTION
Default Type the IP address of the default outgoing gateway in dotted decimal notation, for example
Gateway 192.168.1.254.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to reset the fields to your previous configuration.

IP Interface

create or edit IP routing domains on the Switch.

DHCP Client | Select this option if you have a DHCP server that can assign the Switch an IP address, subnet
mask, a default gateway IP address and a domain name server IP address automatically.
Static IP Select this option if you don’t have a DHCP server or if you wish to assign static IP address
Address information fo the Switch. You need to fill in the following fields when you select this option.
IP Address Enter the IP address of your Switch in dotted decimal notation, for example, 192.168.1.1. This is
the IP address of the Switch in an IP routing domain.
IP Subnet Enter the IP subnet mask of an IP routing domain in dotted decimal notation, for example,
Mask 255.255.255.0.
VID Enter the VLAN identification number to which an IP routing domain belongs.
Add Click this to create a new entry.
This saves your changes fo the Switch’s run-time memory. The Switch loses these changes if it is
furned off or loses power, so use the Save link on the fop navigation panel fo save your changes
to the non-volatile memory when you are done configuring.
Cancel Click Cancel to reset the fields to your previous configuration.
Index This field displays the index number of an entry.
IP Address This field displays IP address of the Switch in the IP domain.

IP Subnet Mask

This field displays the subnet mask of the Switch in the IP domain.

VID

This field displays the VLAN identification number of the IP domain on the Switch.
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Table 27 Basic Setting > IP Setup > IP Configuration (confinued)
LABEL DESCRIPTION
Type This field displays the type of IP address status.

Select an entry’s check box to select a specific entry. Otherwise, select the check box in the
table heading row to select all entries.

Delete Click Delete fo remove the selected entry from the summary table.

Note: Deleting all IP subnets locks you out of the Switch.

Cancel Click Cancel to clear the check boxes.

8.7 Port Setup

Use this screen to configure Switch port settings. Click Basic Setting > Port Setup in the navigation panel to display the
configuration screen.

Figure 63 Basic Setting > Port Setup (Standalone mode)

 Forsewp |
* 10G / Full Duplex v Or sfp_plus v
1 v 10/100/1000M Auto-1000M v or
2 v 10/100/1000M Auto-1000M v or
3 v 10/100/1000M Auto-1000M v or
4 v 10/100/1000M Auto-1000M v or
5 v 10/100/1000M Auto-1000M v or
) v 10/100/1000M Auto-1000M v or

Autfo- A 0
25 v 10G / Full Duplex  ~ Or sfp_plus v
24 v 10G / Full Duplex  ~ Or sfp_plus v
27 v 10G / Full Duplex  ~ Or sfp_plus v
28 v 10G / Full Duplex  ~ Or sfp_plus v
Apply | Cancel

The following table describes the labels in this screen.

Table 28 Basic Setting > Port Setup

LABEL DESCRIPTION
Port This is the port index number. * means all ports.
* Settings in this row apply fo all ports.

Use this row only if you want to make some settings the same for all ports. Use this row first to set
the common settings and then make adjustments on a port-by-port basis.

Note: Changes in this row are copied to all the ports as soon as you make them.

Active Select this check box to enable a port. The factory default for all ports is enabled. A port must be
enabled for data transmission to occur.

Name Enter a descriptive name that identifies this port. You can enter up to 64 alpha-numerical
characters.

Note: Due to space limitation, the port name may be fruncated in some web
configurator screens.
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Table 28 Basic Setting > Port Setup (confinued)
LABEL DESCRIPTION

Type This field displays the capacity that the port can support.

Speed/Duplex | Select the speed and the duplex mode of the Ethernet connection on this port. The choices are:

¢ 10M/Half Duplex, 100M/Half Duplex, 10M/Full Duplex and 100M/Full Duplex for a 100Base-T
connection
¢ Auto-1000M and 1000M/Full Duplex for 1000Base-T and 1000Base-X connections

e 10G/Full Duplex is supported by the 10 Gigabit Ethernet connections on the Switch that has a
10 Gigabit interface.

Selecting Auto-1000M (auto-negotiation) allows one port to negotiate with a peer port
automatically to obtain the connection speed (of up to 1000M) and duplex mode that both ends
support. When auto-negotiation is furned on, a port on the Switch negofiates with the peer
automatically to determine the connection speed and duplex mode. If the peer port does not
support auto-negotiation or turns off this feature, the Switch determines the connection speed by
detecting the signal on the cable and using half duplex mode. When the Switch's auto-
negoftiation is turned off, a port uses the pre-configured speed and duplex mode when making a
connection, thus requiring you to make sure that the settings of the peer port are the same in
order to connect.

Flow Confrol A concentration of traffic on a port decreases port bandwidth and overflows buffer memory
causing packet discards and frame losses. Flow Control is used to regulate fransmission of signals
to match the bandwidth of the receiving port.

The Switch uses IEEE802.3x flow confrol in full duplex mode and backpressure flow control in half
duplex mode.

IEEE802.3x flow confrol is used in full duplex mode to send a pause signal fo the sending port,
causing it fo temporarily stop sending signals when the receiving port memory buffers fill.

Back Pressure flow control is typically used in half duplex mode to send a "collision” signal to the
sending port (mimicking a state of packet collision) causing the sending port to temporarily stop
sending signals and resend later. Select Flow Control to enable it.

802.1p Priority This priority value is added to incoming frames without a (802.1p) priority queue tag. See Priority
Queue Assignment in Table 23 on page 79 for more information.

Media Type On the Switch that has a 10 Gigabit interface, such as the SFP+ slot, you can insert either an SFP+
transceiver or an SFP+ Direct Attach Copper (DAC). An SFP+ Direct Attach Copper (DAC) is an
SFP+ housing that has no optical module but uses a fixed-length passive copper cable assembly,
which reduces cost and power significantly.

Select the media type (sfp_plus or dac10g) of the SFP+ module that is attached to the 10 Gigabit
interface.

Apply Click Apply to save your changes to the Switch'’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

8.8 POE Setup

Note: The following screens are available for the POE model(s) only. Some features are only available for
the Ethernet ports (1 to 24 for XGS1930-28HP and 1 to 48 for XGS1930-52HP).

The PoE model(s) supports the IEEE 802.3at High Power over Ethernet (PoE) standard.

A powered device (PD) is a device such as an access point or a switch, that supports POE (Power over Ethernet) so
that it can receive power from another device through an Ethernet port.
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In the figure below, the IP camera and IP phone get their power directly from the Switch. Aside from minimizing the
need for cables and wires, POE removes the hassle of tfrying to find a nearby electric outlet to power up devices.

Figure 64 Powered Device Examples

HEH B

© |im

You can also set priorities so that the Switch is able to reserve and allocate power to certain PDs.

Note: The POE (Power over Ethernet) devices that supply or receive power and their connected Ethernet
cables must all be completely indoors.

To view the current amount of power that PDs are receiving from the Switch, click Basic Setting > PoE Setup.

Figure 65 Basic Setting > PoE Setup

| PoESlalus | PoE Time Range Status PoE Setup

PoE Mode Consumption

Total Power (W) 3750

Usage (%) 1

Consuming Power (W) 6.2

Allocated Power (W) A

Remaining Power (W] 368.8
1 Enable o Low 802.3at o ]
2 Enable 0 Low 802 3ot o 0
3 Enable 0 Low 802 3ot 0 0
4 Enable 0 oW 802.3at v} 0
3 Enaoble 0 Low 02,30t 0 0
é Enoble 0 Low 802.3ct 0 0
7 Enable 0 Low 802.3at 0 0
8 0 Low 802.3at 0 Q
9 0 Lew 802 3at 0 o
10 Enaoble 0 Low 802.3at o o
11 Enable o Low 802 3at 0 a
12 Enable o Low 802 3at o a
44 Enable 0 Low B02 3at 0 a
a7 Enable 0 Low 802 3at 0 a
45 Enable 4 Low 80230t 4200 30000
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The following table describes the labels in this screen.

Table 29 Basic Setting > PoE Setup

LABEL DESCRIPTION
PoE Status
PoE Mode This field displays the power management mode used by the Switch, whether it is in

Classification or Consumption mode.

Total Power (W) | This field displays the total power the Switch can provide to the connected PoE-enabled
devices on the PoE ports.

Usage (%) This field displays the amount of power in percentage the Switch is currently supplying to the
connected PoE-enabled devices.

Consuming This field displays the amount of power the Switch is currently supplying to the connected PoE-

Power (W) enabled devices.

Allocated Power | This field displays the tfotal amount of power the Switch has reserved for PoE after negofiating
(W) with the connected PoE device(s).

Consuming Power (W) can be less than or equal but not more than the Allocated Power (W).

Remaining This field displays the amount of power the Switch can still provide for PoE.

Power (W)

Note: The Switch must have at least 16 W of remaining power in order to supply
power to a PoE device, even if the PoE device needs less than 16W.

Port This is the port index number.
State This field shows which ports can receive power from the Switch. You can set this in Section 8.8.2
on page 88.

* Disable - The PD connected to this port cannot get power supply.
¢ Enable - The PD connected to this port can receive power.

Class This shows the power classification of the PD.

This is a number from 0 to 4, where each value represents a range of power (W) and power
current (mA) that the PD requires fo function. The ranges are as follows.

¢ Class 0 - Default, 0.44 to 12.94
¢ Class 1- Optional, 0.44 to 3.84
e Class 2 - Optional, 3.84 to 6.49
e Class 3 - Optional, 6.49 to 12.95

* Class 4 - Reserved (PSEs classify as Class 0) in a Switch that supports IEEE 802.3af only.
Optional, 12.95 to 25.50 in a Switch that supports IEEE 802.3at.

PD Priority When the total power requested by the PDs exceeds the total POE power budget on the Switch,
you can set the PD priority to allow the Switch to provide power to ports with higher priority first.

e Critical has the highest priority.
* High has the Switch assign power to the port after all critical priority ports are served.
* Low has the Switch assign power to the port after all critical and high priority ports are

served.
Power-Up This field displays the PoE standard the Switch uses to provide power on this port.
Consuming This field displays the current amount of power consumed by the PD from the Switch on this port.
Power (mW)
Max Power This field displays the maximum amount of power the PD could use from the Switch on this port.
(mw)

8.8.1 PoE Time Range Status

Use this screen to see whether PoE is scheduled to be enabled on a port.

Click the PoE Time Range Status link in the Basic Setting > PoE Setup screen. The following screen opens.
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Figure 66 Basic Setting > PoE Setup > PoE Time Range Status
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The following table describes the labels in this screen.

Table 30 Basic Setting > PoE Setup > PoE Time Range Status

LABEL DESCRIPTION
Port This is the number of the port on the Switch.
Time Range This field displays the name of the schedule which is applied fo the port. PoE is enabled at the

specified time/date.

state This field displays whether the port can receive power from the Switch (In) or not (Out) currently.

It shows - if there is no schedule applied to the port.

8.8.2 PoE Setup

Use this screen to set the priority levels, power-up mode and schedule for the Switch in distributing power to PDs.

Click the PoE Setup link in the Basic Setting > PoE Setup screen. The following screen opens.
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Figure 67 Basic Setting > PoE Setup > PoE Setup

| [PoEsetup PoE Status
PoE Mode Classification '® Consumption
Pre-Allocate Active "
Dual Detection Active
Power Up Sequence Delay Active v
Critical » 802.3af v v
1 o wov 802.3at v v
2 o v 802.3at v v
3 L woor 802.3at v v
4 L4 o 802.3at v v

Apply | Cancel

The following table describes the labels in this screen.

Table 31 Basic Setting > PoE Setup > PoE Setup

LABEL DESCRIPTION
PoE Mode Select the power management mode you want the Switch to use.
¢ Classification - Select this if you want the Switch to reserve the Max Power (mW) to each PD
according to the priority level. If the total power supply runs out, PDs with lower priority do not
get power fo function.
¢ Consumption - Select this if you want the Switch to manage the total power supply so that
each connected PD gets aresource. However, the power allocated by the Switch may be
less than the Max Power (mW) of the PD. PDs with higher priority also get more power than
those with lower priority levels.
Pre-Allocate Select this to have the Switch pre-allocate power to each port based on the classification of the

PD device.

Dual Detection

Select this to have the Switch run another detecting procedure between the detection and
classification stages. This helps check if the power interface (Pl) range of the connected PD is
within the IEEE 802.3AF/AT standard range and ensures it is an IEEE PD.

Power Up Select this to allow PoE ports to be powered up one-by-one randomly or clear to allow them all o
Sequence be powered up at the same time.
Delay
Port This is the port index number. * means all ports.
* Settings in this row apply to all ports.
Use this row only if you want to make some settings the same for all ports. Use this row first to set
the common settings and then make adjustments on a port-by-port basis.
Note: Changes in this row are copied to all the ports as soon as you make them.
PD Select this to provide power to a PD connected to the port.

If left unchecked, the PD connected to the port cannot receive power from the Switch.
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Table 31 Basic Setting > PoE Setup > PoE Setup (continued)
LABEL DESCRIPTION

PD Priority When the total power requested by the PDs exceeds the total POE power budget on the Switch,
you can sef the PD priority to allow the Switch to provide power to ports with higher priority.

Select Critical to give the highest PD priority on the port.

Select High to set the Switch to assign the remaining power to the port after all critical priority
ports are served.

Select Low fo set the Switch fo assign the remaining power to the port after all critical and high
priority ports are served.

Power-Up Set how the Switch provides power to a connected PD at power-up.

802.3af - the Switch follows the |EEE 802.3af Power over Ethernet standard fo supply power to the
connected PDs during power-up.

Legacy - the Switch can provide power fo the connected PDs that require high inrush currents at
power-up. Inrush current is the maximum, instantaneous input current drawn by the PD when first
furned on.

Pre-802.3at - the Switch initially offers power on the port according to the IEEE 802.3af standard,
and then switches to support the IEEE 802.3at standard within 75 milliseconds after a PD is
connected to the port. Select this option if the Switch is performing 2-event Layer-1 classification
(PoE+ hardware classification) or the connected PD is NOT performing Layer 2 power
classification using Link Layer Discovery Protocol (LLDP).

802.3at - the Switch supports the |EEE 802.3at High Power over Ethernet standard and can supply
power of up to 30W per Ethernet port. IEEE 802.3at is also known as PoE+ or PoE Plus. An IEEE
802.3at compatible device is referred to as Type 2. Power Class 4 (High Power) can only be used
by Type 2 devices. If the connected PD requires a Class 4 current when it is turned on, it will be
powered up in this mode.

Max Power Specify the maximum amount of power the PD could use from the Switch on this port.
(mw)

Wide Range Select this to let the Switch have a wider detection range for the PD.

Detection

The Switch detects whether a connected device is a powered device or not before supplying
power to the port. For the PD detection, the Switch applies a fixed voltage to the device and
then receives returned current. If the returned current is within the IEEE 802.3AF/AT standard
range, the device will be considered as a valid PD by the Switch.

However, in real cases, environmental interferences might easily cause the returned current to be
out of the standard range.

Time Range Select a pre-defined schedule (created using the Advanced Application > Time Range screen)
to control when the Switch enables PoE to provide power on the port.

If you leave this field blank, PoE is disabled on the port.

Apply Click Apply to save your changes to the Switch'’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

8.9 Interface Setup

An IPvé address is configured on a per-interface basis. The interface can be a physical interface (for example, an
Ethernet port) or a virfual interface (for example, a VLAN). The Switch supports the VLAN interface type for IPvé at the
time of writing.
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Use this screen to set IPvé interfaces on which you can configure an IPvé address to access and manage the Switch.
Click Basic Setting > Interface Setup in the navigation panel to display the configuration screen.

Figure 68 Basic Setting > Interface Setup

Interface Type WVLAN v
Interface ID
[
1 WLAN 123 WLAN123
2 Loopback 1 Leopback]

The following table describes the labels in this screen.

Table 32 Basic Setting > Interface Setup
LABEL DESCRIPTION

Interface Type | Select the type of IPvé interface for which you want to configure. The Switch supports the VLAN
interface type for IPvé at the time of writing.

Interface ID Specify a unique identification number (from 1 to 4094) for the interface.

To have IPvé function properly, you should configure a static VLAN with the same ID number in the
Advanced Application > VLAN screens.

Add Click this to creafte a new enfry.

This saves your changes to the Switch’s run-time memory. The Switch loses these changes if it is
turned off or loses power, so use the Save link on the top navigation panel fo save your changes
to the non-volatile memory when you are done configuring.

Cancel Click Cancel to reset the fields to your previous configuration.

Index This field displays the index number of an entry.

Interface Type | This field displays the type of interface.

Interface ID This field displays the identification number of the interface.

Interface This field displays the interface’s descriptive name which is generated automatically by the
Switch. The name is from a combination of the interface type and ID number.

Select an entry’s check box to select a specific entry. Otherwise, select the check box in the
table heading row to select all enftries.

Delete Click Delete to remove the selected entry from the summary table.

Cancel Click Cancel to clear the check boxes.

8.10 IPv6

Use this screen to view the IPvé interface status and configure Switch's management IPvé addresses.

Click Basic Setting > IPv6 in the navigation panel to display the IPvé status screen as shown next.
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Figure 69 Basic Setting > IPvé

1 VLANT23 No

The following table describes the labels in this screen.

Table 33 Basic Setting > IPvé

LABEL DESCRIPTION

Index This field displays the index number of an IPvé interface. Click on an index number to view more
interface details.

Interface This is the name of the IPvé interface you created.

Active This field displays whether the IPvé interface is activated or not.

8.10.1 IPv6 Interface Status

Use this screen to view a specific IPvé interface status and detailed information. Click an interface index number in
the Basic Setting > IPv6 screen. The following screen opens.

Figure 70 Basic Setting > IPvé > IPvé Interface Status

|Pvé Status

Interface: VLAN123

IPvé Active disable

MTU Size

ICMPvé Rate Limit Bucket Size

ICMPv6 Rate Limit Error Interval

Link Local Address

Global Unicast Address(es)

Joined Group Address(es)

ND DAD Active

Number of DAD Attempits

NS-Interval (milisecond)

ND Reachable Time [millisecond)

DHCPvé Client Active No
1A Type
IAID
T
12
Identity Association State
SID
Address
Preferred Lifetime
Valid Lifetime
DNS
Domain List

Restart DHCPvé Client Click Here
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The following table describes the labels in this screen.

Table 34 Basic Setting > IPvé > IPvé Interface Status

LABEL DESCRIPTION

IPvé Active This field displays whether the IPvé interface is activated or not.

MTU Size This field displays the Maximum Transmission Unit (MTU) size for IPvé packets on this interface.
ICMPvé Rate This field displays the maximum number of ICMPvé error messages which are allowed to fransmit
Limit Bucket in a given time interval. If the bucket is full, subsequent error messages are suppressed.

Size

ICMPvé6 Rate This field displays the time period (in milliseconds) during which ICMPvé error messages of up to
Limit Error the bucket size can be transmitted. 0 means no limit.

Interval

Link Local This field displays the Switch's link-local IP address and prefix generated by the interface. It also
Address shows whether the IP address is preferred, which means it is a valid address and can be used as a

sender or receiver address.

Global Unicast
Address(es)

This field displays the Switch’s global unicast address to identify this interface.

Joined Group
Address(es)

This field displays the IPvé multicast addresses of groups the Switch's interface joins.

ND DAD Active

This field displays whether Neighbor Discovery (ND) Duplicate Address Detection (DAD) is
enabled on the interface.

Number of This field displays the number of consecutive neighbor solicitations the Switch sends for this

DAD Aftempts | interface.

NS-Interval This field displays the fime interval (in milliseconds) at which neighbor solicitations are re-sent for
(millisecond) this interface.

ND Reachable | This field displays how long (in milliseconds) a neighbor is considered reachable for this interface.
Time

(millisecond)

DHCPvé Client
Active

This field displays whether the Switch acts as a DHCPvé client to get an IPvé address from a
DHCPvé server.

Identity An Identity Association (IA) is a collection of addresses assigned to a DHCP client, through which
Association the server and client can manage a set of related IP addresses. Each |IA must be associated with
exactly one interface.

IA Type The IA type is the type of address in the IA. Each IA holds one type of address. IA_NA means an
identity association for non-temporary addresses and I1A_TA is an identity association for
temporary addresses.

IAID Each IA consists of a unique IAID and associated IP information.

Ti This field displays the DHCPvé6 T1 timer. After T1, the Switch sends the DHCPvé server a Renew
message.

An IA_NA option contains the T1 and T2 fields, but an IA_TA option does not. The DHCPv6 server
uses T1 and T2 to control the time at which the client contacts with the server to extend the
lifetimes on any addresses in the IA_NA before the lifetimes expire.

T2 This field displays the DHCPvé T2 timer. If the time T2 is reached and the server does not respond,
the Switch sends a Rebind message to any available server.

State This field displays the state of the TA. It shows
Active when the Switch obtains addresses from a DHCpvé server and the TA is created.

Renew when the TA's address lifetime expires and the Switch sends out a Renew message.
Rebind when the Switch doesn’t receive a response from the original DHCPvé server and sends
out a Rebind message to another DHCPvé server.

SID This field displays the DHCPvé6 server’s unique ID.

Address This field displays the Switch's global address which is assigned by the DHCPvé6 server.
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Table 34 Basic Setting > IPvé > IPvé Interface Status (confinued)

DHCPv4 Client

LABEL DESCRIPTION
Preferred This field displays how long (in seconds) that the global address remains preferred.
Lifetime
Valid This field displays how long (in seconds) that the global address is valid.
Lifetime
DNS This field displays the DNS server address assigned by the DHCPvé server.
Domain List This field displays the address record when the Switch queries the DNS server to resolve domain
names.
Restart Click Click Here to send a new DHCP request to the DHCPvé server and update the IPvé address

and DNS information for this interface.

8.10.2 IPv6 Configuration

Use this screen to configure IPvé settings on the Switch. Click the IPv6 Configuration link in the Basic Setting > IPv6

screen. The following screen opens.

Figure 71 Basic Setting > IPvé > IPvé Configuration

IPvé Global Setup

IPvé Addressing

IPvé Configuration

IPvé Interface Setup

IPvé Neighbor Discovery

IPvé Neighbor Setup
DHCPvé Client Setup

IPvé Status

IPvé Link-Local Address Setup
IPvé Global Address Setup
IPvé Neighbor Discovery Sefup
IPvé Router Discovery Setup

IPvé Prefix Setup

The following table describes the labels in this screen.

Table 35 Basic Setting > IPvé > IPvé Configuration

LABEL DESCRIPTION
IPvé6 Global Click the link to go to a screen where you can configure the global IPvé settings on the Switch.
Setup

IPvé Interface
Setup

Click the link to go fo a screen where you can enable an IPvé interface on the Switch.

IPvé Addressing

IPvé Link-
Local
Address
Setup

Click the link to go to a screen where you can configure the IPvé link-local address for an
interface.

IPvé6 Global
Address
Setup

Click the link fo go to a screen where you can configure the IPvé global address for an interface.

IPvé Neighbor Discovery

IPvé
Neighbor
Discovery
Setup

Click the link to go fo a screen where you can configure the IPvé neighbor discovery settings.
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Table 35 Basic Setting > IPvé > IPvé Configuration (continued)

LABEL DESCRIPTION
IPvé Router | Click the link to go to a screen where you can configure the IPvé router discovery settings.
Discovery
Setup

IPv6 Prefix Click the link to go fo a screen where you can configure the Switch's IPvé prefix list.
Setup

IPvé Neighbor | Click the link to go to a screen where you can create a static IPvé neighbor entry in the Switch's
Setup IPvé neighbor table.

DHCPvé6 Client | Click the link to go to a screen where you can configure the Switch DHCP settings.
Setup

8.10.3 IPv6 Global Setup

Use this screen to configure the global IPvé settings. Click the link next to IPv6 Global Setup in the IPv6 Configuration
screen to display the screen as shown next.

Figure 72 Basic Setting > IPvé > IPvé Configuration > IPvé Global Setup

IPvé Global Setup IPvé Configuration

IPvé Hop Limit &4
ICMPwé Rate Limit Bucket Size 100
ICMPwé Rate Limit Error Interval 1000 milliseconds

The following table describes the labels in this screen.

Table 36 Basic Setting > IPvé > IPvé Configuration > IPvé Global Setup
LABEL DESCRIPTION

IPvé Hop Limit | Specify the maximum number of hops (from 1 to 255) in router advertisements. This is the
maximum number of hops on which an IPvé packet is allowed to fransmit before it is discarded by
an IPvé router, which is similar to the TIL field in IPv4.

ICMPvé6 Rate Specify the maximum number of ICMPvé error messages (from 1 to 200) which are allowed to

Limit Bucket fransmit in a given time interval. If the bucket is full, subsequent error messages are suppressed.
Size

ICMPv6 Rate Specify the time period (from 0 to 2147483647 milliseconds) during which ICMPvé error messages
Limit Error of up to the bucket size can be fransmitted. 0 means no limit.

Interval

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these

changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the nonvolatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Clear Click Clear to reset the fields to the factory defaults.

8.10.4 IPv6 Interface Setup

Use this screen to turn on or off an IPvé interface and enable stateless autoconfiguration on it. Click the link next to
IPv6 Interface Setup in the IPv6 Configuration screen to display the screen as shown next.
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Figure 73 Basic Setting > IPvé > IPvé Configuration > IPvé Interface Setup

| |Pvé Interiace Setup IPvé Configuration
Interface VLAN123 v |
Active

VLAN123 No

The following table describes the labels in this screen.

Table 37 Basic Setting > IPvé > IPvé Configuration > IPvé Interface Setup

LABEL DESCRIPTION

Interface Select the IPvé interface you want to configure.

Active Select this option to enable the interface.

Apply Click Apply to save your changes to the Switch'’s run-time memory. The Switch loses these

changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the nonvolatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Clear Click Clear to reset the fields to the factory defaults.

Index This is the interface index number. Click on an index number to change the settings.
Interface This is the name of the IPvé interface you created.

Active This field displays whether the IPvé interface is activated or not.

8.10.5 IPv6 Link-Local Address Setup

A link-local address uniquely identifies a device on the local network (the LAN). It is similar to a “private IP address” in
IPv4. You can have the same link-local address on multiple interfaces on a device. A link-local unicast address has a
predefined prefix of fe80::/10.

Use this screen to configure the interface’s link-local address and default gateway. Click the link next to IPv6 Link-
Local Address Setup in the IPv6 Configuration screen to display the screen as shown next.

Figure 74 Basic Setting > IPvé > IPvé Configuration > IPvé Link-Local Address Setup

IPvé Link-Local Address Setup IPvé Configuration

Interface VLANT23 v
Link-Local Address

Default Gateway

1 WVLANT23
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The following table describes the labels in this screen.

Table 38 Basic Setting > IPvé > IPvé Configuration > IPvé Link-Local Address Setup

LABEL DESCRIPTION

Interface Select the IPvé interface you want to configure.

Link-Local Manually configure a static IPvé link-local address for the interface.

Address

Default Set the default gateway IPvé address for the interface. When an interface cannot find a routing
Gateway information for a frame’s destination, it forwards the packet to the default gateway.

Apply Click Apply to save your changes to the Switch'’s run-time memory. The Switch loses these

changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the nonvolatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Clear Click Clear to reset the fields to the factory defaults.

Index This is the interface index number. Click on an index number to change the settings.
Interface This is the name of the IPvé interface you created.

IPvé Link-Local | This is the static IPvé link-local address for the interface.

Address

IPvé6 Default This is the default gateway IPvé address for the interface.

Gateway

8.10.6 IPv6 Global Address Setup

Use this screen to configure the interface’s IPvé global address. Click the link next to IPvé Global Address Setup in the
IPv6 Configuration screen to display the screen as shown next.

Figure 75 Basic Setting > IPvé > IPvé Configuration > IPvé Global Address Setup

IPvé Global Address Setup IPvé Configuration

Interface VLANTZ23 v

IPvé Global Address EUI-64

Prefix Length

The following table describes the labels in this screen.

Table 39 Basic Setting > IPvé > IPvé Configuration > IPvé Global Address Setup

LABEL DESCRIPTION

Interface Select the IPvé interface you want to configure.

IPvé Global Manually configure a static IPvé global address for the interface.
Address

Prefix Length Specify an IPvé prefix length that specifies how many most significant bits (start from the left) in
the address compose the network address.

EUI-64 Select this option to have the interface ID be generated automatically using the EUI-64 format.
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Table 39 Basic Setting > IPvé > IPvé Configuration > IPvé Global Address Setup (confinued)
LABEL DESCRIPTION

Add Click Add to save your changes to the Switch’s run-time memory. The Switch loses these changes
if it is furned off or loses power, so use the Save link on the top navigation panel to save your
changes to the nonvolatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Clear Click Clear to reset the fields to the factory defaults.

Index This is the interface index number. Click on an index number to change the settings.

Interface This is the name of the IPvé interface you created.

IPvé Global This field displays the IPvé global address and prefix length for the interface.

Address/Prefix

Length

EUI-64 This shows whether the interface ID of the global address is generated using the EUI-64 format.

Select an entry’s check box to select a specific entfry. Otherwise, select the check box in the
table heading row to select all entries.

Delete Check the enftry(ies) that you want to remove and then click Delete to remove the selected
entry(ies) from the summary table.

Cancel Click Cancel to clear the check boxes.

8.10.7 IPv6 Neighbor Discovery Setup

Use this screen to configure neighbor discovery settings for each interface. Click the link next to IPvé Neighbor
Discovery Setup in the IPv6 Configuration screen to display the screen as shown next.

Figure 76 Basic Setting > IPvé > IPvé Configuration > IPvé Neighbor Discovery Setup

IPvé Neighbor Discovery Sefup IPvé Configuration

Interface VLANIT23 v

DAD Attempts ]

NS Inferval 1000 millise conds
Reachable Time 30000 milliseconds

WLANT23 1 1000 30000

The following table describes the labels in this screen.

Table 40 Basic Setting > IPvé > IPvé Configuration > IPvé Neighbor Discovery Setup
LABEL DESCRIPTION

Interface Select the IPvé interface you want to configure.

DAD Attempts | The Switch uses Duplicate Address Detection (DAD) with neighbor solicitation and advertisement
messages to check whether an IPvé address is already in use before assigning it to an interface,
such as the link-local address it creates through stateless address autoconfiguration.

Specify the number of consecutive neighbor solicitations (from 0 to 600) the Switch sends for this
interface. Enter 0 to turn off DAD.
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Table 40 Basic Setting > IPvé > IPvé Configuration > IPvé Neighbor Discovery Setup (confinued)

LABEL DESCRIPTION

NS Interval Specify the time interval (from 1000 fo 3600000 milliseconds) at which neighbor solicitations are re-
sent for this interface.

Reachable Specify how long (from 1000 to 3600000 milliseconds) a neighbor is considered reachable for this

Time interface.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the nonvolatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Clear Click Clear fo reset the fields to the factory defaults.

Index This is the interface index number. Click on an index number to change the settings.

Interface This is the name of the IPvé interface you created.

DAD Aftempts | This field displays the number of consecutive neighbor solicitations the Switch sends for this
interface.

NS Interval This field displays the time interval (in milliseconds) at which neighbor solicitations are re-sent for
this interface.

Reachable This field displays how long (in milliseconds) a neighbor is considered reachable for this interface.

Time

8.10.8 IPv6 Router Discovery Setup

Use this screen to configure router discovery seftings for each interface. Click the link next fo IPv6é Router Discovery

Setup in the IPv6 Configuration screen to display the screen as shown next.

Figure 77 Basic

Setting > IPvé > IPvé Configuration > IPvé Router Discovery Setup

Minimum Interval
Maximum Interval
Lifetime

Suppress

1 VLANT23

IP\ri Router Discovery Setup IPvé Configuration
Interface VLANITZ23 »
Managed Config Flag
Flags

Other Config Flag

200 seconds
400 seconds
1800 seconds

200 400 1800
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The following table describes the labels in this screen.

Table 41 Basic Setting > IPvé > IPvé Configuration > IPvé Router Discovery Setup

LABEL DESCRIPTION
Interface Select the IPvé interface you want to configure.
Flags Select the Managed Config Flag option to have the Switch set the "managed address

configuration” flag (the M flag) to 1 in IPvé router advertisements, which means IPvé hosts
use DHCPvé to obtain IPvé stateful addresses. Deselect the option to setf the flag to 0 and
the host will not use DHCPvé to obtain IPvé stateful addresses.

Select the Other Config Flag option to have the Switch set the "Other stateful
configuration” flag (the O flag) fo 1 in IPvé router advertisements, which means IPvé hosts
use DHCPvé to obtain additional configuration settings, such as DNS information. Deselect
the option to set the flag to 0 and the host will not use DHCPvé to obtain additional
configuration setftings.

Minimum Interval

Specify the minimum time interval (from 3 to 1350 seconds) at which the Switch sends
router advertisements for this interface.

Note: The minimum time interval cannot be greater than three-quarters of the
maximum time interval.

Maximum Interval

Specify the maximum time interval (from 4 to 1800 seconds) at which the Switch sends
router advertisements for this interface.

Lifetime Specify how long (from 0 to 000 seconds) the router in router advertisements can be used
as a default router for this interface.

Suppress Select this option to set the Switch to not send router advertisements and responses to
router solicitations on this interface.

Apply Click Apply to save your changes to the Switch'’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the fop navigation panel to
save your changes to the nonvolatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Clear Click Clear to reset the fields to the factory defaults.

Index This is the interface index number. Click on an index number to change the settings.

Interface This is the name of the IPvé interface you created.

Flags This field displays whether IPvé hosts use DHCPvé to obtain IPvé stateful addresses (M) and/

or additional configuration settings (O).

Minimum Interval

This field displays the minimum time interval at which the Switch sends router
advertisements for this interface.

Maximum Interval

This field displays the maximum fime interval at which the Switch sends router
advertisements for this interface.

Lifetime This field displays how long the router in router advertisements can be used as a default
router for this interface.
Suppress This field displays whether the Switch sends router advertisements and responses to router

solicitations on this interface (No) or not (Yes).

8.10.9 IPv6 Prefix Setup

Use this screen to configure the Switch's IPvé prefix list for each interface. Click the link next to IPv6 Prefix Setup in the

IPv6 Configuration screen to display the screen as shown next.
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Figure 78 Basic Setting > IPvé > IPvé Configuration > IPvé Prefix Setup

Interface
Prefix

Prefix Length
Valid Lifetime

Preferred Lifetime

Flags

v premcsetp |

IPvé Configuration
VLANIZ23 v
2592000 seconds
404800 seconds

No-Autoconfig Flag
No-Onlink Flag

No-Advertise Flag

The following table describes the labels in this screen.

Table 42 Basic Setting > IPvé > IPvé Configuration > IPvé Prefix Setup

LABEL DESCRIPTION
Interface Select the IPvé interface you want to configure.
Prefix Set the IPvé6 prefix that the Switch includes in router advertisements for this interface.

Prefix Length

Set the prefix length that the Switch includes in router advertisements for this interface.

Valid Lifetime

Specify how long (from 0 to 4294967295 seconds) the prefix is valid for on-link
determination.

Preferred Lifetime

Specify how long (from 0 to 4294967295 seconds) that addresses generated from the prefix
via stateless address autoconfiguration remain preferred.

The preferred lifetime cannot exceed the valid lifetime.

Flags Select No-Autoconfig Flag to not allow IPvé hosts to use this prefix for stateless address
autoconfiguration.
Select No-Onlink Flag to not allow the specified prefix to be used for on-link determination.
Select No-Advertise Flag fo set the Switch fo not include the specified IPvé prefix, prefix
length in router advertisements for this interface.

Add Click this to create a new entry or to update an existing one.
This saves your changes to the Switch's run-time memory. The Switch loses these changes if
it is turned off or loses power, so use the Save link on the tfop navigation panel to save your
changes to the nonvolatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Clear Click Clear to reset the fields to the factory defaults.

Index This is the interface index number. Click on an index number fo change the settings.

Interface This is the name of the IPvé interface you created.

Prefix/Prefix Length

This field displays the IPvé prefix and prefix length that the Switch includes in router
advertisements for this interface.

Valid Lifetime

This field displays the IPvé prefix valid lifetime.

Preferred Lifetime

This field displays the preferred lifetime of an IPvé address generated from the prefix.
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Table 42 Basic Setting > IPvé > IPvé Configuration > IPvé Prefix Setup (confinued)
LABEL DESCRIPTION

Delete Check the entry(ies) that you want to remove in the Delete column and then click Delete
fo remove the selected entry(ies) from the summary table.

Cancel Click Cancel to clear the Delete check boxes.

8.10.10 IPv6 Neighbor Setup

Use this screen to create a static IPvé neighbor entry in the Switch's IPvé neighbor table to store the neighbor
information permanently. Click the link next to IPv6 Neighbor Setup in the IPv6 Configuration screen to display the
screen as shown next.

Figure 79 Basic Setting > IPvé > IPvé Configuration > IPvé Neighbor Setup

[ | IPvé Neighbor Setup IPvé Configuration

Interface Type VLAN v

Interface ID
Neighbor Address

MAC

The following table describes the labels in this screen.

Table 43 Basic Setting > IPvé > IPvé Configuration > IPvé Neighbor Setup
LABEL DESCRIPTION

Interface Type | Select the type of IPvé interface for which you want to configure. The Switch supports the VLAN
interface type for IPvé at the time of writing.

Interface ID Specify a unique identification number (from 1 to 4094) for the interface.

A static IPvé neighbor entry displays in the Management > Neighbor Table screen only when the
interface ID is also created in the Basic Setup > Interface Setup screen.

To have IPvé function properly, you should configure a static VLAN with the same ID number in the
Advanced Application > VLAN screens.

Neighbor Specify the IPvé address of the neighboring device which can be reached through the interface.

Address

MAC Specify the MAC address of the neighboring device which can be reached through the
interface.

Add Click this to create a new entry or to update an existing one.

This saves your changes to the Switch's run-time memory. The Switch loses these changes if it is
turned off or loses power, so use the Save link on the top navigation panel to save your changes
to the nonvolatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.
Clear Click Clear to reset the fields to the factory defaults.
Index This is the interface index number. Click on an index number to change the settings.
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Table 43 Basic Setting > IPvé > IPvé Configuration > IPvé Neighbor Setup (continued)
LABEL DESCRIPTION

Interface This is the name of the IPvé interface you created.

Neighbor This field displays the IPvé address of the neighboring device which can be reached through the

Address inferface

MAC This field displays the MAC address of the neighboring device which can be reached through the
inferface.

Select an entry’s check box to select a specific entry. Otherwise, select the check box in the table
heading row fo select all entries.

Delete Check the entry(ies) that you want o remove and then click Delete to remove the selected
enfry(ies) from the summary table.

Cancel Click Cancel to clear the check boxes.

8.10.11 DHCPv6 Client Setup

Use this screen to configure the Switch’s DHCP settings when it is acting as a DHCPvé client. Click the link next to
DHCPv6 Client Setup in the IPv6 Configuration screen to display the screen as shown next.

Figure 80 Basic Setting > IPvé > IPvé Configuration > DHCPvé Client Setup

| | DHCPvé Client Setup IPvé Configuration

Interface VLANT23 v

IA Type [A-NA Rapid-Commit
DNS

Options °
Domain-List

Information Refresh Minimum 86400 seconds

1 LANT23 No No No No 86400
The following table describes the labels in this screen.
Table 44 Basic Setting > IPvé > IPvé Configuration > DHCPvé Client Setup
LABEL DESCRIPTION
Interface Select the IPvé interface you want to configure.
IA Type Select IA-NA to set the Switch to get a non-temporary IP address from the DHCPvé server for this
interface.

Optionally, you can also select Rapid-Commit to have the Switch send its DHCPvé Solicit message
with a Rapid Commit option to obtain information from the DHCPvé server by a rapid two-
message exchange. The Switch discards any Reply messages that do not include a Rapid
Commit option. The DHCPvVé server should also support the Rapid Commit option to have it work

well.
Options Select DNS to have the Switch obtain DNS server IPvé addresses and/or select Domain-List to
have the Switch obtain a list of domain names from the DHCP server.
Information Specify the time interval (from 600 to 4294967295 seconds) at which the Switch exchanges other
Refresh configuration information with a DHCPvé6 server again.
Minimum
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Table 44 Basic Setting > IPvé > IPvé Configuration > DHCPvé Client Setup

LABEL DESCRIPTION

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the nonvolatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Clear Click Clear to reset the fields to the factory defaults.

Index This is the interface index number. Click on an index number to change the settings.

Interface This is the name of the IPvé interface you created.

IA-NA This field displays whether the Switch obtains a non-temporary IP address from the DHCPv6 server.

Rapid-Commit | This field displays whether the Switch obtains information from the DHCPvé server by a rapid two-
message exchange.

DNS This field displays whether the Switch obtains DNS server IPvé addresses from the DHCPvé server.

Domain-List This field displays whether the Switch obtains a list of domain names from the DHCP server.

Information This field displays the time interval (in seconds) at which the Switch exchanges other configuration

Refresh information with a DHCPvé server again.

Minimum

8.11 DNS

DNS (Domain Name System) is for mapping a domain name to its corresponding IP address and vice versa. Use the

DNS screen to configure and view the default DNS servers on the Switch.

Figure 81 Basic Setting > DNS

a~]

Static Domain Name Server

Domain Name Server Table

ropy

DHCPv4

The following table describes the labels in this screen.

Table 45 Basic Setting > DNS

LABEL

DESCRIPTION

Static Domain Name Server

Preference

This is the priority of the DNS server address.

Server Address

Enter a domain name server IPv6/IPv4 address in order to be able to use a domain name
instead of an IP address.

Apply Click Apply to save your changes to the Switch's run-time memory. The Switch loses these
changes if it is furned off or loses power, so use the Save link on the top navigation panel to
save your changes to the nonvolatile memory when you are done configuring.

Cancel Click Cancel to reset the fields to your previous configuration.
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Table 45 Basic Setting > DNS (continued)
LABEL DESCRIPTION

Domain Name Server Table

Index This field displays priority of the DNS server address.
Server Address This field displays the IP address of the DNS server.
Source This field displays whether the DNS server address is configured manually (Static) or

obtained automatically using DHCPv4/DHCPvé (Dynamic).

8.12 Cloud Management

The Zyxel Nebula Control Center (NCC) is a cloud-based network management system that allows you to remotely
manage and monitor Zyxel Nebula APs, Ethernet switches and security gateways.

The Switch is managed and provisioned automatically by the NCC (Nebula Control Center) when:

* Itis connected to the Internet
¢ The Nebula Control Center Discovery feature is enabled

* It has been registered in the NCC.

This screen displays links fo Nebula Center Control Discovery where you can have the Switch search for the NCC
(Nebula Control Center) and to Nebula Switch Registration which has a QR code containing the Switch's serial
number and MAC address for handy registration of the Switch at NCC.

Click Basic Setting > Cloud Management in the navigation panel to display this screen.

Figure 82 Basic Setting > Cloud Management

Clouvd Management
Mebula Control Center Discovery Click Here
Mebula Switch Registration Click Hers

8.12.1 Nebula Center Control Discovery

Click Basic Setting > Cloud Management > Nebula Center Control Discovery to display this screen.

Figure 83 Basic Setting > Cloud Management > Nebula Center Control Discovery

Nebula Control Center Discovery Cloud Manogement

Active I

Select Active to turn on NCC discovery on the Switch. If the Switch has Internet access and has been registered in
the NCC, it will go into cloud management mode.

In cloud management mode, then NCC will first check if the firmware on the Switch needs to be upgraded. If it does,
the Switch will upgrade the firmware immediately. If the frmware doesn’t need to be upgraded, but there is newer
firmware available for the Switch, then it will be upgraded according to the firmware upgrade schedule for the
Switch on the NCC. Below is the process for upgrading firmware:
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1 Download firmware via the NCC

2 Upgrade the firmware and rebooft.

Note: While the Switch is rebooting, don'f turn off the power.

Clear Active to turn off NCC discovery on the Switch. The Switch will not discover the NCC and remain in standalone

mode. See Section 1.1.1 on page 20 for more information.

8.12.2 Nebula Switch Registration

Click Basic Setting > Cloud Management > Nebula Switch Registration to display this screen.

Figure 84 Basic Setting > Cloud Management > Nebula Switch Registration

Nebula Switch Registralio Cloud Management

Nebula Cloud Confroller is just few steps away! Use "Nebula Mobile" app from App store or
Google play store. Scan this QR code to register the Switch and you can start to enjoy the
&

power of Cloud Management.
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This screen has a QR code containing the Switch’s serial number and MAC address for handy NCC registration of the
Switch using the Nebula Mobile app. First, download the app from the Google Play store for Android devices or the

App Store for iOS devices and create an organization and site.
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CHAPTER 9
VLAN

9.1 Overview

This chapter shows you how fo configure 802.1Q tagged and port-based VLANs. The type of screen you
see here depends on the VLAN Type you selected in the Switch Setup screen.

9.1.1 What You Can Do

¢ Use the VLAN Status screen (Section 9.2 on page 110) to view and search all VLAN groups.

* Use the VLAN Detail screen (Section 9.2.1 on page 111) to view detailed port settings and status of the
VLAN group.

¢ Use the Static VLAN Setup screen (Section 9.4 on page 112) to configure and view 802.1Q VLAN
parameters for the Switch.

* Use the VLAN Port Setup screen (Section 9.5 on page 114) to configure the statfic VLAN (IEEE 802.1Q)
settings on a port.

¢ Use the Voice VLAN Setupscreen (Section 9.6 on page 116) to set up VLANs that allow you to group
voice traffic with defined priority and enable the switch port to carry the voice fraffic separately from
data fraffic to ensure the sound quality does not deteriorate.

¢ Use the Port-Based VLAN screen (Section 9.7 on page 118) to set up VLANs where the packet
forwarding decision is based on the destination MAC address and its associated port.

9.1.2 What You Need to Know

Read this section to know more about VLAN and how to configure the screens.

IEEE 802.1Q Tagged VLANSs

A tagged VLAN uses an explicit tag (VLAN ID) in the MAC header to identify the VLAN membership of a
frame across bridges - they are not confined to the switch on which they were created. The VLANs can
be created statically by hand or dynamically through GVRP. The VLAN ID associates a frame with a
specific VLAN and provides the information that switches need to process the frame across the network.
A tagged frame is four bytes longer than an untagged frame and contains two bytes of TPID (Tag
Protocol Identifier, residing within the type/length field of the Ethernet frame) and two bytes of TCI (Tag
Control Information, starts after the source address field of the Ethernet frame).

The CFI (Canonical Format Indicator) is a single-bit flag, always set to zero for Ethernet switches. If a
frame received at an Ethernet port has a CFl set to 1, then that frame should not be forwarded as it is to
an untagged port. The remaining twelve bits define the VLAN ID, giving a possible maximum number of
4,096 VLANs. Note that user priority and VLAN ID are independent of each other. A frame with VID
(VLAN Identifier) of null (0) is called a priority frame, meaning that only the priority level is significant and
the default VID of the ingress port is given as the VID of the frame. Of the 4096 possible VIDs, a VID of O is
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used to identify priority frames and value 4095 (FFF) is reserved, so the maximum possible VLAN
configurations are 4,094.

TPID User Priority CFl VLAN ID
2 Bytes | 3 Bifs 1 Bit 12 bits

Forwarding Tagged and Untagged Frames

Each port on the Switch is capable of passing tfagged or untagged frames. To forward a frame from an
802.1Q VLAN-aware switch to an 802.1Q VLAN-unaware switch, the Switch first decides where to
forward the frame and then strips off the VLAN tag. To forward a frame from an 802.1Q VLAN-unaware
switch to an 802.1Q VLAN-aware switch, the Switch first decides where to forward the frame, and then
inserts a VLAN tag reflecting the ingress port's default VID. The default PVID is VLAN 1 for all ports, but this
can be changed.

A broadcast frame (or a multicast frame for a multicast group that is known by the system) is duplicated
only on ports that are members of the VID (except the ingress port itself), thus confining the broadcast to
a specific domain.

9.1.2.1 Automatic VLAN Registration

GARP and GVRP are the protocols used to automatically register VLAN membership across switches.

GARP

GARP (Generic Attribute Registration Protocol) allows network switches to register and de-register
attribute values with other GARP participants within a bridged LAN. GARP is a protocol that provides a
generic mechanism for protocols that serve a more specific application, for example, GVRP.

GARP Timers

Switches join VLANs by making a declaration. A declaration is made by issuing a Join message using
GARP. Declarations are withdrawn by issuing a Leave message. A Leave All message terminates alll
registrations. GARP timers set declaration timeout values.

GVRP

GVRP (GARP VLAN Registration Protocol) is a registration protocol that defines a way for switches to
register necessary VLAN members on ports across the network. Enable this function to permit VLAN
groups beyond the local Switch.

Please refer to the following table for common IEEE 802.1Q VLAN terminology.

Table 46 |EEE 802.1Q VLAN Terminology

VLAN PARAMETER TERM DESCRIPTION
VLAN Type Permanent VLAN This is a static VLAN created manually.
Dynamic VLAN This is a VLAN configured by a GVRP registration/deregistration
process.
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Table 46 |EEE 802.1Q VLAN Terminology

continued)

VLAN PARAMETER

TERM

DESCRIPTION

VLAN Administrative
Control

Registration Fixed

Fixed registration ports are permanent VLAN members.

Registration
Forbidden

Ports with registration forbidden are forbidden fo join the specified
VLAN.

Normal Registration

Ports dynamically join a VLAN using GVRP.

VLAN Tag Control Tagged Ports belonging to the specified VLAN tag all outgoing frames
fransmitted.
Untagged Ports belonging to the specified VLAN don't tag all outgoing frames
fransmitted.
VLAN Port Port VID This is the VLAN ID assigned to untagged frames that this port

received.

Acceptable Frame
Type

You may choose to accept both tagged and untagged incoming
frames, just fagged incoming frames or just untagged incoming
frames on a port.

Ingress filtering

If set, the Switch discards incoming frames for VLANs that do not
have this port as a member

9.1.2.2 Port VLAN Trunking

Enable VLAN Trunking on a port to allow frames belonging fo unknown VLAN groups to pass through
that port. This is useful if you want to set up VLAN groups on end devices without having to configure the
same VLAN groups on intermediary devices.

Refer to the following figure. Suppose you want to create VLAN groups 1 and 2 (V1 and V2) on devices
A and B. Without VLAN Trunking, you must configure VLAN groups 1 and 2 on all intermediary switches C,
D and E; otherwise they will drop frames with unknown VLAN group tags. However, with VLAN Trunking
enabled on a port(s) in each infermediary switch you only need fo create VLAN groups in the end
devices (A and B). C, D and E automatically allow frames with VLAN group tags 1 and 2 (VLAN groups
that are unknown to those switches) to pass through their VLAN trunking port(s).

Figure 85 Port VLAN Trunking

vl V2 V1 V2
9.1.2.3 Select the VLAN Type
Select a VLAN type in the Basic Setting > Switch Setup screen.
Figure 86 Switch Setup > Select VLAN Type
® 80210
VLAN Type o
Port Based
MAC Address Leaming Aging Time 300 secq
RP Anina Time A rind Time 300 =Teis
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Static VLAN
Use a static VLAN

* sentto a VLAN
* sent to a group

¢ blocked from a

to decide whether an incoming frame on a port should be

group as normal depending on its VLAN fag.
whether it has a VLAN tag or not.
VLAN group regardless of its VLAN tag.

You can also tag all outgoing frames (that were previously untagged) from a port with the specified

VID.

9.2 VLAN Status

Use this screen to view and search all VLAN groups. Click Advanced Application > VLAN from the
navigation panel to display the VLAN Status screen as shown next.

Figure 87 Advanced Application > VLAN: VLAN Status

VLAN Search by VID

Ik =

Change Pages

The Number of VLAN: 2.

2:53:10 Static
2:53:10 Static

r

The following table describes the labels in this screen.

Table 47 Advanced Application > VLAN: VLAN Status

LABEL DESCRIPTION
VLAN Search by | Enter an existing VLAN ID number(s) (separated by a comma) and click Search to display only
VID the specified VLAN(s) in the list below.

Leave this field blank and click Search to display all VLANs configured on the Switch.

The Number of
VLAN

This is the number of VLANs configured on the Switch.

The Number of
Search Results

This is the number of VLANs that match the searching criteria and display in the list below.

This field displays only when you use the Search button to look for certain VLANSs.

Index

This is the VLAN index number. Click on an index number to view more VLAN details.

VID

This is the VLAN identification number that was configured in the Static VLAN screen.
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Table 47 Advanced Application > VLAN: VLAN Status (continued)

LABEL DESCRIPTION

Elapsed Time This field shows how long it has been since a normal VLAN was registered or a static VLAN was
set up.

Status This field shows how this VLAN was added to the Switch.

Dynamic: using GVRP
Static: added as a permanent entry

Voice: manually added as a Voice VLAN

Change Pages Click Previous or Next to show the previous/next screen if all status information cannot be seenin
one screen.

9.2.1 VLAN Detall

Use this screen to view detailed port settings and status of the VLAN group. Click on an index number in
the VLAN Status screen to display VLAN details.

Figure 88 Advanced Application > VLAN > VLAN Detail

Port Number
o —- | Elapsed
VID 2| 4|6 (8|10/12(14|16(18(20|22(24|26|28|30|32|34(36|38 (40|42 |44 (46|48|50|52 Time Status
113|579 ([11]13|15(17]19|21[23|25(27|29|31(33|35|37(32|41|43|45|47 49|51
2 —4+—+—t+—++t++t+r+—r1+r1+r1Tr1+r1Tr—1+TT1TTT1T 2:56:37 | Static

The following table describes the labels in this screen.

Table 48 Advanced Application > VLAN > VLAN Detail

LABEL DESCRIPTION

VLAN Status Click this to go to the VLAN Status screen.

VID This is the VLAN identfification number that was configured in the Static VLAN screen.

Port Number This column displays the ports that are participating in a VLAN. A tagged port is marked as T, an
untagged port is marked as U and ports not participating in a VLAN are marked as “-".

Elapsed Time This field shows how long it has been since a normal VLAN was registered or a static VLAN was
set up.

Status This field shows how this VLAN was added to the Switch.

Dynamic: using GVRP

Static: added as a permanent entry

Voice: manually added as a Voice VLAN

9.3 VLAN Configuration

Use this screen to view [EEE 802.1Q VLAN parameters for the Switch. Click Advanced Application > VLAN
> VLAN Configuration to see the following screen.
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Figure 89 Advanced Application > VLAN > VLAN Configuration

| [VLAN Configuration VLAN Stetus
Static VLAN Setup Click Here
VLAN Port Setup Click Here
Voice VLAN Setup Click Here

The following table describes the labels in the above screen.

Table 49 Advanced Application > VLAN > VLAN Configuration

LABEL DESCRIPTION

Static VLAN Setup Click Click Here to configure the Static VLAN for the Switch.
VLAN Port Setup Click Click Here to configure the VLAN Port for the Switch.
Voice VLAN Setup Click Click Here to configure the Voice VLAN for the Switch.

9.4 Configure a Static VLAN

Use this screen to configure a static VLAN for the Switch. Click the Static VLAN Setup link in the VLAN
Configuration screen to display the screen as shown next.
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Figure 90 Advanced Application > VLAN > VLAN Configuration > Statfic VLAN Setup

| [staficviAN | VLAN Configuration

ACTIVE

Name

VLAN Group ID
* Normal v ¥ Tx Tagging
1 ® Normal Fixed Forbidden ¥ Tx Tagging
2 & MNormal Fixed Forbidden # Tx Tagging
3 ® Normal Fixed Forbidden ¥ TxTagging
4 ® MNormal Fixed Forbidden ¥ TxTagging
3 ® Normal Fixed Forbidden ¥ Tx Tagging
é & MNormal Fixed Forbidden ¥ TxTagging
7 ® Normal Fixed Forbidden ¥ Tx Tagging
8 ® MNormal Fixed Forbidden ¥ TxTagging
9 & Normal Fixed Forbidden # TxTagging
10 ® Normal Fixed Forbidden ¥ Tx Tagging
11 & Normal Fixed Forbidden ¥ Tx Tagging
12 ® Normal Fixed Forbidden ¥ Tx Tagging
13 & Normal Fixed Forbidden # Tx Tagging
14 ® MNormal Fixed Forbidden ) Tx Tagging
46 & Normal Fixed Forbidden ¥ Tx Tagging
47 ® MNormal Fixed Forbidden ¥ Tx Tagging
48 e Eod~Nde *

xe Tx @]
50 ® Normal Fixed Forbidden # Tx Tagging
51 ® Normal Fixed Forbidden ¥ Tx Tagging
52 ® Normal Fixed Forbidden ¥ Tx Tagging
1 Yes 1
100 Yes Test

The following table describes the related labels in this screen.

Table 50 Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup

LABEL DESCRIPTION

ACTIVE Select this check box to activate the VLAN settings.

to 64 printable characters. Spaces are allowed.

Name Enter a descripfive name for the VLAN group for identification purposes. This name consists of up

VLAN Group ID Enter the VLAN ID for this static entry; the valid range is between 1 and 4094.

represents the slot and the second the port number.

Port The port number identifies the port you are configuring. In stacking mode, the first number

* Settings in this row apply to all ports.

the common settings and then make adjustments on a port-by-port basis.

Use this row only if you want to make some settings the same for all ports. Use this row first to set

Note: Changes in this row are copied to all the ports as soon as you make them.
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Table 50

Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup (continued)

LABEL

DESCRIPTION

Control

Select Normal for the port to dynamically join this VLAN group using GVRP. This is the default
selection.

Select Fixed for the port fo be a permanent member of this VLAN group.

Select Forbidden if you want to prohibit the port from joining this VLAN group.

Tagging

Select TX Tagging if you want the port to tag all outgoing frames transmitted with this VLAN
Group ID.

Add

Click Add to save your changes to the Switch's run-time memory. The Switch loses these
changes if it is furned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Cancel

Click Cancel to change the fields back to their last saved values.

Clear

Click Clear to start configuring the screen again.

VID

This field displays the ID number of the VLAN group. Click the number to edit the VLAN settings.

Active

This field indicates whether the VLAN settings are enabled (Yes) or disabled (No).

Name

This field displays the descriptive name for this VLAN group.

Select an entry’s check box to select a specific entry. Otherwise, select the check box in the
table heading row to select all entries.

Delete

Click Delete to remove the selected entry from the summary table.

Cancel

Click Cancel to clear the check boxes.

9.5 Configure VLAN Port Setting

Use the VLAN Port Setup screen to configure the statfic VLAN (IEEE 802.1Q) settings on a port. Click the
VLAN Port Setup link in the VLAN Configuration screen.
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Figure 91 Advanced Application > VLAN > VLAN Configuration > VLAN Port Setup

-m VLAN Configuration
GVRP
* Al v
1 1 Al v
2 1 Al v
3 1 Al v
4 1 Al v
5 1 Al v
6 1 Al v
7 1 Al v
8 1 Al v
? 1 Al v
10 1 Al v
1 1 Al v
12 1 Al v
\13/\1/\/\/'\/\/\
— T .
49 1 Al v
50 1 Al v
51 1 Al v
52 1 Al v

The following table describes the labels in this screen.

Table 51 Advanced Application > VLAN > VLAN Configuration> VLAN Port Setup

LABEL DESCRIPTION

GVRP GVRP (GARP VLAN Registration Protocol) is a registration protocol that defines a way for
switches to register necessary VLAN members on ports across the network.
Select this check box to permit VLAN groups beyond the local Switch.

Port This field displays the port number.

Settings in this row apply to all ports.

Use this row only if you want to make some settings the same for all ports. Use this row first fo set
the common settings and then make adjustments on a port-by-port basis.

Note: Changes in this row are copied to all the ports as soon as you make them.

Ingress Check

If this check box is selected, the Switch discards incoming frames on a port for VLANs that do
not include this port in its member sef.

Clear this check box to disable ingress filtering.

PVID A PVID (Port VLAN ID) is a tag that adds to incoming untagged frames received on a port so
that the frames are forwarded to the VLAN group that the tag defines.
Enter a number between 1and 4094 as the port VLAN ID.

GVRP Select this check box to allow GVRP on this port.
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Table 51 Advanced Application > VLAN > VLAN Configuration> VLAN Port Setup

LABEL DESCRIPTION
Acceptable Specify the type of frames allowed on a port. Choices are All, Tag Only and Untag Only.
Frame Type

Select All from the drop-down list box to accept all untagged or tagged frames on this port.
This is the defaultf setfing.

Select Tag Only to accept only tfagged frames on this port. All untagged frames will be

dropped.
Select Untag Only to accept only untagged frames on this port. All tagged frames will be
dropped.

VLAN Trunking Enable VLAN Trunking on ports connected to other switches or routers (but not ports directly
connected to end users) to allow frames belonging to unknown VLAN groups to pass through
the Switch.

Isolation Select this to allows this port to communicate only with the CPU management port and the

ports on which the isolation feature is not enabled.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is furned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

9.6 Voice VLAN Setup

Voice VLAN ensures that the sound quality of an IP phone is preserved from deteriorating when the data
traffic on the Switch ports is high. It groups the voice traffic with defined priority into an assigned VLAN
which enabiles the separation of voice and data traffic coming onto the Switch port.

You can set priority level o the Voice VLAN and add MAC address of IP phones from specific
manufacturers by using its ID from the Organizationally Unique Identfifiers (OUI).

Click the Voice VLAN Setup link in the VLAN Configuration screen to display the configuration screen as
shown.
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Figure 92 Advanced Application > VLAN > VLAN Configuration > Voice VLAN Setup

VLAN Configuration

Voice VLAN Global Setup

Voice VLAN

Priority

Voice VLAN OUI Setup

QOUl address
OUl mask

Description

® Disable

v

The following table describes the fields in the above screen.

Table 52 Advanced Application > VLAN > VLAN Configuration > Voice VLAN Setup

LABEL DESCRIPTION

Voice VLAN Global Setup

Voice VLAN Click the Voice VLAN radio button if you want to enable the Voice VLAN feature. Type a
VLAN ID number in the box next to the radio button that is associated with the Voice
VLAN. Click Disable radio button if you do not want to enable the Voice VLAN feature.

Priority Select the priority level of the Voice VLAN from 0 to 7. Default setting is 5.The higher the
numeric value you assign, the higher the priority for this Voice VLAN.

Apply Click Apply to save your changes to the Switch'’s run-time memory. The Switch loses these
changes if it is furned off or loses power, so use the Save link on the top navigation panel
fo save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Clear Click Clear fo reset the fields to default settings.

Voice VLAN OUI Setup

OUI address Type the IP Phone manufacturer's OUI MAC address. The first three byes is the
manufacturer identifier, the last three bytes is a unique station ID.

OUIl mask Type the IP Phone manufacturer's OUI mask address.

Description Type an description up to 32 characters for the Voice VLAN device. For example:
Siemens.

Add Click Add to save your changes o the Switch'’s run-tfime memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel
to save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Index This field displays the index number of the Voice VLAN.

OUl address This field displays the OUI address of the Voice VLAN.

OUI mask This field displays the OUI mask address of the Voice VLAN.

Description This field displays the description of the Voice VLAN with OUI address.
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Table 52 Advanced Application > VLAN > VLAN Configuratfion > Voice VLAN Setup

LABEL DESCRIPTION

Select an entry’s check box to select a specific entry. Otherwise, select the check boxin
the table heading row to select all entries.

Delete Click Delete to remove the selected entry from the summary table.

Cancel Click Cancel to clear the check boxes.

9.7 Port-Based VLAN Setup

Port-based VLANs are VLANs where the packet forwarding decision is based on the destination MAC
address and its associated port.

Port-based VLANs require allowed outgoing ports to be defined for each port. Therefore, if you wish to
allow two subscriber ports to talk fo each other, for example, between conference rooms in a hotel, you
must define the egress (an egress port is an outgoing port, that is, a port through which a data packet
leaves) for both ports.

Port-based VLANs are specific only fo the Switch on which they were created.

Note: When you activate port-based VLAN, the Switch uses a default VLAN ID of 1. You
cannotf change it.

Note: In screens (such as IP Setup and Filtering) that require a VID, you must enter 1 as the VID.

The port-based VLAN setup screen is shown next. The CPU management port forms a VLAN with alll
Ethernet ports.

9.7.1 Configure a Port-Based VLAN

Select Port Based as the VLAN Type in the Basic Setting > Switch Setup screen and then click Advanced
Application > VLAN from the navigation panel to display the next screen.

XGS1930 Series User's Guide
118



Chapter 9 VLAN

Figure 93 Advanced Application > VLAN: Port Based VLAN Setup (All Connected)
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Figure 94 Advanced Application > VLAN: Port Based VLAN Setup (Port Isolation)
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The following table describes the labels in this screen.

Table 53 Advanced Application > VLAN: Port Based VLAN Setup

label

Description

Setting Wizard

Choose All connected or Port isolation.

All connected means all ports can communicate with each other, that is, there are no virtual
LANs. Allincoming and outgoing ports are selected. This option is the most flexible but also the
least secure.

Port isolation means that each port can only communicate with the CPU management port and
cannot communicate with each other. Allincoming ports are selected while only the CPU
outgoing port is selected. This option is the most limiting but also the most secure.

After you make your selection, click Apply (fop right of screen) to display the screens as
mentioned above. You can still customize these settings by adding/deleting incoming or
outgoing ports, but you must also click Apply at the bottom of the screen.

Incoming

These are the ingress ports; an ingress port is an incoming port, that is, a port through which a data
packet enters. If you wish to allow two subscriber ports to talk to each other, you must define the
ingress port for both ports. The numbers in the top row denote the incoming port for the
corresponding port listed on the left (its outgoing port). CPU refers to the Switch management
port. By default it forms a VLAN with all Ethernet ports. If it does not form a VLAN with a particular
port then the Switch cannot be managed from that port.
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Table 53 Advanced Application > VLAN: Port Based VLAN Setup (continued)

label Description

Outgoing These are the egress ports; an egress port is an outgoing port, that is, a port through which a data
packet leaves. If you wish to allow two subscriber ports to talk to each other, you must define the
egress port for both ports. CPU refers to the Switch management port. By default it forms a VLAN
with all Ethernet ports. If it does not form a VLAN with a particular port then the Switch cannot be
managed from that port.

Apply Click Apply to save your changes to the Switch's run-time memory. The Switch loses these
changes if it is furned off or loses power, so use the Save link on the top navigation panel to save
your changes fo the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.
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CHAPTER 10
Static MAC Forward Setup

10.1 Overview

This chapter discusses how to configure forwarding rules based on MAC addresses of devices on your
network.

Use these screens to configure static MAC address forwarding.

10.1.1 What You Can Do

Use the Static MAC Forwarding screen (Section 10.2 on page 122) to assign static MAC addresses for a
port.

10.2 Configuring Static MAC Forwarding

A static MAC address is an address that has been manually entered in the MAC address table. Static
MAC addresses do not age out. When you set up static MAC address rules, you are setting static MAC
addresses for a port. This may reduce the need for broadcasting.

Static MAC address forwarding together with port security allow only computers in the MAC address
table on a port to access the Switch. See Chapter 19 on page 170 for more information on port security.

Click Advanced Application > Static MAC Forwarding in the navigation panel to display the
configuration screen as shown.
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Figure 95 Advanced Application > Static MAC Forwarding
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The following table describes the labels in this screen.

Table 54 Advanced Application > Static MAC Forwarding

LABEL DESCRIPTION

Active Select this check box to activate your rule. You may temporarily deactivate a rule without
deleting it by clearing this check box.

Name Enter a descriptive name for identification purposes for this static MAC address forwarding rule.

MAC Address

Enter the MAC address in valid MAC address format, that is, six hexadecimal character pairs.

Note: Stafic MAC addresses do not age out.

VID Enter the VLAN identification number.

Port Enter the port where the MAC address entered in the previous field will be automatically
forwarded.

Add Click Add to save your rule to the Switch's run-time memory. The Switch loses this rule if it is turned
off or loses power, so use the Save link on the top navigation panel to save your changes to the
non-volatile memory when you are done configuring.

Cancel Click Cancel to reset the fields to their last saved values.

Clear Click Clear to begin configuring this screen afresh.

Index Click an index number to modify a static MAC address rule for a port.

Active This field displays whether this static MAC address forwarding rule is active (Yes) or not (No). You
may temporarily deactivate a rule without deleting it.

Name This field displays the descriptive name for identification purposes for this static MAC address-
forwarding rule.

MAC Address | This field displays the MAC address that will be forwarded and the VLAN identification number to
which the MAC address belongs.

VID This field displays the ID number of the VLAN group.

Port This field displays the port where the MAC address shown in the next field will be forwarded.
Select an entry’s check box to select a specific entry. Otherwise, select the check box in the table
heading row to select all entries.

Delete Click Delete to remove the selected enfry from the summary table.

Cancel Click Cancel to clear the check boxes.
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CHAPTER 11
Static Multicast Forwarding

11.1 Static Multicast Forward Setup Overview

This chapter discusses how to configure forwarding rules based on multicast MAC addresses of devices
on your network.

Use these screens to configure static multicast address forwarding.

11.1.1 What You Can Do

Use the Static Multicast Forwarding screen (Section 11.2 on page 125) to configure rules to forward
specific multicast frames, such as sfreaming or control frames, to specific port(s).

11.1.2 What You Need To Know

A multicast MAC address is the MAC address of a member of a multicast group. A static multicast
address is a multicast MAC address that has been manually entered in the multicast table. Static
multicast addresses do not age out. Static multicast forwarding allows you (the administrator) to forward
multicast frames to a member without the member having to join the group first.

If a multicast group has no members, then the switch will either flood the multicast frames to all ports or
drop them. Figure 96 on page 124 shows such unknown multicast frames flooded to all ports. With static
multicast forwarding, you can forward these multicasts to port(s) within a VLAN group. Figure 97 on
page 125 shows frames being forwarded to devices connected to port 3. Figure 98 on page 125 shows
frames being forwarded fo ports 2 and 3 within VLAN group 4.

Figure 96 No Static Multicast Forwarding
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Figure 97 Static Multicast Forwarding to A Single Port

11.2 Configuring Static Multicast Forwarding

Use this screen to configure rules to forward specific multicast frames, such as streaming or control
frames, to specific port(s).

Click Advanced Application > Static Multicast Forwarding fo display the configuration screen as shown.
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Figure 99 Advanced Application > Static Multicast Forwarding
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The following table describes the labels in this screen.

Table 55 Advanced Application > Static Multicast Forwarding

LABEL DESCRIPTION

Active Select this check box to activate your rule. You may temporarily deactivate a rule without
deleting it by clearing this check box.

Name Type a descriptive name (up to 32 printable ASCII characters) for this static multicast MAC

address forwarding rule. This is for identification only.

MAC Address

Enter a multicast MAC address which identifies the multicast group. The last binary bit of the first
octet pairin a multicast MAC address must be 1. For example, the first octet pair 00000001 is 01
and 00000011 is 03 in hexadecimal, so 01:00:5e:00:00:0A and 03:00:5e:00:00:27 are valid multicast
MAC addresses.

VID You can forward frames with matching destination MAC address to port(s) within a VLAN group.
Enter the ID that identifies the VLAN group here. If you don't have a specific target VLAN, enter 1.

Port Enter the port(s) where frames with destination MAC address that matched the entry above are
forwarded. You can enter multiple ports separated by (no space) comma (,) or hyphen (-). For
example, enter “3-5" for ports 3, 4, and 5. Enter “3,5,7" for ports 3, 5, and 7.

Add Click Add fo save your rule to the Switch's run-time memory. The Switch loses this rule if it is furned
off or loses power, so use the Save link on the top navigation panel to save your changes to the
non-volatile memory when you are done configuring.

Cancel Click Cancel to reset the fields to their last saved values.

Clear Click Clear to begin configuring this screen afresh.

Index Click an index number to modify a static multicast MAC address rule for port(s).

Active This field displays whether a static multicast MAC address forwarding rule is active (Yes) or not
(No). You may temporarily deactivate a rule without deleting it.

Name This field displays the descriptive name for identification purposes for a static multicast MAC

address-forwarding rule.

MAC Address

This field displays the multicast MAC address that identifies a multicast group.

VID

This field displays the ID number of a VLAN group to which frames containing the specified
multicast MAC address will be forwarded.

Port

This field displays the port(s) within a identified VLAN group to which frames containing the
specified multicast MAC address will be forwarded.

Select an entry’s check box o select a specific entry. Otherwise, select the check box in the
table heading row to select all entries.
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Table 55 Advanced Application > Static Multicast Forwarding (continued)

LABEL DESCRIPTION
Delete Click Delete to remove the selected entry from the summary table.
Cancel Click Cancel to clear the check boxes.
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CHAPTER 12
Filtering

12.1 Filtering Overview

This chapter discusses MAC address port filtering.

Filtering means sifting traffic going through the Switch based on the source and/or destination MAC
addresses and VLAN group (ID).

12.1.1 What You Can Do

Use the Filtering screen (Section 12.2 on page 128) to create rules for fraffic going through the Switch.

12.2 Configure a Filtering Rule

Use this screen to create rules for traffic going through the Switch. Click Advanced Application > Filtering
in the navigation panel to display the screen as shown next.

Figure 100 Advanced Application > Filtering
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The following table describes the related labels in this screen.

Table 56 Advanced Application > Filtering

LABEL DESCRIPTION

Active Make sure to select this check box to activate your rule. You may temporarily deactivate a rule
without deleting it by deselecting this check box.

Name Type a descriptive name (up to 32 printable ASCII characters) for this rule. This is for identification
only.

Action Select Discard source to drop the frames from the source MAC address (specified in the MAC field).
The Switch can sfill send frames to the MAC address.

Select Discard destination to drop the frames to the destination MAC address (specified in the MAC
address). The Switch can still receive frames originating from the MAC address.

Select Discard source and Discard destination fo block traffic to/from the MAC address specified in
the MAC field.

MAC Type a MAC address in valid MAC address format, that is, six hexadecimal character pairs.

VID Type the VLAN group identification number.

Add Click Add to save your changes to the Switch's run-time memory. The Switch loses these changes if
it is furned off or loses power, so use the Save link on the top navigation panel fo save your changes
to the non-volatile memory when you are done configuring.

Cancel Click Cancel to reset the fields to your previous configuration.

Clear Click Clear to clear the fields to the factory defaults.

Index This field displays the index number of the rule. Click an index number fo change the settings.

Active This field displays Yes when the rule is activated and No when is it deactivated.

Name This field displays the descriptive name for this rule. This is for identification purpose only.

MAC Address | This field displays the source/destination MAC address with the VLAN identification number to
which the MAC address belongs.

VID This field displays the VLAN group identification number.

Action This field displays Discard source, Discard destination, or Discard both depending on what you
configured above.

Select an entry’s check box to select a specific entry. Otherwise, select the check box in the table
heading row to select all entries.

Delete Check the rule(s) that you want to remove and then click the Delete button.

Cancel Click Cancel to clear the selected checkbox(es).
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CHAPTER 13
Spanning Tree Protocol

13.1 Spanning Tree Protocol Overview

The Switch supports Spanning Tree Protocol (STP), Rapid Spanning Tree Protocol (RSTP) and Multiple
Spanning Tree Protocol (MSTP) as defined in the following standards.

» |EEE 802.1D Spanning Tree Protocol
¢ |EEE 802.1w Rapid Spanning Tree Protocol
* |EEE 802.1s Multiple Spanning Tree Protocol

The Switch also allows you to set up multiple STP configurations (or frees). Ports can then be assigned to
the trees.

13.1.1 What You Can Do
* Use the Spanning Tree Protocol Status screen (Section 13.2 on page 132) to view the STP status in the
different STP modes (RSTP, MRSTP or MSTP) you can configure on the Switch.

¢ Use the Spanning Tree Configuration screen (Section 13.3 on page 133) to activate one of the STP
modes on the Switch.

* Use the Rapid Spanning Tree Protocol screen (Section 13.4 on page 133) to configure RSTP settings.
¢ Use the Rapid Spanning Tree Protocol Status screen (Section 13.5 on page 135) to view the RSTP status.
* Use the Multiple Spanning Tree Protocol screen (Section 13.6 on page 137) to configure MSTP.

* Use the Multiple Spanning Tree Protocol Status screen (Section 13.7 on page 142) to view the MSTP
status.

13.1.2 What You Need to Know

Read on for concepts on STP that can help you configure the screens in this chapter.

(Rapid) Spanning Tree Protocol

(R)STP detects and breaks network loops and provides backup links between switches, bridges or
routers. It allows a switch to interact with other (R)STP -compliant switches in your network to ensure that
only one path exists between any two stations on the network.

The Switch uses IEEE 802.1w RSTP (Rapid Spanning Tree Protocol) that allows faster convergence of the
spanning tree than STP (while also being backwards compatible with STP-only aware bridges). In RSTP,
topology change information is directly propagated throughout the network from the device that
generates the topology change. In STP, a longer delay is required as the device that causes a topology
change first notifies the root bridge that then notifies the network. Both RSTP and STP flush unwanted
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learned addresses from the filtering database. In RSTP, the port states are Discarding, Learning, and
Forwarding.

Note: In this user’'s guide, “STP" refers to both STP and RSTP.

STP Terminology

The root bridge is the base of the spanning tfree.

Path cost is the cost of fransmitting a frame onto a LAN through that port. The recommended cost is
assigned according to the speed of the link to which a port is attached. The slower the media, the
higher the cost.

Table 57 STP Path Costs

LINK SPEED RECOMMENDED VALUE RECOMMENDED RANGE ALLOWED RANGE
Path Cost | 4Mbps 250 100 to 1000 1 to 65535
Path Cost | 10Mbps 100 50 to 600 1 to 65535
Path Cost | 16Mbps 62 40 to 400 1 to 65535
Path Cost | 100Mbps 19 10 to 60 1 to 65535
Path Cost | 1Gbps 4 3to 10 1 to 65535
Path Cost | 10Gbps 2 1to5 1 fo 65535

On each bridge, the root port is the port through which this bridge communicates with the roof. It is the
port on this switch with the lowest path cost to the root (the root path cost). If there is no root port, then
this switch has been accepted as the root bridge of the spanning free network.

For each LAN segment, a designated bridge is selected. This bridge has the lowest cost to the root
among the bridges connected to the LAN.

How STP Works

After a bridge determines the lowest cost-spanning tree with STP, it enables the root port and the ports
that are the designated ports for connected LANs, and disables all other ports that participate in STP.
Network packets are therefore only forwarded between enabled ports, eliminating any possible
network loops.

STP-aware switches exchange Bridge Protocol Data Units (BPDUs) periodically. When the bridged LAN
topology changes, a new spanning free is constructed.

Once a stable network topology has been established, all bridges listen for Hello BPDUs (Bridge Protocol
Data Units) transmitted from the rooft bridge. If a bridge does not get a Hello BPDU after a predefined
interval (Max Age). the bridge assumes that the link to the root bridge is down. This bridge then initiates
negotiations with other bridges to reconfigure the network to re-establish a valid network topology.

XGS1930 Series User's Guide
131



Chapter 13 Spanning Tree Protocol

STP Port States

STP assigns five port states to eliminate packet looping. A bridge port is not allowed to go directly from
blocking state to forwarding state so as to eliminate tfransient loops.

Table 58 STP Port States

PORT STATE DESCRIPTION

Disabled STP is disabled (default).
Blocking Only configuration and management BPDUs are received and processed.
Listening All BPDUs are received and processed.

Note: The listening state does not exist in RSTP.

Learning All BPDUs are received and processed. Information frames are submitted o the learning process
but not forwarded.
Forwarding All BPDUs are received and processed. All information frames are received and forwarded.
Multiple STP

Mulfiple Spanning Tree Protocol (IEEE 802.1s) is backward compatible with STP/RSTP and addresses the
limitations of existing spanning free protocols (STP and RSTP) in networks fo include the following
features:

* One Common and Infernal Spanning Tree (CIST) that represents the entire network’s connectivity.

* Grouping of multiple bridges (or switching devices) intfo regions that appear as one single bridge on
the network.

* A VLAN can be mapped to a specific Multiple Spanning Tree Instance (MSTI). MSTI allows multiple
VLANSs fo use the same spanning free.

* Load-balancing is possible as traffic from different VLANs can use distinct paths in a region.

13.2 Spanning Tree Protocol Status Screen

The Spanning Tree Protocol status screen changes depending on what standard you choose to
implement on your network. Click Advanced Application > Spanning Tree Protocol to see the screen as
shown.

Figure 101 Advanced Application > Spanning Tree Protocol

| | spanning Tree Protocol Status Configuration RSTP MSTP

Spanning Tree Protocel: RSTP

Bridge Root Qur Bridge

Bridge ID 0000-000000000000 0000-000000000000
Hello Time (second) 0 0

Max Age (second) 0 0

Forwarding Delay (second) 0 0

Cost to Bridge 0

Port ID 0X0000

Topology Changed Times 0

Time Since Last Change 0:00:00
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This screen differs depending on which STP mode (RSTP or MSTP) you configure on the Switch. This screen
is described in detail in the section that follows the configuration section for each STP mode. Click
Configuration to activate one of the STP standards on the Switch.

13.3 Spanning Tree Configuration

Use the Spanning Tree Configuration screen to activate one of the STP modes on the Switch. Click
Configuration in the Advanced Application > Spanning Tree Protocol.

Figure 102 Advanced Application > Spanning Tree Protocol > Configuration

- Spanning Tree Configuration Status

Spanning Tree Mode

® Rapid Spanning Tree
Multiple Spanning Tree

The following table describes the labels in this screen.

Table 59 Advanced Application > Spanning Tree Protocol > Configuration

LABEL DESCRIPTION

Spanning Tree You can activate one of the STP modes on the Switch.

Mode
Select Rapid Spanning Tree or Multiple Spanning Tree. See Section 13.1 on page 130 for
background information on STP.

Apply Click Apply to save your changes fo the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

13.4 Configure Rapid Spanning Tree Protocol

Use this screen to configure RSTP settings, see Section 13.1 on page 130 for more information on RSTP.
Click RSTP in the Advanced Application > Spanning Tree Protocol screen.
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Figure 103 Advanced Application > Spanning Tree Protocol > RSTP
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The following table describes the labels in this screen.

Table 60 Advanced Application > Spanning Tree Protocol > RSTP

LABEL DESCRIPTION
Status Click Status to display the RSTP Status screen (see Figure 104 on page 136).
Active Select this check box to activate RSTP. Clear this checkbox to disable RSTP.

Note: You must also activate Rapid Spanning Tree in the Advanced Application >
Spanning Tree Protocol > Configuration screen to enable RSTP on the Switch.

Bridge Priority

Bridge priority is used in determining the root switch, root port and designated port. The switch
with the highest priority (lowest numeric value) becomes the STP root switch. If all switches
have the same priority, the switch with the lowest MAC address will then become the root
switch. Select a value from the drop-down list box.

The lower the numeric value you assign, the higher the priority for this bridge.

Bridge Priority determines the root bridge, which in furn determines Hello Time, Max Age and
Forwarding Delay.

Hello Time

This is the time interval in seconds between BPDU (Bridge Protocol Data Units) configuration
message generations by the root switch. The allowed range is 1 to 10 seconds.
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Table 60 Advanced Application > Spanning Tree Protocol > RSTP (continued)

LABEL

DESCRIPTION

Max Age

This is the maximum time (in seconds) the Switch can wait without receiving a BPDU before
attempting to reconfigure. All Switch ports (except for designated ports) should receive BPDUs
at regular intervals. Any port that ages out STP information (provided in the last BPDU)
becomes the designated port for the attached LAN. If it is a root port, a new root port is
selected from among the Switch ports attached to the network. The allowed range is 6 to 40
seconds.

Forwarding Delay

This is the maximum time (in seconds) the Switch will wait before changing states. This delay is
required because every switch must receive information about topology changes before it
starts fo forward frames. In addition, each port needs time fo listen for conflicting information
that would make it return to a blocking state; otherwise, temporary data loops might result.
The allowed range is 4 to 30 seconds.

As a general rule:

Note: 2 * (Forward Delay - 1) >= Max Age >= 2 * (Hello Time + 1)

Port

This field displays the port number. * means all ports.

Settings in this row apply to all ports.

Use this row only if you want to make some settings the same for all ports. Use this row first to set
the common settings and then make adjustments on a port-by-port basis.

Note: Changes in this row are copied to all the ports as soon as you make them.

Active

Select this check box to activate RSTP on this port.

Edge

Select this check box to configure a port as an edge port when it is directly attached to a
computer. An edge port changes its initial STP port state from blocking state to forwarding
state immediately without going through listening and learning states right after the port is
configured as an edge port or when its link status changes.

Note: An edge port becomes a non-edge port as soon as it receives a Bridge
Protocol Data Unit (BPDU).

Priority

Configure the priority for each port here.

Priority decides which port should be disabled when more than one port forms a loop in a
switch. Ports with a higher priority numeric value are disabled first. The allowed range is
between 0 and 255 and the default value is 128.

Path Cost

Path cost is the cost of transmitting a frame on to a LAN through that port. It is recommended
fo assign this value according to the speed of the bridge. The slower the media, the higher the
cost - see Table 57 on page 131 for more information.

Apply

Click Apply to save your changes to the Switch's run-time memory. The Switch loses these
changes if it is furned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel

Click Cancel to begin configuring this screen afresh.

13.5 Rapid Spanning Tree Protocol Status

Click Advanced Application > Spanning Tree Protocol in the navigation panel to display the status
screen as shown next. See Section 13.1 on page 130 for more information on RSTP.

Note: This screen is only available after you activate RSTP on the Switch.
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Figure 104 Advanced Application > Spanning Tree Protocol > Status: RSTP

Spanning Tree Protocol: RSTP
Bridge Root Qur Bridge
Bridge ID 0000-000000000000 0000-000000000000
Hello Time (second) 0 0
Max Age (second) o] o]
Forwarding Delay (second) 0 0
Cost to Bridge 0
Port ID 0X0000
Topology Changed Times 0
Time Since Last Change 0:00:00

The following table describes the labels in this screen.

Table 61 Advanced Application > Spanning Tree Protocol > Status: RSTP

LABEL DESCRIPTION

Configuration Click Configuration to specify which STP mode you want to activate. Click RSTP to edit RSTP
seftings on the Switch.

Bridge Root refers to the base of the spanning tree (the root bridge). Our Bridge is this switch. This
Switch may also be the roof bridge.

Bridge ID This is the unique identfifier for this bridge, consisting of bridge priority plus MAC address. This ID
is the same for Root and Our Bridge if the Switch is the root switch.

Hello Time This is the time inferval (in seconds) at which the root switch transmits a configuration

(second) message. The root bridge determines Hello Time, Max Age and Forwarding Delay.

Max Age (second)

This is the maximum time (in seconds) the Switch can wait without receiving a configuration
message before attempting to reconfigure.

Forwarding Delay
(second)

This is the time (in seconds) the root switch will wait before changing states (that is, listening to
learning to forwarding).

Note: The listening state does not exist in RSTP.

Cost to Bridge

This is the path cost from the root port on this Switch to the root switch.

Port ID This is the priority and number of the port on the Switch through which this Switch must
communicate with the root of the Spanning Tree.
Topology This is the number of times the spanning free has been reconfigured.

Changed Times

Time Since Last

This is the time since the spanning tree was last reconfigured.

Change
Port This field displays the number of the port on the Switch.
Port State This field displays the port state in STP.

* Discarding - The port does not forward/process received frames or learn MAC addresses,
but still listens for BPDUs.

* Learning - The port learns MAC addresses and processes BPDUs, but does not forward
frames yet.

* Forwarding - The port is operating normally. It learns MAC addresses, processes BPDUs and
forwards received frames.
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Table 61 Advanced Application > Spanning Tree Protocol > Status: RSTP (contfinued)

LABEL

DESCRIPTION

Port Role

This field displays the role of the port in STP.

e Root - A forwarding port on a non-root bridge, which has the lowest path cost and is the
best port from the non-root bridge to the root bridge. A root bridge does not have a roof
port.

* Designated - A forwarding port on the designated bridge for each connected LAN
segment. A designated bridge has the lowest path cost to the root bridge among the
bridges connected to the LAN segment. All the ports on a root bridge (root switch) are
designated ports.

e Alternate - A blocked port, which has a best alternate path to the root bridge. This path is
different from using the root port. The port moves to the forwarding state when the
designated port for the LAN segment fails.

* Backup - A blocked port, which has a backup/redundant path fo a LAN segment where
a designated port is already connected when a switch has two links to the same LAN
segment.

¢ Disabled - Noft strictly part of STP. The port can be disabled manually.

Designated Bridge
ID

This field displays the identifier of the designated bridge to which this port belongs when the
port is a designated port. Otherwise, it displays the identifier of the designated bridge for the
LAN segment to which this port is connected.

Designated Port ID

This field displays the priority and number of the bridge port (on the designated bridge),
through which the designated bridge fransmits the stored configuration messages.

Designated Cost

This field displays the path cost to the LAN segment to which the port is connected when the
port is a designated port. Otherwise, it displays the path cost to the root bridge from the
designated port for the LAN segment to which this port is connected,

13.6 Configure Multiple Spanning Tree Protocol

To configure MSTP, click MSTP in the Advanced Application > Spanning Tree Protocol screen. See
Multiple STP on page 132 for more information on MSTP.
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Figure 105 Advanced Application > Spanning Tree Profocol > MSTP
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The following table describes the labels in this screen.

Table 62 Advanced Application > Spanning Tree Protocol > MSTP

LABEL DESCRIPTION

Status Click Status to display the MSTP Status screen (see Figure 107 on page 142).

Port Click Port to display the MSTP Port screen (see Figure 106 on page 141).

Active Select this to activate MSTP on the Switch. Clear this to disable MSTP on the Switch.
Note: You must also activate Multiple Spanning Tree in the Advanced Application >

Spanning Tree Protocol > Configuration screen to enable MSTP on the Switch.

Hello Time This is the time interval in seconds between BPDU (Bridge Protocol Data Units) configuration
message generations by the root switch. The allowed range is 1 to 10 seconds.

Max Age This is the maximum time (in seconds) the Switch can wait without receiving a BPDU before

attempting to reconfigure. All Switch ports (except for designated ports) should receive BPDUs
at regular intervals. Any port that ages out STP information (provided in the last BPDU)
becomes the designated port for the attached LAN. If it is a root port, a new root port is
selected from among the Switch ports attached to the network. The allowed range is 6 to 40
seconds.

Forwarding Delay

This is the maximum time (in seconds) the Switch will wait before changing states. This delay is
required because every switch must receive information about topology changes before it
starts fo forward frames. In addition, each port needs time fo listen for conflicting information
that would make it return to a blocking state; otherwise, temporary data loops might result.
The allowed range is 4 to 30 seconds. As a general rule:

Note: 2 * (Forward Delay - 1) >= Max Age >= 2 * (Hello Time + 1)

Maximum hops

Enter the number of hops (between 1 and 255) in an MSTP region before the BPDU is discarded
and the port information is aged.

Configuration
Name

Enter a descriptive name (up to 32 characters) of an MST region.

Revision Number

Enter a number to identify a region’s configuration. Devices must have the same revision
number to belong to the same region.

Apply Click Apply to save your changes to the Switch's run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Instance Use this section to configure MSTI (Multiple Spanning Tree Instance) settings.

Instance Enter the number you want to use to identify this MST instance on the Switch.

Nofte: The Switch supports instance numbers 0-16.

Bridge Priority

Set the priority of the Switch for the specific spanning tree instance. The lower the number, the
more likely the Switch will be chosen as the root bridge within the spanning tree instance.

Enter priority values between 0 and 61440 in increments of 4096 (thus valid values are 4096,
8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960, 45056, 49152, 53248, 57344 and
61440).

VLAN Range

Enter the start of the VLAN ID range that you want to add or remove from the VLAN range edit
area in the Start field. Enter the end of the VLAN ID range that you want to add or remove
from the VLAN range edit area in the End field.

Next click:

e Add - tfo add this range of VLAN(s) to be mapped to the MST instance.
* Remove - to remove this range of VLAN(s) from being mapped to the MST instance.
e Clear - toremove all VLAN(s) from being mapped to this MST instance.

Enabled VLAN(s)

This field displays which VLAN(s) are mapped to this MST instance.

Port

This field displays the port number. * means all ports.
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Table 62 Advanced Application > Spanning Tree Protocol > MSTP  (continued)

LABEL

DESCRIPTION

*

Settings in this row apply to all ports.

Use this row only if you want to make some settings the same for all ports. Use this row first to set
the common settings and then make adjustments on a port-by-port basis.

Note: Changes in this row are copied to all the ports as soon as you make them.

Active

Select this check box to add this port to the MST instance.

Priority

Configure the priority for each port here.

Priority decides which port should be disabled when more than one port forms a loop in a
switch. Ports with a higher priority numeric value are disabled first. The allowed range is
between 0 and 255 and the default value is 128.

Path Cost

Path cost is the cost of transmitting a frame on to a LAN through that port. It is recommended
to assign this value according to the speed of the bridge. The slower the media, the higher the
cost - see Table 57 on page 131 for more information.

Add

Click Add to save this MST instance to the Switch’s run-fime memory. The Switch loses this
change if it is furned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel

Click Cancel to begin configuring this screen afresh.

Instance

This field displays the ID of an MST instance.

VLAN

This field displays the VID (or VID ranges) to which the MST instance is mapped.

Active Port

This field display the ports configured to participate in the MST instance.

Select an entry’s check box to select a specific entry.

Delete

Check the rule(s) that you want to remove and then click the Delete button.

Cancel

Click Cancel to clear the selected checkbox(es).

13.6.1 Multiple Spanning Tree Protocol Port Configuration

Click Advanced Application > Spanning Tree Protocol > MSTP > Port in the navigation panel to display
the status screen as shown next. See Multiple STP on page 132 for more information on MSTP.
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Figure 106 Advanced Application > Spanning Tree Protocol > MSTP > Port
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The following table describes the labels in this screen.

Table 63 Advanced Application > Spanning Tree Protocol > MSTP > Port

LABEL DESCRIPTION

MSTP Click MSTP to edit MSTP setfings on the Switch.

Port This field displays the port number. * means all ports.

* Settings in this row apply to all ports.

Use this row only if you want to make some settings the same for all ports. Use this row first to
set the common settings and then make adjustments on a port-by-port basis.
Note: Changes in this row are copied to all the ports as soon as you make them.

Edge Select this check box to configure a port as an edge port when it is directly attached fo a
computer. An edge port changes its initial STP port state from blocking state to forwarding
state immediately without going through listening and learning states right after the port is
configured as an edge port or when its link status changes.

Note: An edge port becomes a non-edge port as soon as it receives a Bridge
Protocol Data Unit (BPDU).

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.
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13.7 Multiple Spanning Tree Protocol Status

Click Advanced Application > Spanning Tree Protocol in the navigation panel to display the status
screen as shown next. See Multiple STP on page 132 for more information on MSTP.

Note: This screen is only available after you activate MSTP on the Switch.

Figure 107 Advanced Application > Spanning Tree Protocol > Status: MSTP

Spanning Tree Protocol: MSTP

CST
Bridge Root Our Bridge
Bridge ID 0000-000000000000 0000-000000000000
Hello Time (second) 0 0]
Max Age (second) 0 0]
Forwarding Delay (second) 0 0]
Cost to Bridge 0 0]
Pert ID 0x0000 00000
Configuration Name 0019cb000001
Revision Number 0
Configuration Digest 0
Topology Changed Times 0
Time Since Last Change 0:00:00

Instance
Instance VLAN
0] 1-4094

MSTI O v
Bridge Regional Root Qur Bridge
Bridge ID 0000-000000000000 0000-000000000000
Internal Cost 0 0]
Port ID 0x0000 0x0000

The following table describes the labels in this screen.

Table 64 Advanced Application > Spanning Tree Protocol > Status: MSTP

LABEL DESCRIPTION

Configuration Click Configuration to specify which STP mode you want to activate. Click MSTP to edit MSTP
setftings on the Switch.

CST This section describes the Common Spanning Tree settings.

Bridge Root refers to the base of the spanning free (the root bridge). Our Bridge is this switch. This
Switch may also be the root bridge.

Bridge ID This is the unique identfifier for this bridge, consisting of bridge priority plus MAC address. This ID
is the same for Root and Our Bridge if the Switch is the root switch.

Hello Time This is the time inferval (in seconds) at which the root switch transmits a configuration

(second) message. The root bridge determines Hello Time, Max Age and Forwarding Delay.

Max Age (second) | This is the maximum time (in seconds) the Switch can wait without receiving a configuration
message before attempting to reconfigure.
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Table 64 Advanced Application > Spanning Tree Protocol > Status: MSTP (continued)

LABEL

DESCRIPTION

Forwarding Delay
(second)

This is the fime (in seconds) the root switch will wait before changing states (that is, listening to
learning to forwarding).

Cost to Bridge

This is the path cost from the root port on this Switch to the root switch.

Port ID

This is the priority and number of the port on the Switch through which this Switch must
communicate with the root of the Spanning Tree.

Configuration
Name

This field displays the configuration name for this MST region.

Revision Number

This field displays the revision number for this MST region.

Configuration A configuration digest is generated from the VLAN-MSTI mapping information.
Digest
° This field displays the 16-octet signature that is included in an MSTP BPDU. This field displays the
digest when MSTP is activated on the system.
Topology This is the number of fimes the spanning free has been reconfigured.

Changed Times

Time Since Last

This is the time since the spanning tree was last reconfigured.

Change

Instance These fields display the MSTl to VLAN mapping. In other words, which VLANs run on each
spanning tree instance.

Instance This field displays the MSTI ID.

VLAN This field displays which VLANs are mapped to an MSTI.

MSTI Select the MST instance settings you want fo view.

Bridge Root refers to the base of the MST instance. Our Bridge is this switch. This Switch may also be
the rooft bridge.

Bridge ID This is the unique identfifier for this bridge, consisting of bridge priority plus MAC address. This ID

is the same for Root and Our Bridge if the Switch is the root switch.

Internal Cost

This is the path cost from the root port in this MST instance to the regional root switch.

Port ID

This is the priority and number of the port on the Switch through which this Switch must
communicate with the root of the MST instance.

Port

This field displays the number of the port on the Switch.

Port State

This field displays the port state in STP.

* Discarding - The port does not forward/process received frames or learn MAC addresses,
but still listens for BPDUs.

* Learning - The port learns MAC addresses and processes BPDUs, but does not forward
frames yet.

* Forwarding - The port is operating normally. It learns MAC addresses, processes BPDUs and
forwards received frames.

Port Role

This field displays the role of the port in STP.

e Root - A forwarding port on a non-root bridge, which has the lowest path cost and is the
best port from the non-root bridge to the root bridge. A root bridge does not have a roof
port.

* Designated - A forwarding port on the designated bridge for each connected LAN
segment. A designated bridge has the lowest path cost to the root bridge among the
bridges connected to the LAN segment. All the ports on a root bridge (root switch) are
designated ports.

* Alternate - A blocked port, which has a best alternate path to the root bridge. This path is
different from using the root port. The port moves to the forwarding state when the
designated port for the LAN segment fails.

e Backup - A blocked port, which has a backup/redundant path to a LAN segment where
a designated port is already connected when a switch has two links to the same LAN
segment.

¢ Disabled - Noft strictly part of STP. The port can be disabled manually.
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Table 64 Advanced Application > Spanning Tree Protocol > Status: MSTP (continued)

LABEL DESCRIPTION
Designated Bridge | This field displays the identifier of the designated bridge to which this port belongs when the
ID port is a designated port. Otherwise, it displays the identifier of the designated bridge for the

LAN segment to which this port is connected.

Designated Port ID | This field displays the priority and number of the bridge port (on the designated bridge),
through which the designated bridge transmits the stored configuration messages.

Designated Cost This field displays the path cost to the LAN segment to which the port is connected when the
port is a designated port. Otherwise, it displays the path cost fo the root bridge from the
designated port for the LAN segment to which this port is connected,

13.8 Technical Reference

This section provides technical background information on the topics discussed in this chapter.

13.8.1 MSTP Network Example

The following figure shows a network example where two VLANs are configured on the two switches. If
the switches are using STP or RSTP, the link for VLAN 2 will be blocked as STP and RSTP 