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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User’s Guide for a series of products. Not all products support all frmware features. Screenshots
and graphics in this book may differ slightly from your product due to differences in your product
firmware or your computer operating system. Every effort has been made to ensure that the information
in this manual is accurate.

Related Documentation
* Quick Start Guide
The Quick Start Guide shows how to connect the Switch.
* Online Help
Click the help link for a description of the fields in the Switch menus.
* Nebula Switch User’s Guide
Go to support.zyxel.com to get this User's Guide on how to configure the Switch using Nebula.

* More Information
Go to https://businessforum.zyxel.com for product discussions.
Go to support.zyxel.com to find other information on the Switch.

XGS1930 Series User's Guide
2



Contents Overview

Contents Overview

U= sl U 1o [T PPUPRR 17
Getting 10 KNOW YOUI SWITCR oo et e et e e e e e e e 18
Hardware Installation and CONNECHON ......iiiiiiiiicccieee et e e aaee e e e earae e 26
HOFAWAIE PONEIS oottt e e e e e e e et tb e e e e e e e e s e s abtsabaaaeeaeeeesasssrsaaaaaeesanssses 29

TECNNICAI RETEIENCE ..oeei e e e et e e e e e ettt e e e e e e e et e eeeeannes 36
The WED CONFIGQUIATON ...eiiiiiee ettt et e e et e e e et e e e e abeeenaaeeeeenres 37
INITIAI SETUD EXAMPIE ..ttt e et e e ettt e e e abaeeeeensbeeeeenssseesssseeeanssseeean 56
DHCP REIAY TUTOTIAI ..ot e et e e e e e e e et e e e e e e e e eeeseaareeeeeeeeeeeenaes 60
STATUS ANA ZON e e e e e e ettt e e e e e e e e e e ettt aaaaaeeaeeeeeeeastareaeaeeeeeesanseaeeens 65
BOSIC SETTING oottt e e et e e e e et e e e et b e e e e tbaaeeeaeaeeataaaeeeataaaeeaes 74
VL AN e e e e e e e ee e e e ——eeeeei——aeeeee—taeeeea—eeeea—eaeeeaiaraeeeannrees 107
STATIC MAC FOMWAIA SETUD oottt e e e e e e e e e e earaneeens 122
STATIC MUITICAST FOrWANTING .eeeiiiiiiiiiie ettt ettt e e et e e e etteee e s nabaeeeennsbeeeensaeaeeanes 124
11 1] o T ST T U U R TR TR SOTRTTRUSPPI 128
SPANNING TrEE PrOTOCO ...uiiiiiiiiie ettt e e e e e et e e e e e tbaeeeeensbaeeeennsseeesnnsaeeesanes 130
BANAWIATN CONTTOL ...t e et e et e e et e e e e s taaeeeesnaseeeessseeeeanraeeans 147
BroadCast STOMM CONTIOl ..eveeiiiiieeeeee et e e e e e r e e e e e e e e eetaaaeaeeeeennanes 149
IVHITOTING ittt ettt e e et e e e e eetbe e e e e eatbeeeeeeataeeeesssbeeeesssaeeeesasseeeanssaseeeansseeesannrees 151
([ a1 QN e e (=T e @ L[] o OSSR 153
POrt AUTNENTICATION .eeiiiiieeeee et e e e e et e e e et e e e e s aaaeeaeensbaeeeeanrnaeeas 162
POIT SECUITY ittt e e e ettt e e e e tb e e e e e staeeeeanssaeaesanssseeeeaseeesanssseeeeassaeeenn 170
TIMIE RONGE ittt e ettt e e e e tta e e e e e tba e e e eaabaeeeesasaaeeesasbaseeeanssaeeessseeeesansseaeeanes 173
CLOSSITIET ittt e e et e ettt e e e e e e e et ettt aaaaaeaaeeeeeeeatrtaseaaaaeeeeeaessassaaaaaeeeeaaenerssrees 175
POHCY RUIE .ttt e e e e e e e e e e e e e e e e e et e e eeee e e e e aaaeeeeeeeeeeennnnes 184
QUEUING METNOMA ..ottt et e e et e e e be e e abeeetaeaebaeeeabeaesseesnseeas 188
IMUBIC QST oottt e e et e e e e et e e e e eata e e e e eatbeeeeesabaaeeeenaseeeesassasaeesssseeesannrees 191
A A A e e et e e e ee———teeeee——ee e e et —eaeeaa——teeeaaaeeeairaeeeeaiaaeaeean 199
LOOPD GUAIA oottt et e e e e e e e e e e e eeeeeeeeeeeaeaaaeaeaeaeae e e e e e e e e e s e sassssesessasssssssassssassasnsnnnnnnnnnnnn 208
Layer 2 ProtOCOI TUNNEIING coviiiiieeceeee ettt e e e e e et e e e e e e e e eeaaaaaaeaeeeeennnnes 212
PP P O ittt et e e e et —— e e e e a——eee e e t—taeaaat—aeeeattbaeeeattaaaeatraeeeaantraeaeanraaeann 216
EITOI DISAIE .t e e e e e e e et e e e e e e e e e e ttaaeaaeeaeeeeeaaasaseeeaeeeeaannnes 224
GrEEN ETNEINET ettt e e e e e e e s bbb e aeeeeeeeeessssssaaaaaeeeesnsnsnssrees 231
Link Layer DisCOVEry ProtOCOI (LLDP) ...iiiieiiieeeiiiiee ettt e e e e e e e e eeeeneee s 233
STATIC ROUTE ettt e e e et e e e e eta e e e e e tbaeeeesssaeeesasseeeeennsaeaeeanes 256
DH P e e e e e et e e e e ettt e e e ee——eaeeee——aaeeae——aaeei—aeaeeatteeeeaaraaaean 260
ARP S U oottt e e e e e e e e etaa e e e eataeeeeattbaaeeantaeantraeeeeanaaeaaeane 273
MOINTENANCE et e e et e e e e e e e e ettt b e e e eaeeeeeeeeataabeaaeaeseeeannnsresreens 278

XGS1930 Series User's Guide
3



Contents Overview

ACCESS CONITON 1ottt e e ettt e e e ettt e e e e satteeeeessbaeeeeassaeeeeanssseeesanssseeensseeesanssseaesanes 289
DIOIGNOSTIC ettt et e et e e e et e e e e e ba e e e e e atraeeeeaaaa e e e e ataaeeeaatraeeeanbaeeeanrraeeeanraeeans 309
SYSTEIM LOQ ittt ettt e ettt e e e et e e e e eatt e e e e e sttt e e e e abaaee e e bbaeeeeanbaaeeeensteeeantaeeeeataeaeeanes 312
NN A e e BN =Y (] o TSP EUSR P 313
ClUSTEr MONGGEIMENT ...ttt e e e ettt e e e et te e e e esbteeeessbaeeeessaeeeeenssseaesssseeeennnsees 316
LYY G e o1 PSP 322
1 Ko | o] L= S SRR STURP 325
N Sl K] o1 S PR 327
o]0 1 aTe T K] o] [ OSSR 329
POTH MTU TADIE ...ttt ettt e ettt e et e e e taeessbeeessseeessseesnsseesnsaeenseeennseeennseeans 330
(@] a]iTe V11N @ o] o SRR UURP 331
[PV NEIGNDOT TADIE ...eiiiiieieee ettt e et e e e stb e e e e e abae e e e eaaseeessseeeesnnnes 334
[ @] 8 BN (e ) [T 336
TrOUBIESNOOTING ittt e et e e e et e e e e e ttaeeeeeesaeeeesatseeeessnraeeeeanes 342

XGS1930 Series User's Guide
4



Table of Contents

Table of Contents

CONEENTS OVEIVIEW ...ttt ittt e e e e ettt e e e et e et e e e e ee e atba s e eeeeeeataa e eeeesetaanaaesessstesstanaaanaeees 3

L= o] (S 01 M OTe] ] (=Y o | £ U OO P PO PPPPRPPPR 5

Part 11 USEI'S GUIE.... ...t e e e aans 17
Chapter 1

Getting tO KNOW YOUP SWITCR ..ooiiiiiiiiiiei ettt e e as 18

T INTTOAUCTION e et e e e et e e e et e e e e et e e e e e atb e e e etateeeeeateeeeeenses 18

T.1.1 MANAGEMENT MOUES .t et e e e etae e e e e rae e e e e rae e e e easaeeeeeneas 18

T.1.2 MOAE CRONGING ittt e et e e e e et e e e e e eabe e e e e etbe e e e e etreeeeenneas 19

TLT.B ZON UTITY ettt ettt ettt ettt e s et e b e s abeenseesseesaseenseesssesnseensaenseesnneensaens 21

L R o o TP SUUSRRPPR 21

1.2 APPIICATIONS ettt e ettt e e e e e e e e et e e e e e e e eee et aeeeeeeeeeeeeeatareaaaeaeeeas 22

1.2.1 Backlbone APPIICAON .ot e 22

1.2.2 BrAQING EXAMIPIE ..ttt et et e e e et e e e e eaaae e e ennbeae e eenraaeeennnes 22

1.2.3 High Performance SwitChing EXAmMPIE .......oooiiiiiiiiieee e e 23

1.2.4 |[EEE 802.1Q VLAN Application EXAMPIES ..eevviieeieiieeecieeeeee e 23

1.3 Ways 1o MaANAGE the SWITCR ....ueiii e e 24

1.4 Good Habits for Managing the SWITCH ... 24
Chapter 2

Hardware Installation and CONNECHION ..o e e 26

2.1 INSTANATION SCENQAIMOS ..eiiiiiiiiie ettt ettt e et e e et e e e s ab e e e e estaaeeeeenaaaeeeesasaeesnrseeeeensees 26

2.2 Desktop INSTAlATION PrOCEAUIE ...cooiiiiiieeieee ettt esbee e e e ebae e eenes 26

2.3 Mounting the SWITCHh ON G RACK  ..eeiiiiie e e 27

2.3.1 Rack-mounted Installation REQUIrEMENTS ....c.eviiii i e 27

2.3.2 Attaching the Mounting Brackets to the SWiItCh ... 27

2.3.3 Mounting the SWItCh ON A RACK ..coceiiiiiice ettt 28
Chapter 3

HAIAWEAIE PANEIS ...t e e e e e e e e e e e e e e e e e e e e et et e e eeeeeesesssasreeessssssnannnns 29

BT FTONT PANEI et e e e e e e et e e e e e e e e e e e aaaa e e e e e eeeeassaaaeaaeaaaeeas 29

3.1.1 Gigabit ETernet POITS oot et 29

3.1.2 POE (XGS1930-28HP & XGSTP30-52HP) ..oeieeiiieiiie ettt vee e 30

K R Y o o Y o N (o ) S 30

B2 REAINPANEI ettt e e e e e e e e e a bt e e e e e e e e e e e eatataaaeeeeeatrtaraaaaaaaeaas 32

3.2.1 GIOUNGING wetiiiieiiiee ettt ettt e e e ettt e e et e e e e e taeeeestaeeeeesatbeeeeessaaeeeearaeesennsaeeeeannres 32

XGS1930 Series User's Guide
5



Table of Contents

3.2.2 POWET CONNECTON ettt ettt e e et e e e e e e e e e ettt a e e e e e e e e eeeenabaaeaeeeens 33

G T ] TSP 33

Part Il: Technical REfEreNCe........coouiiii e 36
Chapter 4

The WeED CONTIQUIALON.........o e e e e e e e e e e e e e e e e e e e aaaaeeeeeeees 37

A1 OVEIVIEW ettt ettt e ettt e e ettt e e e e et e e e e aba e e e e eaasa e e e e aasaeeeeassseaeeassseseeanssseeeessseeeeansseeesansees 37

E AN VAT 1= 0 o 1 e T 11 TSR PSPI 37

4.3 WIZANA oottt e et e e e et e e e e e ata e e e e s taa e e e e e abaeeeeaabaaeeeanabeae e e ntbteeantaaeeeantreeeeenrees 4]

44 TNE STATUS SCIEEN oo e e e e e et e e e e e e e e e e eataaaeae e e e e enaarsaaeeeas 49

4.4.1 ChAONGE YOUI PASSWOIA ittt eee e e eeeiiiirte e e e e e e e eseatraaaeeaeeeeeeesssassssraaaaaseessssssssssneeeeeenns 53

4.5 SAVING YOUI CONFIGUIATION L.iiiiiiiiiiiccee ettt ettt e e e et a e e e tbae e e esteeeeeneeas 54

4.6 SWITCN LOCKOUT oottt e e et e e e e aab e e e e e aaa e e e e snneeeennsseeeeennees 54

4.7 RESETHNG The SWITCN  oiiiie ettt et e e et e e e et ee e ebee e e enaes 55

4.7.1 TNE RESTOIE BUTTON ettt ettt e e e e e e e ettt a e e e e e e e e s nntnaeaeeeens 55

4.7.2 Restore CUSTOM DEFQUIT ...ooiiiii e e e e e e e 55

4.7.3 REDOOT The SWITCI e et 55

4.8 Logging Out of the Web ConfigQUIrOTOr ...t e 55

o 1= [ S PSPPSR 55
Chapter 5

LaTITE= IST=Y U] o I b= g 1o ] [P 56

.1 OVEIVIEW ettt et e e e e et e e e et a e e e e eaaa s e e e e s s tbaeeeeaasaeaeeessaseeeeassseeesssseeeeassseeeeensees 56

S.T.T CreatiNg G VLAN ..ot et e e e e e e e ettt e e e e e e e e e e eearararaaeaaeaens 56

5. 1.2 SEHING POM VID oot ettt e e e et e e e e et e e e e tbe e e e e ntbeeeeennes 57

5.2 Configuring Switch Management [P AQAIESS ....coccviiieeeiiiee ettt e e e e 58
Chapter 6

DHGCP REIAY TULOTIAU ....eeeiiiiiiitii ettt e e e e e e e e e e e e e e e aaeeeaaaeeeaaeaeaaeaeees 60

B.1 OVEIVIEW .ttt ettt e e e e e e ettt e e e e e e e e e e e e ettt aaaseaeeeeeeeeeeatasreeeeeeeeetssassaaaaaaeaeas 60

6.2 How to Use DHCPV4 Relay 0N The SWITCN oo 60

6.2.1 DHCP Relay Tutorial INTrOAUCTION ...uiiiiiiiiee ettt et ee e e e e eevae e e e 60

6.2.2 CrealiNG G VLAN . ettt e e e e e st e e e e e aba e e e e e abaeeeesnaraeeeesnsaeeeennes 60

6.2.3 Configuring DHCPVA REIAY ...eeiiiiieeiiiee ettt ettt e e et e e e ibae e s e enebeeeeenans 63

6.2.4 TrOUDIESNOOTING 1oiiiiiiiie ettt e e et e e e et e e e e e atb e e e e esaabeeeesataeeeeeseeeeennes 64
Chapter 7

] 2= 1 (8 FS=T Lo 174 1\ P 65

7.1 OVEIVIEW oottt e e e et e e e e b e e e e tta e e e e eabaeeeeaatsaese e aasseeesassseeeesssesesnssseeeansreeans 65

7.1.1 WHOT YOU CON DO oottt e e e e e e e e ettt a e e e e e e e eeeaasaaeaeeeeeeeennnns 65

XGS1930 Series User's Guide
6



Table of Contents

7.2 STATUS oot e e e e e et e e e e e e e e ——a e e e e e e e e e e ———aaaeeeeaeetrtaaaaaaaaaaaas 65
7.3 Zyxel One Network (ZON) UTIITY oottt et ee e e eears e e e eananeeeas 67
7.3.1 REQUIFEIMENTS ..ottt ettt ettt e e sttt e e et e e e e s bt e e e esnsbeeeeennssbeesannsseeeeesseeesensees 67
7.3.2 RUN & ZON UTIITY 1eieeiie ettt ettt e et e et e e st e e enteeennbeeensbensseeennnees 68
7.4 ZON Neighbor MANAGEMENT SCIEEN .....uiiiieeiiee ettt e e ee e e e e e e eeaeeas 72
Chapter 8
2T Y [T 1 (1 [ PP OPPSTUPRTR 74
8.1 OVEIVIEW ettt et e e e e e e e ettt b e e e aeeeeeeeaeaaaaaaeeeaeeeeeeeaataeeaeeeeeaeassssarees 74
SR I\ aTe | B (e 10N @l | 1 5o TSRS 74
8.2 SystemM INTOIMOTION oottt e e e et e e e e st ae e e e e snbee e e nnaeeeeenses 74
8.3 GENEIAI SETUD oottt et e e e e e e e e e e eeeeeeeeeeaeaeaaeeaeeeeeeeeereeeaereeeereererereraraaaas 76
8.4 INTrOAUCTION TO VLANS oot e e e e e ettt e e e e e e e e e e eeaataaaaeeeeeeeeeeeasssraeeeas 78
8.5 SWITCN SEIUD e e et e et e e e e e e e e e e e e e e e e 79
R Y LN Y=Y 1] o PSR PSPTR 80
8.6.1 MANAGEMENT [P AGAIESSES oeiieeeiiieiete et e e e ettt e e e e e e e e essseraararaeeeeeeessnsnnnnns 80
8.6.2 IP STATUS DETQIIS ..eviiieieiiiiee ettt ettt e e e ettt e e e estbeeeeesnbaeeeeensaeeennsaeeeeanns 81
8.6.3 IP CONFIGUIATION .eiiiiiiiiieeeeee ettt e e e e ta e e e e et e e e e e sabaeeeaseeaeeeans 82
I A o o) BT (U] o T PSSR PPPR 84
8.8 POE SEIUD oottt ettt et e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e et et e et rtr—a——————————————aataaaaarra—————————— 85
8.8.1 POE TIME RANGE STATUS oiiieiiiiieee ettt ettt e e e e ntae e e e ennraeeenes 87
88,2 POE SEIUD e ——————————————————— 88
8.9 INTEITACE SETUD ettt et e et e e et e e e et ee e e esabeeeeentaeeeeennbaeeennnseeeeennsees 90
BLTO IPVE ettt ettt e et e s e ettt e ettt e et e e e ntee e tte et et e s tee e ntee e naeeenteenteeentteeantaeeenreeeanteas 91
8.10.1 IPVE INTEIACE STATUS ottt e et e e s etae e e e eebae e e senraeeeenes 92
8.10.2 IPVSE CONFIQUITTION ettt e e e e e et e e e e tbae e e e etbaeeeesnsaeeeessreaaenans 94
8.10.3 IPVE GlODAI SETUD eiiiiiiieiiie ettt ettt ettt e e e e aae e s be e e sabee e sabeenaraaans 95
8.10.4 IPVE INTEITACE SEIUD ettt et e e e 95
8.10.5 IPV6 LINK-LOCAOI AAAIESS SETUD ..uviiiiiiiiiie ettt et e s e taeaeeenes 96
8.10.6 IPVE GloODAl AAAIESS SETUD i e e 97
8.10.7 IPv6 Neighbor DISCOVETY SETUD .iiiiiiiiiiieeiiiee ettt e e e etee e s e entveeaeenes 98
8.10.8 IPV6 ROUTEI DISCOVEIY SETUD ettt e e 99
8.T10.9 IPVE PrefiX SETUD oottt ettt e e et e e e esbaeeessbeeeean 100
8.10.10 IPVE NEIGNDOI SETUD woiiiiiiiie ettt et e e e e e arr e e e e eareeeeesarea s 102
8.10.11 DHCPVE ClENT SETUD wiiiiiiieiiieeee ettt ettt et eaa e e eatae e eavaeeenae s 103
G T D ] N USSP 104
8.12 CloUd MANGAGEMENT ittt e e et e e e e ttaee e sentbeeeessnsbaeeeennsseaesenseeesanes 105
8.12.1 Nebula Center CONIrol DISCOVEIY ....ooiiiii e eeeeeee e e e e e e eeeannes 105
8.12.2 Nebula SWItCh REGISTTATION .iiiiiiiiieecee ettt e e e e e e e n 106
Chapter 9
DY RSP PPN 107
DT OVEIVIEW ettt ettt e e e e e e ettt e e e e e e e e e e e e e tabeaaeeeeeeeeeeetaataaeeeeeeeannnssssreeas 107

XGS1930 Series User's Guide
7



Table of Contents

Q1.1 WHAT YOU CON DO ettt ettt e ettt e e e e e e e e ettt a e e e e e e e e e e eeeaaarsaaaeeeeas 107

9.1.2 What YOU NEEA 1O KNOW ...eeiiiiiiiiiiiii ettt ettt e e e e e e e e eeab e a e e e e e e e e e esnssssnnnaaeeas 107

Q.2 VLAN STATUS ottt e e et e et e e et b e e e te e e sabeeesabeeetseesnsaeesssaeessseeasseeenssessnsneas 110

D.2.1 VLAN D TQIL ittt e e et e e e e eta e e e e sttaaeeeearseeenraaaeeaaes 11

9.3 VLAN CONFIGUIGTION ittt ettt e e ettt e e e et e e e esbbe e e e etbeeeeeensbeaeessseeeennnses 111

9.4 Configure A STATIC VLAN et ettt e e e e tae e e e eaee e e enereas 112

9.5 Configure VLAN POrt SETHNG  evviiiiiieie et ettt e e e e e 114

9.6 VOICE VLAN SEIUD oottt e e e e e e e e e e e e eeeeaareneeeas 116

9.7 POr-BASEA VLAN SETUD oottt et e e ettt e e e et e e e ensbee e e entaeeennees 118

9.7.1 Configure a POrf-BASEA VLAN ....ooii ettt ettt e e e et e e e eaneeaean 118
Chapter 10

] = L (ol Y N @ o 41V7= T {0 [T (| o LR 122

TOLT OVEIVIEW ittt e et e e e et e e e e e ta e e e e e taaeeeesaaaeeeeeataaeeeeeataeeeeaaeeeeanssreeesennrees 122

TO.T.T WHQT YOU CON DO ittt e e e e e ettt e e e e e e e e e aataaaeaaaeeeeans 122

10.2 Configuring STatic MAC FOrWAIAING  ...eviiiiiiiiee ettt e e e 122
Chapter 11

] = L Lol Y [ | Lot @ VLY 7= o 1 o o 124

11.1 Static Multicast FOrward SETUD OVEIVIEW ... 124

TT.T.T WHAT YOU CON DO oottt ettt e e e e e e ettt e e e e e e e e e eeetaaaraaaaaaeas 124

TT.1.2 What YOU NEEA TO KNOW ettt ettt e s e e e e e e ssaavaeaae e e e e e e s sannssssaaeeeens 124

11.2 Configuring Static MUICAST FOrWAIAING ....cceviieieeiiiee ettt evaee e e 125
Chapter 12

11 (=] o Vo PR 128

T2.T FITENNG OVEIVIEW ittt e e e e e e et et r e e e e e e e e e e attaaeeeeeeeeensrsseeeas 128

12.1.1 WHAT YOU CON DO coeiiiiiieeeeettte ettt e e e ettt e e e e e e e e e esstatsaaaaeaeeeesnsnnssasaeaaeeeeens 128

12.2 Configure A FITENNG RUIE ....eeiiiieeeee ettt e e e bee e e e ste e e e eabbe e e e neeees 128
Chapter 13

R oF=TalallaTe NN TCTTN o) (oo ] HN 130

13.1 Spanning Tree ProtOCOI OVEIVIEW  .....uviiiiiiiiee et e e e e 130

13.1.7 WHAT YOU CON DO cotiiiiiieeeeeteee ettt e e e e ettt e e e e e e e e e enetsssaaaaeaeesesnsnnssnsaeaaaaenans 130

13.1.2 What YOU NEEA TO KNOW ..eiiiiiiiiiiii ettt ettt e e e e eaaaaa e e e e e e e 130

13.2 Spanning Tree ProtoCol STATUS SCrEEN .....oii it 132

13.3 Spanning Tree CONFIGUIOTION  ..iiiiiiiiiecce ettt et e e e e e e e ebee e e 133

13.4 Configure Rapid Spanning Tre€ ProfOCOl  ..uiiiiiiciiece et 133

13.5 Rapid Spanning Tree ProtOCOl STATUS  ..euiiiiiiiiee ettt 135

13.6 Configure Multiple Spanning Tree ProfOCOl .o 137

13.6.1 Multiple Spanning Tree Protocol Port Configuration ......ccceeeeeiieeieiciieeeeciiee e 140

13.7 Multiple Spanning Tree ProtoCol STATUS ...iiiiiiiiicce e 142

13.8 TECHNICAI REFEIENCE ..t e e e e e e e e eeatrrareeas 144

XGS1930 Series User's Guide
8



Table of Contents

13.8.1 MSTP NETWOIK EXAMIPIE ..viiiiiiiiiie ettt ettt e e st ee e s etaee e s enaaaeeens 144
T3.8.2 MST REGION ettt e et e e et ta e e e e etbae e e eetaeeeesestaseeesnsaaeeeannsaeeanssaaeaeanns 145
TB.8.3 MST INSTANCE .o e et e e e e e et e e e e e e e eeaaaas 145
13.8.4 Common and Internal Spanning Tre€ (CIST) .uviviiiiiiieeeceee e 146
Chapter 14
[SF= T a Lo 1ViYTo L1 T @0 g 1] 147
14.1 BANAWIATN CONTTOI OVEIVIEW oiiiiiiiiiiiiiiieeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e eeeeeeeeeas 147
T4.7.7T WHOT YOU CON DO ettt e e et e e e e et eeeeeeaaaes 147
14.2 BANAWIATh CONTIOI SETUD vt e e eenaeeeens 147
Chapter 15
oY= To [ox=Ts A (o] g o T O] o 1] 149
15.1 Broadcast STorm CONTrol OVEIVIEW ...ccooiiiiiiiiiiiiiee e e e e e e e e e e e e e e e e e e e ee e e e e eeeereees 149
T5.7.T WHOT YOU CON DO ottt e ettt e e e e et e e e e eessaeaaes 149
15.2 Broadcast STOrm CONTrOI SETUD oottt 149
Chapter 16
T o T PP PPPUURRSRR 151
T6.1T MIrTONNG OVEIVIEW ittt e e et e e e e s ta e e e e eabaeeeesbaeeaeeeasseeeeasseeeeennrees 151
T6.1.T WHOT YOU CON DO ottt ettt e e e et e e e e e et e e e e e saaaaaes 151
16.2 POrT MIITOIING SETUD i et e et e e e e e e e e aaeeeaabe e e e eares 151
Chapter 17
[T a] Qe o | 1= = Ui 0 o 153
17.1 Link AQQregation OVEIVIEW .....ciiiiiiii ettt e e e e e et e e e e e tra e e e enesee e nnreas 153
17.7.7T WHOT YOU CON DO ittt e e e ettt e e e e et e e e e eesaaaaaes 153
17. 1.2 What YOU NEEA 1O KNOW et e e 153
17.2 Link AQQregatioN STATUS ..viiiiiiie ettt ettt e e et e e e e e ebae e e eenee e e nnseas 154
17.3 Link AQQregation SEHTING oottt et et 156
17.3.1 Link Aggregation Control ProtOCOl ...ttt e 158
17 4TECHNICAI REFEIENCE oo e e e e e e e e e e e e e e e e e e e e e e eaeeeeeas 160
17.4.7 STAtiC TruNKING EXOMIPIE ..iiiiiiiiee ettt e et e e e et e e s enbaeeesenaaaaeenes 160
Chapter 18
() g AU g [=] o] (= 11T o NN 162
18.1 Port AUThEeNTICATION OVEIVIEW oot e e aaaaaa 162
18.1.1T WHOT YOU CON DO vttt et e e e et e e e e e e e e e e e eeeaaen 162
18.1.2 What YOU NEEA 1O KNOW .ottt et eeeeaaaa 162
18.1.3 MAC AUTNENTICOTION et e e 163
18.2 Port Authentication ConfiQUITTION .....cociiiiiiiiee et 164
18.3 Activate [EEE 802.1X SECUITY oo e e e et 164
T8.3.T GUEST VLAN et e e ettt e e e e e e e e et ae e e e e e e e e s seeaareeeeeeeean 165

XGS1930 Series User's Guide
9



Table of Contents

18.4 Activate MAC AUTNENTICATION oo et e e e 167
Chapter 19

oo ] TS T o U] ] Y25 PR 170

19.1 POIT SECUINTY OVEIVIEW ..ttt ettt e ettt e e et e e e e e ae e e e eebbeaeeessbeeeesnseeeeennnees 170

19. 1.1 WHOT YOU CON DO ottt e e e e et e e e e e e e e e e e e eeeaaes 170

R A el BN TelB 1) VAN =) (U] SRS PR 170
Chapter 20

LT L= E= T = USRS 173

20.1 TIME RANGE OVEIVIEW  ..eiiiiiiiiiiee ettt et e e e ette e e e e tte e e e s baeeeessbteeeesnsaeeeeessseaesansseeennnsees 173

20.1.T WHOT YOU CON DO ottt e e e e e e e e e e et eeeeeeeeeaaes 173

20.2 ConfiguriNg TIME RANGE ..uvviiiiiiieeeeecee et e e et e e e e e e e e et e r e e e e e e eeeeessaeeeeas 173
Chapter 21

(O 1= 11 {1 175

211 ClOSSITIEr OVEIVIEW ..ottt e e e ettt e e e e e et aa e e e e eesanans 175

21.1.7T WHOT YOU CON DO ottt et e e e e et e e e e e et e e e e e e eeeeaaen 175

21. 1.2 What YOU NEEA 1O KNOW .ottt e e e 175

21.2 ClASSIIEE STATUS oo e e e e e e e e e e e e eeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeees 176

21.3 Classifier CONFIGUITTION  .oiiiiiiiie ettt ettt e e e et e e e e ettt e e e e entbeeeeessbeeesssbeeeennnnes 176

21.3.1 Viewing and Editing Classifier Configuration SUMmMary .......ccccceeveeeecieeniieeciee e 180

21.4 Classifier Global Setting ConfIQuratioN  .....ooeiiiii e e 181

A IR N O (o N ST = (e [ 0 o] ) (=Y 182
Chapter 22

o0 [T oY1 |1 184

22.1 POICY RUIES OVEIVIEW ..ot e e e e e e e e e e e e e e e e e e e eeaarenreeas 184

22. 1.1 WHOT YOU CON DO ettt e e ettt e e e e ettt e e e e eeaaans 184

22.2 Configuring PONICY RUIES ......eeiiiieeeee ettt et et e e et e e e e eatee e e eaeneas 184

22.3 PONCY EXOMIPIE ettt ettt e ettt e e e ettt e e e e atbee e s e sabaeeeeenbeeeeennsaaeeeannsaeeeannnees 187
Chapter 23

(@ UL 81 o Te 1Y/ =1 1 [0 o [ 188

23.1 QUEUING METNOA OVEIVIEW oot e et a e e e e e e aaaaeeas 188

23. 1.1 WHOT YOU CON DO ettt ettt e e e e e e e e e e e e eaaeeeeeeesaaen 188

23.1.2 What YOU NEEA 1O KNOW .ottt e e e e eeaaaas 188

23.2 CoNfIQUING QUEUING ceeiieiiiieeiie ettt etteestee e et te ettt e et teeeteeessaeeessseeessseeanssaesnsseesnseeesnseessseesnseean 189
Chapter 24

Y70 =) 191

24,1 MURCAST OVEIVIEW iiiiiiiiiiiiiieieeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e eeeeeeeeeeeeeeeeeeeeeees 191

24. 1.1 WHOT YOU CON DO ottt et e et e e e e e et e e e e e eaaaaaas 191

XGS1930 Series User's Guide
10



Table of Contents

24.1.2 What YOU NEEA TO KNOW .eeeiiiiiiiiiiiee ettt e ettt e e e e eeeataaae e 191
B TN ) 1 Tete I N =Y (U] o SRR 192
24.3 IPVA MUHCAST STATUS et 192
24.3.1 IGMP SNOOPDING ciiiittiiei ettt e ettt e ettt e e e ettt e e e eett e e e e eettbeeeeetteeeeesareeeeesstsseeessssseeessranaeeanes 193
24.3.2 IGMP SNOOPING VLAN .ottt e ettt e e e s tte e e e sstbeeeeenbaeeesennaaeaens 195
24.3.3 IGMP FlterinNg Profile ..o ettt e e e eraea e e 197
Chapter 25
A A A e et ee et eeteeeaeeeteeetaeeetaeetteeetaeettaetettaeetaaertaeaaaaan 199
25. 1 AAA OVEIVIEW ittt et e e et e e e et a e e e e st e e e e e staaeeeesataeeeeessaeeenasseeeeannres 199
25.1.1 WHAT YOU CON DO oottt e e e e et e e e e e e e e e atvaaaeaaaaeeeeas 199
25.1.2 What YOU NEEA 1O KNOW ...eiiiiiiiiiiiie ettt etrtee e e e e e e e e atavae e e e e e e e sssnesaaneaaaeeeeeas 200
25.2 AAA SCIEENS ettt et et e e e e e e et ettt e e e e e e e e e e ettt b e aaaaaeeeeeeeeatttaaeaaeeeannarraarees 200
25.3 RADIUS SEIVEI SEIUD oot e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeaeeeeeeeaaeeas 201
5.4 AAA SETUD e e a e e eraes 202
25.5 TECNNICAI REFEIENCE ...ttt et e e et e e e eab e e e e eaeres 204
25.5.1 Vendor SPeCific AMTIDUTE oot e rae e 204
25.5.2 Supported RADIUS AHTIOUTES .....oeiiiiieeeeeeeeee e 206
25.5.3 Attributes Used for AUThentiCation ... 206
Chapter 26
(o o] o €U T=T 1 o [P 208
26.1 LOOP GUANT OVEIVIEW  ..iiiiiiiiiiiee ettt eeitee e ettt e e e eette e e e ettteeeessbteesesasaeeesesnsaeaeeassseeeennseesannsses 208
26.1.1 WA YOU CON DO coriiiiiiieeeeeettee ettt e e e e e ettt e e e e e e e e sanabaaaeaaeeeeesesssnssanaaaenans 208
26.1.2 What YOU NEEA TO KNOW .eeeiiiiiiiiiiiee ettt e e e e e ettt e e e 208
26.2 LOOP GUAIA SETUD ittt e e e e e e e e e e e e e e e e e e e e e e e e aeaaeeeeaeeaaeeas 210
Chapter 27
Layer 2 ProtOCOl TUNNEIING ..o e e e e e e e e e e e e e e e e e e e e e e e eeeeeeeeeeeeennnnnnnnn s 212
27.1 Layer 2 Protocol TUNNEING OVEIVIEW .....ciiiiiiiieeciiee ettt e e e e 212
27. 1.1 WHAT YOU CON DO oottt e e e e e e e ettt e e e e e e e e e e e aaarsaeaaeeeas 212
27.1.2 What YOU NEEA 1O KNOW ...eeiiiiiiiiiiiee ettt e e e e e e e et eeaea e e e e e e esnnesaneaaeeeas 212
27.2 Configuring Layer 2 ProtoCOl TUNNEIING .oiiiieiiiieeeiiee ettt 213
Chapter 28
o 0 PP 216
28.1 PPPOE Infermediate AQENT OVEIVIEW ....ciiiiiiiiiiieiiiee ettt e e s eaaee e 216
28.1.1 WA YOU CON DO cortiiiiieeeeeeeitteee ettt e e e e e e et ee e e e e e e e aanabasaeaeaeeeesenssnnsanaaaennas 216
28.1.2 What YOU NEEA TO KNOW .eeeiiiiiiiiiieee ettt e ettt e e e e aaaaaaeeaaeeas 216
28.2 PPPOE SCIEEN ...ttt ettt e e e e e e ettt e e e e e e e e e s aatabbaaeeaeeeeesssssssssseaaeeennsnsssnneees 218
28.3 PPPOE INtermediate AQENT ....ooiieeee ettt et e e et e e s e s 219
28.3.1 PPPOE LA PEI-POIT ettt e e et e e et e e e e entbaee e eaaaaeeanes 220
28.3.2 PPPOE IA Per-POrt PEI-VLAN .ottt aa e 221

XGS1930 Series User's Guide
11



Table of Contents

28.3.3 PPPOE TA fOr VLAN oot e e et e e e eeaae e e e eetaeeeeaas 222
Chapter 29

e E o D I1S7= 1 o ] [ PO 224

29.1 ErrOr DiSADIE OVEIVIEW ...t e e et e ettt e e e e e e e e et taeeaee e e e eeeaerssrees 224

29.1.1 CPU ProfeCHON OVEIVIEW ..oiiiiiiiiieecteeeeeeee ettt et e e e e et e e e e aaeeaean 224

29.1.2 Error-Disable RECOVEINY OVEIVIEW ....ccooiiiiiiiiiiiee e e e e 224

29.1.3 WA YOU CON DO coriiiiiieeeeeeeitee ettt e e e e e ettt tee e e e e e e e nasabaaaeaeaeeeesesssnnsaneeaenans 224

29.2 ErTOr DISADIE SCIEEN ...t e e e ettt e e e e e e e e e ettt aeeaeeeeeansrsereeas 225

29 .3 ErrOr-DiSADIE STATUS oottt ettt e e e e ettt e e e e era e e e e e aar e e e e enares 225

29.4 CPU Protection ConfiQUIOTION ....coi ittt e e e e e e e ean s 227

29.5 Error-Disable Detect Configuration ... 228

29.6 Error-Disable Recovery ConfiQuIGTioN ... 229
Chapter 30

(TSt oI = (=T TS 231

30.1 Green EtherNet OVEIVIEW ....ooviiiieee e e e et e e e e e e e eveaeeeas 231

30.2 Configuring Green ETNEINET ... et 231
Chapter 31

Link Layer Discovery ProtOCOI (LLDP) .......ooiiiiiiieeeeii et 233

ST.T LLDP OVEIVIEW oottt ettt et e e e e ettt e e e etaa e e e e s ataee e e etbaeeeeeataeseeessseeesnnsaeeeennees 233

31.2 LLDP-MED OVEIVIEW ...ttt ettt e et e e et e et e e e ettt e e e e eetre e e e e etreeeeearees 234

N IR N B Yol (Y=Y o 1S P PRR SRR 235

3T.4 LLDP LOCAI STATUS oot e e e et e e e e e e e e e ettt b e e e e e aeeeeeanaraeaeeas 236

31.4.1 LLDP Local Port STatus DetQil ...oiiiiiiiieeeieee ettt 237

3T.5 LLDP REMOTE STATUS e e ettt e e e e e e e e ettt e e e e e e e e eeaaraeeeeas 240

31.5.1 LLDP Remote Port STAtUS DETAIl o.eviiiiieeiiee e 241

Y R D o @e] g1 1o U] (o) 1Te] o NSRS PR PSP 247

3T1.6.1 BASIC TLY SEHING ittt et e e ettt e e ettt a e e e entbaeeeeeraeaeeeaes 248

31.6.2 Org-SpeCifiC TLV SETHNG  eiiiiiiiiie ettt ettt e e et e e e seataee s eenbaaeaenes 249

31.7 LLDP-MED CONfIQUIGTION ittt e et e e e e atee e e e e taa e e e e eneaaeeeanneas 250

31.8 LLDP-MED NETWOIK PONCY  nieiiiiieeiiee ettt ettt ettt e e e e e e e e e nstaee e ennbeaennnnes 251

31.9 LLDP-MED LOCOTION 1ottt ettt e e ettt e e e e eta e e e e et ee e e e eaaaaeaeesareeeeennnes 253
Chapter 32

R3] = Lo Lo T U (= 256

32.1 STAtC ROUTING OVEIVIEW ettt et et e e e et e e e e atae e e enenes 256

32.1.1 WHAT YOU CON DO oottt ettt e e e e e e e et b e e e e e e e e e e aaatraaaaeeeas 256

32.2 STATC ROUTING weiiiieiee et e e e e ettt e e e e s tta e e e e stbe e e e e ateeeesnaseeeeennnes 257

32.3IPVA STATIC ROUTE oot e e e e e ettt e e e e e e e e e e eaaraereeas 257

32,4 IPVE STATIC ROUTE ettt et e e et e e e e et e e e e tr e e e e e eaareeeeeneres 258

XGS1930 Series User's Guide
12



Table of Contents

Chapter 33
I3 ] o O P 260
33,1 DHECP OVEIVIEW ..ttt ettt ettt e et e et e sttt e ettt e s bt e e sateeeaabeesabeesabteeenbeeesabeeestesnteesnnaeas 260
33. 1.1 WHAT YOU CON DO cottiiiiiieeeeeet ettt e e ettt r e e e e e e e e e aatbaaeeaeaeeessessssasaaeaaeaans 260
33.1.2 What YOU NeEd 10 KNOW ..eiiiiiiie ittt ettt ettt e e 260
33.2 DHCP CONfIQUIATION ettt et e et e e b e e e eaaaeas 261
33.3 DHECPVA STOTUS ettt et ettt e ettt e st e e s et e st e e st e e sabeeesabeeeabeesnteesnneeas 261
334 DHCPVA REIQY  ceetiiiiiiiee ettt ettt e e e e ettt e e e e e e e e e aababeaaeaaeeeeessssssssseaaeeeesasssrssseees 262
33.4.1 DHCPv4 Relay AGent INfFOrMGATION ....iiiiieiieie ettt iaaeea e 262
33.4.2 DHCPV4 Option 82 Profile ..ottt e 263
33.4.3 Configuring DHCPV4 GIODAI REIQY ...oiiiiiiiiiiieciiiee et 264
33.4.4 DHCPv4 Global Relay Port Configure ... 265
33.4.5 Global DHCP Relay Configuration EXOMPIE .......cceceiiiiieeiieeeecieeee et 266
33.4.6 Configuring DHCP VLAN SETHNGS  eeiiiiiieee et 267
33.4.7 DHCPV4 VLAN POrt CONFIQUIE  .iiiiiiiiie ettt ettt ettt et e e e e e earaeaeeas 269
33.4.8 Example: DHCP Relay fOr TWO VLANS ....viiiiiiiee ettt e 270
33,5 DHECPVO REIAY ettt ettt ettt sttt s e e et e e e et e s abte e s bt e e snbeeesseesnteesnnaeas 271
Chapter 34
T L1 | o PP 273
4.1 ARP OVEIVIEW ittt ettt ettt ettt e e et e e et e e st e e bteesbbee e bteeanbeeeenbeeenbbeesaeesenbeeenneas 273
34.T.1 WA YOU CON DO oottt e e e ettt e e e e e e e e e taabaaeeaeaeeessensanasareeaeaans 273
34.1.2 What YOU Need 10 KNOW ..eiiiiiiiiiiee ettt ettt st e e 273
B4.2 ARP SEIUD ot e e e e e e e e e e e ———raaaaeeeeaaratbaeaeeeaanetrrarrees 275
34.2.7 ARP LEAIMING  ettiiiiiiiiiie ettt ettt ettt e e e ettt e e e ettt e e e e tbeeeeeensaaeeeessaeeesasssaaaeeanssaeesaasaeaeeanes 275
34.2.2 STATIC ARP ettt e ettt e et e e et e e et e e e be e e b e e etaaeebaeeesbeeesbeentbaeenraeens 276
Chapter 35
Y F= 1] g1 (=T g =T o Lo Y PO SPPPUPPPR 278
BE.T OVEIVIEW ittt e et e e e et e e et e e e e e te e e e e ettaeeeeetaeaeeenaeaeeeeasbeeeeanrees 278
35.1.1 WHOT YOU CON DO ettt et ettt ettt ettt st e st e e sabteenbeeenbeeesaneee e 278
35.2 The MAINTENGNCE SCIEEN ... e e et e e e et e e e e e eata e e e e eareas 278
35.3 Erase RUNNING-CONFIGUITTION  .oiiiiiiiiii ettt et e e stte e e e e bee e e e e aaaea e enrseeeennneas 279
35.4 SAVE CONFIGQUITTION oottt et e e e et e e e e ette e e e e etreeeeeaereas 280
35.5 REIDOOT SYSTEIM ettt e e e e e e e e e e e e e eaaaaees 280
35.5.1 FACTONY DEefQUIT ettt e et e e e e tae e e e e eataeaeeeaes 281
35.5.2 CUSTOM DEFAUIT oottt ettt e et e s ate e s beeesnbeeeabeeenns 281
35.6 FIMWAIrE UPGIOTE ..oiiieiiiii ettt e e e ettt e e e e e eata e e e e e tte e e e eeataaeeeeareeeeennees 282
35.7 Restore CONfIQUIATION  ...uiiiiiicc e et eete e e e et e e e e erree e e eraeeeennes 283
35.8 BACKUP CoNfIQUIATION  .eeiiiieee et et et 284
KR A [=Yel BN U] o] o Te] o AU USSP 284
35.9.1 TeCh-SUPPOIT DOWNIOOA .....uiiiiiiiiiiieeececiiiieee e ettt e e e e e e e e etibab e e e e e e e e e e e eaaberaaaeeeeeas 286
35.10 TECNNICAI REFEIENCE ...eiiiiiie ettt et st e s enteeeateesaaae s 286

XGS1930 Series User's Guide
13



Table of Contents

35.10.T FTP COMMANGA LINE et e et e e e e et e e e e e e aaaaas 286
35.10.2 FIleNAME CONVENTIONS .eeeeeeeeeeeeeeeeeee ettt ean 286
35.10.3 FTP CommaNd LINE PrOCEAUIE .....ueeiiiieeieeeee ettt 287
35.10.4 GUI-DASEA FTP ClENTS e e e e 288
B5.T0.5 FTP RESITICTIONS ettt e e e e et e e e e e ettt e e e eeeeaaaas 288
Chapter 36
YN oZ oL =TIl O o] ] o ] 289
36.1 ACCESS CONITOI OVEIVIEW oot e e et e e e e et e e e e e eeeeeaaaas 289
36.1.T WHOT YOU CON DO ottt ettt e e e e e e e e e e e e vaaaeeeeeeesaaen 289
36.2 The ACCESS CONTIOI MOIN SCIEEN ...eeeeeeee et eevaaaan 289
36.3 ConfiIGUIING SNMP et e et e e e e stte e e e e etae e e e e e aaaeeesrabeeeeennres 290
36.3.1 Configuring SNMP Trap GrOUD  cooeiiiieeeiiiee ettt ttee e e et e e e eeaaeeeesnsbaeesennsaeeeean 291
36.3.2 Enabling/Disabling Sending of SNMP Traps 0N A POIT .......eiiiiiciiiiieeeeeecee e 292
36.3.3 CoNfIGUIING SNIMP USET  ooiiiieiiiie ettt ettt et e e e et e e e eestbaeeesneaaeessennaeeeenes 293
30,4 LOQINS et ettt e ettt e e ettt e e ettt e e e ettt e e e e etaaee e e e tbe e e e e taaeeeaa——aaeeaatbaaaeeatbeeaeaaatseeanraaeeeanraeeeanrees 295
36.5 SEIVICE ACCESS CONTIOI oot e e e e et e e e e e e e eeaaaas 296
36.6 REMOTE MANAGEMENT oo e e e e e e e e e e e e e e e s eeabbaeaeeaeeeesnssnsneneeeas 297
36.7 TECNHNICAI REFEIENCE ..ot e et e e e e eaaaas 298
36.7.1 ADOUT SNMP e s nnnnen 299
BE.7.2 SSH OVEIVIEW e e e e e anas 302
36.7. 3 INTrOAUCTION TO HTTPS e e sannan 303
36.7.4 Google Chrome WarNing MESSAGES ...cccuvviieeiiiiieeeeiiiieeeeeireeeeestreeeeeserreeessssrseeesessseeesns 307
Chapter 37
DT F= T | [0 ) 1 PSP PPPPPPPPPPTRIRS 309
B7.1 OV IVIEW oottt e e e e e e e e e e s e e e s e e e e eee e e e e e e e e e e e erereeeeeeaaaeaaaees 309
37.2 DIAGNOSTIC ottt ettt e et e e e e et e e e e e tbe e e e e e tba e e e e e tbaa e e e raeeaeatraeeeeaanraeeeanrees 309
Chapter 38
Y101 0 0 1 e To TSP 312
BB.T OVEIVIEW i e e e e e e e e e e e e e eeeeeeeeeeeeeeeeeeeeeeeeaeaeaees 312
38.2 SYSTEIM LOQ 1 iiiiiiiiiiiie ettt ettt e e et e e e ettt e e e e et e e e e abe e e e e e baaeeeeabaeeeearbaeeennnbaeeeannraes 312
Chapter 39
)V (oo IR = ] (U] o 1O 313
39T SYSIOG OVEIVIEW ittt e ettt e e e e e e ettt bt e e e e e e e e e e e ttabaaeeeaeeeeennnsresreeas 313
3. 1.1 WHOT YOU CON DO ettt et e e e e e e e e e e e e et e e e e eesaaen 313
ANV leTe BN <) (U] SRR RUUP 313
Chapter 40
(O T T (=T g = Ta = Yo 1= 1 a1 o | 316
40.1 Cluster MaNAGEMENT OVEIVIEW  ...uiiiiiiiciiieeeeiieee ettt e ettt e e e e eteee e eetbeeeessnssaeeessnsaeeessnnsseeaeans 316

XGS1930 Series User's Guide
14



Table of Contents

40.7.71 WNAT YOU CON DO ittt ettt e et e e et e e e esebaeesennsseaeeenssseeesannseeean 317

40.2 Cluster MaNAEMENT STATUS .oeiiiiiiieeecee et e e e e e re e e e e e e e e e neerneeas 317

40.3 Clustering Management ConfiQuratioN ... e 318

40.4 TECNNICAI REFEIENCE ... ettt e et e e et e e e e b e e e e eaeres 320

40.4.1 Cluster Member SWItCh MANAGEMENT ....iiiiiiiiieeee e e e 320
Chapter 41

N G =T o ] L= PP PPPPPPPPPRTPIRS 322

AT.1 MAC TADIE OVEIVIEW ittt ettt e ettt ettt e e et e e s etbaaeeeensbaeeessnssaeeeennsseaesenseeaesanes 322

N I I B o T | I e TU I @] o T B L U UR PR 322

41.1.2 WAt YOU NEEA TO KNOW ..eiiiiiiiiiie ettt ettt e e sbee e e e ennbeaesennaeeas 322

41.2 VIiewing The MAC TADBIE ..ottt eetee e e e et ae e e e entaae e enereas 323
Chapter 42

L= 10 ] = PR 325

42.1 IP TABIE OVEIVIEW ittt e e e e ettt e e e e et b e e e e eabee e e e e taaeeesasreeeeennrees 325

42.2 VIEWING TNE IP TADIE ..iiiieeiiiiieeeeee ettt e e ettt e e e et ee e e aebaee e esnebeeesnsaeeeeanes 326
Chapter 43

F N S = o] = SRR 327

43.1 ARP TABIE OVEIVIEW ittt ettt ettt e e e et e e e s e ttae e e e sbaaeeesnsaaeeeesnsseeenssaeaeeanes 327

43.7.1 WA YOU CON DO coriiiiiieeeeeittee ettt e e e ettt e e e e e e e e e nattbaaaeeaeeeesssnsanaeaaaeeenans 327

43.1.2 WAt YOU NEEA TO KNOW  ..iiiiiiiiiiiee ettt ettt ettt e e ettt e e et e e s esbaeeeennsaeeeean 327

43.2 VIieWING The ARP TADIE ...ooiiiiieie ettt et e e e e ee e e eaereas 327
Chapter 44

o TU 1] g e TR IF= o ] [ 329

4.1 OVEIVIEW ittt e ettt e e e et e e e e ettt e e e e stb e e e e e taaeeeesasaeeeestsaeeeesntaeseeanseeeeeansseeeeannrees 329

44.2 Viewing the RoUuTiNg TADIE STATUS  .eeviiiiieiee ettt e e e et e e s e eeenes 329
Chapter 45

o= AT LU = o ] L= 330

45,1 PO MTU OVEIVIEW oottt ettt ettt e ettt e e ettt e e e eesbaeeeessbaeeeeensaeeeeesssseeenssaeaeeanes 330

45.2 Viewing the PAth MTU TADBIE ...cciiiiiieee ettt e 330
Chapter 46

(@0 01T 8T = @ (o] 1= T 331

6.1 OVEIVIEW ettt ettt ettt e ettt e et e e e tee e s bee e st e essseeessseeassaeeanseeessseesnsseesnsseessseeansaennsseennseean 331

46.2 CONFIGUIE ClONE ..ttt ettt e ettt e e e et e e e s e tbaee e eentbeeeeeanssaeesensaeeeannsaeaeeanes 331
Chapter 47

IPVE NEIGNDOT TADIE.......oeeeeeeeee et e e e e e e e e et e e e e e e e eeeraneanees 334

47.1 1Pv6 Neighbor TADIE OVEIVIEW ..cciiiiiieieiiee ettt e e e etee e e e e eataeee s enbaeeeseaaeaeennes 334

XGS1930 Series User's Guide
15



Table of Contents

47.2 Viewing the IPv6 Neighbor TADIE ......ociiiiiiiiieeeee et e e e e e 334
Chapter 48
o0 S = 1 O UPPPS 336
A8.T PO STATUS i e et e e e e e e e ettt a e e e e e e e eeeetteeeeeeeeeeeneraaaeeas 336
A8.1.1 POt DETGIIS ettt e e et e e e e ta e e e e eata e e e e earaaesnraaaeeanes 337
A48.1.2 POt UTIIZATION e e e e e e e ettt e e e e e e e e eeaaaaaaeeas 340
Chapter 49
(o101 o113 [0 o] 115 [ TSRS 342
49.1 Power, Hardware Connections, ANA LEDS ......coocciiiiiiiieeiee et 342
49.2 SWItCh ACCESS ANA LOGIN it et e et e e e ra e e e e e araee e enereas 343
49.3 SWITCH CONFIGUIGTION ittt ettt e e et e e e e etaeeeessnbaaeesenssaeeesessaeeeeanes 344
APPENTIX A CUSTOMET SUPDOIT vt e e e e e e e e e e e e 346
APPENTIX B COMMON SEIVICES c.vvvvieiiieiiieeeeeeeeeeeeee ettt e e e e e e e e e e e eeeeeeeaans 352
APRPENTIX C PV ittt e e e e e e e e e e e e e e e e e e e e e e es s e s st ereeaeeeeees 355
Appendix D Legal INFOrMQATION ......ueiiieeeeee et e e e e e eara e e 363
1T =GP PPPPPOPPOTPIS 367

XGS1930 Series User's Guide
16



PART |
User’s Guide




CHAPTER 1
Getting to Know Your Switch

1.1 Introduction

This chapter introduces the main features and applications of the Switch. The XGS1930 Series consists of
the following models:

» XGS1930-28
* XGS1930-28HP
* XGS1930-52
* XGS1930-52HP

References to POE model(s) in this User's Guide only apply to XGS1930-28HP and XGS1930-52HP.

The Switch is a smart managed switch with one power sloft for single power supply. The Switch provides
four SFP+ slofs for uplink. By integrating static route functions, the Switch performs wire-speed layer-3
routing in addition to layer-2 switching.

The Switch supports NebulaFlex for hybrid mode which can set the Switch to operate in either
standalone or Nebula cloud management mode. When the Switch is in standalone mode, it can be
configured and managed by the web configurator. When the Switch is in Nebula cloud management
mode, it can be managed and provisioned by the Zyxel Nebula Control Center (NCC). See Section 8.12
on page 105 for more information.

The following table describes the port features of the Switch by model.

Table T XGS1930 Series Comparison Table

SWITCH MODELS | XGS1930-28 XGS1930-28HP XGS1930-52 XGS1930-52HP
10/100/1000 Mbps 24 24 48 48
Ethernet Ports

10/100/1000 Mbps - 24 - 48

PoE Ports

1/10 Gbps SFP 4 4 4 4
interface

FAN - 2 2 3

1.1.1 Management Modes

NebulaFlex for ‘hybrid mode’ means you can setf the Switch to operate in only one of either direct
standalone or cloud mode (not both at the same time). The Nebula Control Center (NCC) is an
alternative cloud-based network management system that allows you to remotely manage and
monitor the Switch.
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Use the web configurator to configure and manage the Switch directly in standalone mode or use
Nebula Control Center (NCC) to configure and manage the Switch in cloud mode. You may also
access a minimized version of the web configurator in cloud mode.

Nebula Cloud Management

To have Nebula manage the Switch, you must first register it at the Nebula web portal at http://
nebula.zyxel.com, and ensure that Nebula Control Center Discovery is enabled in Basic > Cloud
Management > Nebula Control Center Discovery in the Switch web configurator (enabled by default).

Note: See the Switch's datasheet for the feature differences between standalone and
Nebula cloud management modes. You can find the Switch's datasheet at the Zyxel
website.

See the NCC (Nebula Control Center) User’s Guide for how to configure the Switch using Nebula.

NSG

-r EEE

=

)
“NA—F-‘j_..

N

C

-

(«

1.1.2 Mode Changing

This section describes how fo change the Switch's management mode.
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Note: When you change the Switch's management mode from standalone mode to Nebulo-
manged mode, the configuration settings of the Switch will be overwritten with what
you have configured in Nebula.

When you change the Switch's management mode from Nebula-manged mode 1o
standalone mode, the Switch will reset 1o its factory-default settings.

From Standalone to Nebula Cloud Management

To manage your Switch via Nebula, connect the Switch to the Internet, and register it to a site and
organization at the Nebula web portal (http://nebula.zyxel.com).

See the following steps or the Switch Quick Start Guide for how to do device registration.

Go to the NCC to Register the Switch

Go to the Nebula web portal in one of three ways.

¢ Type http://nebula.zyxel.com in a supported web browser. See the Nebula User's Guide for more
information about supported browsers.

* Click the Visit button in the Switch's login page.
» Click the Nebula icon in the upper right corner of the Switch's web configurator.

Click Login in the Nebula web portal. Enter your myZyxel account information. You'll be redirected to
another screen where you can sign up for a myZyxel account if you don’t have one.

Use the Nebula setup wizard to create an organization and a site.

Register the Switch by entering its MAC address and serial number. The serial number and MAC address
can be found in the Status screen or the device back label on the Switch.

Use the Zyxel Nebula Mobile App to Register the Switch

Download and open the Zyxel Nebula Mobile app in your mobile device. Click Sign Up fo create a
myZyxel account or enter your existing account information to log in.

You should already have created an organization and a site.

Select asite and scan the Switch's QR code to add it to the site. You can find the QR code:
¢ On alabel on the Switch or
e Onits box or

* In the web configurator at Basic > Cloud Management > Nebula Switch Registration.

See Section 3.3 on page 40 for more information about the CLOUD LED or Section 7.2 on page 68 for
more information about the Hybrid Mode field in the Status screen to see if the Switch goes info Nebula
cloud management mode successfully.

Note: The Switch goes info Nebula-managed mode automatically after it can access the
Nebula web portal and is successfully registered there. Its login password and settings
are then overwritten with what you have configured in the Nebula web portal.
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From Nebula-managed to Standalone

To return to direct management standalone mode, just click Unregister to remove the Switch from the
organization/site in the Nebula web portal. The Switch will reboot and restore the factory default
settings.

1.1.3 ZON Utility

With its built-in web configurator, including the Zyxel One Network (ZON) Neighbor Management feature
(Section 7.4 on page 72), viewing, managing and configuring the Switch and its neighboring devices is
easy.

In addition, Zyxel offers a proprietary software program called Zyxel One Network (ZON) Utility, it is a
utility tool that assists you to set up and maintain network devices in a more simple and efficient way.
You can download the ZON Utility at www.zyxel.com and install it on a PC (Windows operation system).
For more information on ZON Utility see Section 7.3 on page 67.

The following table shows which firmware version supports ZON and Neighbor Management (Smart
Connect) for each Switch. The firmware on each Switch is identified by the firmware trunk version,
followed by a unique model code and release number in brackets. For example, 4.50(ABHT.0) is a
firmware version for XGS1930-28 where 4.50 is the firmware trunk version, ABHT identifies the XGS1930-28
and .0 is the first release of trunk version 4.50.

Table 2 Models and Firmware Versions

SWITCH MODEL FIRMWARE VERSION

XGS1930-28 4.50(ABHT.0) and later

XGS1930-28HP 4.50(ABHS.0) and later

XGS1930-52 4.50(ABHU.0) and later

XGS1930-52HP 4.50(ABHV.0) and later
1.1.4 PoE

The XGS1930-28HP and XGS1930-52HP come with a Power-over-Ethernet (PoE) feature. The XGS1930-
28HP and XGS1930-52HP support the IEEE 802.3at High Power over Ethernet (PoE) standard and IEEE
802.3af PoE standard.

Key feature differences between Switch models are as follows. Other features are common to all
models.

The following table describes the PoE features of the Switch by model.

Table 3 Models and PoE Features

SWITCH MODEL POE FEATURES
XGS1930-28HP IEEE 802.3af PoE
XGS1930-52HP IEEE 802.3 at High Power over Ethernet (POE)

Power management mode - Classification

Power management mode - Consumption

Scheduled PoE (PoE Time Range)
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1.2 Applications

This section shows a few examples of using the Switch in various network environments.

1.2.1 Backbone Application
The Switch is an ideal solution for small networks where rapid growth can be expected in the near future.
The Switch can be used standalone for a group of heavy fraffic users. You can connect computers and

servers directly to the Switch's port or connect other switches to the Switch.

In this example, all computers can share high-speed applications on the server. To expand the network,
simply add more networking devices such as switches, routers, computers, print servers efc.

Figure 1 Backbone Application
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1.2.2 Bridging Example

In this example, the Switch connects different company departments (RD and Sales) to the corporate
backbone. It can alleviate bandwidth contention and eliminate server and network bottlenecks. All
users that need high bandwidth can connect to high-speed department servers via the Switch. You can
provide a super-fast uplink connection by using a Gigabit Ethernet/SFP/SFP+ port on the Switch.

Moreover, the Switch eases supervision and maintenance by allowing network managers to centralize
multiple servers at a single location.
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Figure 2 Bridging Application

1.2.3 High Performance Switching Example

The Switch isideal for connecting two networks that need high bandwidth. In the following example, use
frunking to connect these two networks.

Switching to higher-speed LANs such as ATM (Asynchronous Transmission Mode) is not feasible for most
people due to the expense of replacing all existing Ethernet cables and adapter cards, restructuring
your network and complex maintenance. The Switch can provide the same bandwidth as ATM at much
lower cost while still being able to use existing adapters and switches. Moreover, the current LAN
structure can be retained as all ports can freely communicate with each other.

Figure 3 High Performance Switched Workgroup Application

1.2.4 IEEE 802.1Q VLAN Application Examples

A VLAN (Virtual Local Area Network) allows a physical network to be partitioned info multiple logical
networks. Stations on a logical network belong to one group. A station can belong to more than one
group. With VLAN, a station cannot directly talk to or hear from stations that are not in the same group(s)
unless such fraffic first goes through a router.

For more information on VLANSs, refer to Chapter 9 on page 107.

1.2.4.1 Tag-based VLAN Example

Ports in the same VLAN group share the same frame broadcast domain thus increase network
performance through reduced broadcast traffic. VLAN groups can be modified at any time by adding,
moving or changing ports without any re-cabling.
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Shared resources such as a server can be used by all ports in the same VLAN as the server. In the
following figure only ports that need access to the server need to be part of VLAN 1. Ports can belong to
other VLAN groups too.

Figure 4 Shared Server Using VLAN Example

VLAN 1

1.3 Ways to Manage the Switch

Use any of the following methods to manage the Switch.

* Web Configurator. This is recommended for everyday management of the Switch using a (supported)
web browser. See Chapter 4 on page 37.

e FTP. Use FTP for firmware upgrades and configuration backup/restore. See Section 35.10.1 on page
286.

* SNMP. The Switch can be monitored by an SNMP manager. See Section 35.8 on page 284.

* Cluster Management. Cluster Management allows you to manage multiple switches through one
switch, called the cluster manager. See Chapter 39 on page 313.

» ZON Utility. ZON Utility is a program designed to help you deploy and perform inifial setup on a
network more efficiently. See Section 7.3 on page 67.

* NCC (Zyxel Nebula Conftrol Center). With the NCC, you can remotely manage and monitor the
Switch through a cloud-based network management system. See Section 8.12 on page 105 or the
NCC User’s Guide for detailed information about how to access the NCC and manage your Switch
via the NCC. See the NCC User's Guide for how to configure Nebula managed devices.

1.4 Good Habits for Managing the Switch

Do the following things regularly fo make the Switch more secure and to manage the Switch more
effectively.

¢ Change the password. Use a password that's not easy to guess and that consists of different types of
characters, such as numbers and letters.

¢ Write down the password and put it in a safe place.
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* Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the device becomes unstable or even crashes. If you forget your
password, you will have to reset the Switch to its factory default settings. If you backed up an earlier
configuration file, you would not have to totally re-configure the Switch. You could simply restore your
last configuration.
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CHAPTER 2
Hardware Installation and
Connection

2.1 Installation Scenarios

This chapter shows you how to install and connect the Switch.

The Switch can be placed on a desktop or rack-mounted on a standard EIA rack. Use the rubber feet in
a desktop installation and the brackets in a rack-mounted installation.

2.2 Desktop Installation Procedure

1 Make sure the Switch is clean and dry.

2 Sef the Switch on a smooth, level surface strong enough to support the weight of the Switch and the
connected cables. Make sure there is a power outlet nearby.

3 Make sure there is at least 40 mm of clearance from the bottom to the Switch, and make sure there is
enough clearance around the Switch to allow air circulation and the attachment of cables and the
power cord. This is especially important for enclosed rack installations.

4 Remove the adhesive backing from the rubber feet.

5 Attach the rubber feet to each corner on the bottom of the Switch. These rubber feet help protect the
Switch from shock or vibration and ensure space between devices when stacking.

Figure 5 Attaching Rubber Feet

i
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Note: Do NOT block the ventilation holes. Leave space between devices when stacking.

Note: Do NOT store things on the Switch, and allow clearance next to the ventilation holes to
prevent your Switch from overheating. This is especially crucial when your Switch
doesn’t have fan modules. See Section Table 1 on page 18 to see whether your Switch
has fan modules.

Overheating could affect the performance of your Switch, or even
damage it.

2.3 Mounting the Switch on a Rack

The Switch can be mounted on an EIA standard size, 19-inch rack or in a wiring closet with other
equipment. Follow the steps below to mount your Switch on a standard EIA rack using a rack-mounting
kit.

Note: Make sure there is enough clearance between each equipment on the rack for air
circulation.

2.3.1 Rack-mounted Installation Requirements

* Two mounting brackets.
¢ Eight M3 flat head screws and a #2 Philips screwdriver.

¢ Four M5 flat head screws and a #2 Philips screwdriver.
Failure to use the proper screws may damage the unit.

2.3.1.1 Precautions
* Make sure the rack will safely support the combined weight of all the equipment it contains.

* Make sure the position of the Switch does not make the rack unstable or fop-heavy. Take all
necessary precautions to anchor the rack securely before installing the unit.

2.3.2 Attaching the Mounting Brackets to the Switch

1 Position a mounting bracket on one side of the Switch, lining up the four screw holes on the bracket with
the screw holes on the side of the Switch.

Figure 6 Attaching the Mounting Brackets
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2 Using a #2 Philips screwdriver, install the M3 flat head screws through the mounting bracket holes into
the Switch.

3 Repeatsteps 1 and 2 to install the second mounting bracket on the other side of the Switch.

4 You may now mount the Switch on a rack. Proceed to the next section.

2.3.3 Mounting the Switch on a Rack

1 Position a mounting bracket (that is already aftached to the Switch) on one side of the rack, lining up
the two screw holes on the bracket with the screw holes on the side of the rack.

Figure 7 Mounting the Switch on a Rack
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2 Using a #2 Philips screwdriver, install the M5 flat head screws through the mounting bracket holes into
the rack.

3 Repeatsteps 1 and 2 to attach the second mounting bracket on the other side of the rack.

Note: Make sure you tighten all the four screws to prevent the Switch from getting slanted.
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CHAPTER 3
Hardware Panels

This chapter describes the front panel and rear panel of the Switch and shows you how to make the
hardware connections.

3.1 Front Panel

The following figures show the front panels of the Switch.

Figure 8 Front Panel: XGS1930-28

Figure 11 Front Panel: XGS1930-52HP
ZYXEL R e SR LA Do S

3.1.1 Gigabit Ethernet Ports

The Switch has 1000Base-T auto-negotiating, auto-crossover Ethernet ports. In 10/100/1000 Mbps Gigabit
Ethernet, the speed can be 10 Mbps, 100 Mbps or 1000 Mbps. The duplex mode can be half duplex or
full duplex.

An auto-negotiating port can detect and adjust to the optimum Ethernet speed (10/100/1000 Mbps)
and duplex mode (full duplex or half duplex) of the connected device.

An auto-crossover (auto-MDI/MDI-X) port automatically works with a straight-through or crossover
Ethernet cable.

When auto-negotiation is furned on, an Ethernet port negotiates with the peer automatically to
determine the connection speed and duplex mode. If the peer Ethernet port does not support auto-
negotiation or turns off this feature, the Switch determines the connection speed by detecting the signal
on the cable and using half duplex mode. When the Switch's auto-negotiation is turned off, an Ethernet
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port uses the pre-configured speed and duplex mode when making a connection, thus requiring you o
make sure that the settings of the peer Ethernet port are the same in order fo connect.

3.1.1.1 Default Ethernet Negotiation Settings
The factory default negotiation settings for the Gigabit ports on the Switch are:

e Speed: Auto
* Duplex: Auto
* Flow control: Off

* Link Aggregation: Disabled

3.1.1.2 Auto-crossover

All ports are auto-crossover, that is auto-MDIX ports (Media Dependent Interface Crossover), so you may
use either a straight-through Ethernet cable or crossover Ethernet cable for all Gigabit port connections.
Auto-crossover ports automatically sense whether they need to function as crossover or straight ports, so
crossover cables can connect both computers and switches/hubs.

3.1.2 PoE (XGS1930-28HP & XGS1930-52HP)

The Switch supports both the [EEE 802.3af Power over Ethernet (PoE) and IEEE 802.3at Power over
Ethernet (PoE) plus standards. The Switch is a Power Sourcing Equipment (PSE) because it provides a
source of power via its Ethernet ports. Each device that receives power through an Ethernet port is a
Powered Device (PD).

3.1.3 SFP/SFP+ Slots

These are four slofs for Small Form-Factor Pluggable (SFP) or SFP+ modules, such as an SFP/SFP+
fransceiver. The SFP+ (SFP Plus) is an enhanced version of the SFP and supports data rates of 10 Gbps. A
fransceiver is a single unit that houses a fransmitter and a receiver. Use a fransceiver to connect a fiber-
optic cable to the Switch. The Switch does not come with transceivers. You must use fransceivers that
comply with the Small Form-factor Pluggable (SFP) Transceiver MultiSource Agreement (MSA). See the
SFF committee’s INF-8074i specification Rev 1.0 for details.

You can change fransceivers while the Switch is operating. You can use different tfransceivers to
connect fo Ethernet switches with different types of fiber-optic connectors.

e Type: SFP or SFP+ connection interface

» Connection speed: 1 or 10 Gigabit per second (Gbps)

To avoid possible eye injury, do not look into an operating fiber-optic
module’s connectors.

3.1.3.1 Transceiver Installation

Use the following steps to install an SFP/SFP+ fransceiver.

1 Locate the fransmit (Tx) and the receive (Rx) markings on the SFP+ module to identify the top.

2 Insert the transceiver into the slot.
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3  Press the fransceiver firmly untfil it clicks into place.

4  The Switch automatically detects the installed transceiver. Check the LEDs to verify that it is functioning
properly.

5 Close the transceiver’s latch (latch styles vary).

6 Connect the fiber optic cables to the transceiver.

Figure 12 Transceiver Installation Example

=
A5
‘*C‘.:‘_:_“